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Abstract

Over the last decade, Online Social Networks (OSNs) have attracted hundreds of millions
of users worldwide, establishing themselves as one of most successful communication tools
to date. Yet, the business model adopted by current centralized approaches makes them
inherently prone to privacy issues and hostile to openness, as service providers rely on the
commercial exploitation of their userbases’ private data as their means of survival. We
believe, as others do, that decentralization could represent a solution to this fundamental
problem.

In this work, we propose a novel P2P approach to decentralized OSNs in which peers
are organized as a social overlay (SO): an overlay network that effectively mirrors an
underlying social network by constraining communication to pairs of peers whose owners
are friends. SOs are special in two ways. First, by embodying friendship in their links,
SOs can help us either solve or mitigate fundamental trust-related issues that arise in
P2P systems. Second, SOs exhibit an inherent compatibility towards OSNs, a result
of the former being shaped after human communication, and the latter being human
communication tools. These give raise to an inherent potential for synergy, which we
propose to reap by means of a simple approach that provides a key functionality of modern
OSNs: profile-based communication.

In our approach, nodes cache the profile pages of their friends locally, and updates get
proactively disseminated only by trusted nodes, over a user’s ego network: the subgraphs
of social networks composed by a user, her friends, and the connections among them. The
contributions of this thesis then emerge as we tackle this seemingly simple problem of
update dissemination over ego networks and, along the way, uncover issues that lead us to
progressively deeper problems and understanding, and, ultimately, to effective solutions.

In the first part of this thesis, we explore the use of push gossip protocols as the
means to achieve efficient dissemination of updates over ego networks. We show that
mainstream gossip protocols cannot be applied in this context, due to the largely non-
uniform structure of ego networks. By taking these structural properties into account, we
develop a novel gossip protocol that is able to adapt to, and leverage this non-uniformity,
providing efficient and timely dissemination of updates.

The study of these dissemination protocols under peer churn leads us to uncover the
second problem we tackle in this thesis — namely, the network-induced communication
delays that emerge from the interaction of the social graph with the underlying peer dy-
namics. By means of a small-scale simulation study, we find that not only these delays can
be rather extreme, but that they matter more than the underlying dissemination protocol



on the long run. While this realization is in itself a contribution, we also find that eval-
uating the problem in more depth, as well as identifying opportunities for improvement,
cannot be done by simulations alone. This is due to three factors: i) the size of the target
networks under study, i) the large parameter space inherent to availability modelling,
and 4i) the large number of repetitions required for obtaining good quality estimators.
Put together, these translate into prohibitive costs. We therefore propose a novel hybrid
analytical /simulation framework that enables the estimation of dissemination delays at a
practical cost. In the third part of this thesis, we show how to further develop this frame-
work by deriving analytical, closed-form expressions that describe delays as a function of
a graph and availability parameters, when the underlying availability model is based on
a certain class of simpler distributions.

Finally, by putting together the lessons we learnt along the way — our dissemination
protocol and the knowledge we acquired about the workings of communication delays — we
devise the final contribution of this thesis: a hybrid, cloud-assisted P2P architecture that
enables efficient dissemination in social overlays under churn. This solution, as we show,
provides performance that rivals that of centralized solutions, while incurring modest

economical costs.

Keywords
[Decentralized On-line Social Networks; Social Overlays; Friend-to-Friend; Temporal Net-

works; Epidemic Protocols; Cloud-Assisted Peer-to-Peer]
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Chapter 1

Introduction

No matter how many times a privileged straight white male
technology executive pronounces the death of privacy, Privacy Is
Not Dead. People of all ages care deeply about privacy. And they

care just as much about privacy online as they do offline.

— Danah Boyd, Making Sense of Privacy and Publicity

From the early days of Friendster to modern-day Facebook, On-line Social Networks
(OSNs) have made great strides. Having hoarded hundreds of millions into the ranks of
their active user bases, OSNs have surpassed the point of mere entertainment, establishing
themselves as social utilities [13] as they take an increasingly important role in maintaining
and extending social interactions among people [12].

1.1 Context and Motivation

The most successful OSNs of today are centralized: they run on large datacenters under
the control of single entities, e.g. companies like Google, or Facebook. Centralized systems
live in a controlled environment and, as such, are easier to develop, to scale and to secure,
and can be made as efficient and high-performance as one can wish for. Their downside
are the high development and running costs: servicing one billion users does not come
cheap [68], and running an OSN platform requires a way to generate revenue. And this
is where the centralized OSN conundrum begins.

The success of an OSN is highly conditioned by network effects [27]: without a critical
mass of users, people cease to see value in the service and leave. In an environment
where providers compete for having the most users, the standard practice became offering
services for free. Revenue is instead generated by offering value-added services to third

1



2 1.1. CONTEXT AND MOTIVATION

parties in which providers act as mediators to the personal data of their own user base.
The most well-known of such services is targeted advertisement.

The core issue with this business model is that it is based on fostering lock-in, as
providers need to keep their user base at all costs, and violating privacy, as users hand in
their plaintext, private data to the OSN provider, and then grant it rights to commercially
exploit it. Problems are then bound to emerge as the business strategy of the provider
evolves, and users start to diverge from providers over what constitutes fair use [15],
ultimately being faced with the choice of either tolerating rules that they do not condone,

or abandoning a service that they consider essential.

The background motivation for our work is that of providing people with an alter-
native to centralized OSNs. The ideal alternative should, in our view: i) be open and
decentralized, allowing users to keep control over their data, while providing them with
the freedom to try and switch to other alternatives if they so desire, and ii) require little
or, preferably, no extra investment, since high costs would not only constitute a barrier
to adoption, but would lead to the exclusion of an important fraction of the user base [12]
(e.g. youth) who have little or no personal income.

These two requirements are naturally matched by peer-to-peer (P2P) architectures,
which not only lend themselves well to decentralization, but also tend to require relatively
small investments: most P2P systems are designed to run over resources that most users

with a computer and an Internet connection already have.

P2P, however, presents a host of challenges of its own. First, resources in P2P systems
are known — from filesharing experience — to be highly heterogeneous, both in terms of
capacity and availability [99,/108,|128]. Second, although decentralization means we are
effectively able to knock off the most powerful of our adversaries from the adversary list —
the centralized OSN provider — it also brings with it a long list of other potential problems.
At the heart of these problems lies an issue of trust: a P2P system works by having users
contribute network and computational resources and cooperatively provide service to one
another. This often means that peers have to entrust their data to a priori untrusted
partners (e.g. when replicating to increase availability), or to rely on them to provide other
kinds of essential services (e.g. search and message routing). Clearly, such untrusted nodes
might — and often will — misbehave. This can range from selfish peers, which might simply
refuse to provide resources or service to other users, to outright malicious peers, which
might either individually or collectively attempt to subvert, damage, or otherwise disrupt
the system (e.g. [120]). Depending on the type and scale of misbehavior, results might
range from performance degradation, to privacy violation, to complete system collapse.
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1.2 Social Overlays

Yet, decentralized online social networks possess one key piece of information that is
normally withheld from P2P systems: the social network itself, a graph that has the
power to indicate, to a large extent, the trust relationships among users in the system. It
is our belief that social networks can help us either mitigate or solve fundamental trust-
related issues in P2P systems. This belief led us to consider, in this work, the most radical
way in which social networks and P2P systems can be mixed together: as a social overlay
(SO) in which nodes in the P2P system are only allowed to contact each other if their
owners are friends. An SO, therefore, effectively mirrors an underlying social network.
To the best of our knowledge, no other work in the literature has ever attempted to build
a decentralized OSN in this way. Further, as we will see in this thesis, the impacts of
pursuing such a design are significant.

Apart from giving raise to a number of desirable security properties — some of which
we discuss in Section — social overlays have another characteristic that makes them
attractive in our context: they are shaped after human communication patterns, a trait
they inherit from the underlying social network. SOs are, therefore, bound to be in
synergy with OSNs, which are essentially human communication tools. Indeed, in the
context of OSNs, social overlays:

e Connect the right people. People tend to talk to people they know. Recent studies [8|
101] show that this also holds for OSNs, where a large fraction of user interactions
take part within one-hop neighborhoods. A social overlay enables short routes and
constrains traffic to small network sections at a time when handling these frequent
interactions.

e Can improve locality. People tend to connect to people that are alike, with geo-
graphical co-location playing a key role [64]. As a result, not only routes over social
overlays are likely to be short, but also physically localized.

e Provide peer incentives. Unlike links in commonly used P2P overlays (e.g. Dis-
tributed Hash Tables [109]), links in a social overlay represent friendship. We share
the belief with other researchers [38,[58,71] that friends are more likely to cooper-
ate (or, conversely, less likely to misbehave) with other friends than with random

strangers.

1.3 The Core Problem: Update Dissemination

The potential advantages of SOs led us to consider how to conceive a P2P OSN in a way
that exploits them.
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Profile-based communication. In this context, the OSN user interaction studies of
Benevenuto [8] and Schneider [101] provided us with two key pieces of information that
nudged us in the particular direction we took.

First, they highlight the importance of one key feature in mainstream OSNs which im-
mediately became our focus: profile-based communication, the interaction process through
which users publish content to each other’s profile pages and receive other content, anno-
tations, and/or comments from friends, in response. A key role in this process is played
by the newsfeed: a mechanism that keeps track of the most recent updates posted to the
profile pages of friends, and displays them in aggregate form to the user as he interacts

with the system.

Second, they reveal that a high percentage (around 80%, according to [8]) of user
interactions take place among direct, 1-hop friends. These two pieces of information put
together allowed us to set a clear goal for what our OSN had to provide: efficient 1-hop,

profile-based communication.

A minimalistic approach. To understand how can we entertain providing 1-hop profile-
based communication in a P2P fashion over a social overlay, it helps to reason about the
elements a minimalistic design would require. To simplify reasoning, we focus on the
perspective of some user u. Given that P2P nodes are inherently unavailable, and u’s
data has to be made available, we have to replicate it. Yet, we want to avoid the privacy
problems associated with replicating over untrusted nodes (which we discuss in more
depth in Section , so we replicate u’s data only over her friends. This has the
immediate implication that u’s profile page is always available to her friends, and that
they can always browse it efficiently, using only local data. If u follows suit and helps
replicating the profile pages of all of her friends, it follows that u can browse all of her
1-hop friend profile pages efficiently as well. Efficient 1-hop profile browsing has been
dealt with.

The problem, then, shifts to that of keeping replicas up-to-date as u posts updates to
her profile page, or as friends post comments in return. Once again, to avoid uncoop-
erative, selfish, and/or malicious untrusted intermediaries, we only allow updates to be
relayed by friends. This is feasible with social overlays: all we have to do is confine dissem-
ination to u’s ego network — the graph formed by u, her friends, and the interconnections
among them. u’s friends cooperate amongst themselves, relaying the update to common
friends. Since the set of relay nodes is the same as the set of receivers, this works well.
In topic-based P2P pub/sub terminology, an overlay exhibiting this property is called
topic-connected [22]. As a bonus, since friends are only talking to friends and relaying an
update which is of common interest (and from a common friend), we postulate that this

should lead to further incentives to cooperation. Finally, newsfeed can be implemented
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trivially (and based on local data) under such scheme, by simply collecting most recent
updates and displaying them to the user.

The canonical example of the kind of scenario we want to support is depicted in
Figure [[.1} Users u, v, and w are such that v and w are friends with « but w is not

friends with v. In the interaction depicted:

v: Nice dog! v: Nice dog!

@ @ @ v: Nice dog!

Figure 1.1: User u posts a picture, user v posts a comment, user w just watches.

1. u posts a picture to his local copy of his own profile;

2. the system disseminates the update to v and w, who update their local copies;

3. upon seeing the picture, v posts a comment to it. This goes into v’s local copy of
u’s profile;

4. the system disseminates the comment to v and to w, updating their local copies.

The contributions of this thesis can be divided into four parts, which unfold and reveal
more fundamental problems as we attempt to realize and characterize the behavior of our

minimalistic design. We discuss these next, together with the story that connects them.

1.4 Roadmap and Contributions

A general overview of how the problems we tackle in this thesis fit together, as well as
how they lead to the organization of our text, is depicted in Figure 1.2 This should
serve as a guide to our discussion. The text starts with a presentation of background
and related work in Chapter , together with a restatement of our key problem (update
dissemination), and the base system model we adopt across the thesis. From there, we
move on to the first problem we tackle in our work: how to actually perform update

dissemination in a social overlay.

[Dissemination in Social Overlays. Owing to their simplicity, scalability, and tolerance

to topology changes, we study, in Chapter (3| the application of push gossip protocols to
the timely dissemination of profile page updates over ego networks. At first, we attempt
to apply a classic gossip protocol: Demers’ rumor mongering [28]. We find, however, that



6 1.4. ROADMAP AND CONTRIBUTIONS

Chapter 2

Background, Motivation, and Approach

v

Chapter 3

Efficient Dissemination in
Social Overlays

ch Chapter 4 Chapter 6
urn and Communication
Delays Cloud to the Rescue!
Chapter 5

A Markov Delay Model

Figure 1.2: A map of our problem structure and thesis outline.

the protocol fails to operate properly in our context, mostly due to the assumption of
uniform graph clustering that underpins classical protocols, and which is violated by ego

networks.

We then quantify the extent to which problems arise due to this assumption mismatch
and, by analysing the structural properties of ego networks, devise the first contribution
of this thesis: a gossip protocol that is able to adapt to (and leverage off) such non-
uniformity. The protocol in itself is a combination of known techniques and concepts
— besides gossip, the use of message histories, and of a biased selection heuristic geared
towards the particular properties of ego networks. Still, their combination and application
to an overlay mirroring the real-world social network is, to the best of our knowledge,
original.

Push protocols, however, account only for the first phase of the dissemination process,
since it is often the case that friends might not be online when an update is posted and,
as such, will be beyond its immediate reach. Indeed, these nodes would normally be taken
care of in a second phase of the dissemination process, by means of a secondary push-pull

protocol such as anti-entropy [28].

[Churn and Communication Delays| Yet, social overlays have a rather particular
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characteristic that made us suspect that, past the initial phase governed by the push
protocol, dissemination performance would be driven not by our choice of secondary
dissemination protocol, but by temporal connectivity patterns of the network itself. Our
suspicion was that these give raise to network-induced delays that are more important

than those incurred by any individual dissemination protocol.

To illustrate, suppose some new update were to be injected into the system by a peer
u, to be disseminated to all of u’s friends, including some friend v. Due to their usage
habits, however, it so happens that u and v are never online at the same time. To relay
the message to v, therefore, the system has to find a third peer w to broker the message,
such that w is online at the same time as u, and then later at the same time as v. Further,
w must be friends with both u and v. Clearly, a peer w satisfying such conditions might
not exist, which means the message might have to traverse a chain of friends acting as
brokers before it can actually reach v — assuming it ever does. Moreover, the longer this
chain, the greater the delay experienced by the receiver v, as one broker must wait for
the next one to come online before passing the message forward.

This is an important matter since, if such network-induced delays are too large, this
means that the practical usefulness of social overlays — and therefore of our whole ap-
proach — is to be called into question. We therefore shift our focus, in Chapter [4 into
understanding the magnitude of these more fundamental communication delays.

More specifically, we work on the following problem: given an arbitrary graph and an
availability model (a set of probability distributions that describe the up/down behavior
of nodes in this graph), what kinds of communication delays are to be expected among

any arbitrary pair of nodes u and v in this graph?

This is a problem of a much more general nature, going beyond our use of ego networks
for update dissemination, and touching upon issues that are relevant to all applications
that rely on social overlays. It also shares deep connections with opportunistic (and delay-
tolerant) networks [20], which can often be seen as some form of dynamic social network,
providing a more targeted look at how performance should be over specific graphs, as
opposed to the more general, network-theoretical treatment that is usually given to the
topic.

Initially, we perform a small-scale simulation study that combines social network
datasets with a well-known, synthetic availability model [128]. This study leads us to
two realizations. First, that network-induced delays can get rather large: even in our lim-
ited study, 1% of the users would have experienced delays larger than 3 hours, which are
unacceptable, and would warrant further investigation. We consider the identification of
the problem, together with the initial set of results that show that it is indeed a problem,
as the second contribution of our thesis.
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Second, we learnt that simulations alone cannot provide us with a definitive answer on
the magnitude of such delays. This is due to three main reasons: i) the sheer size of the
networks to be considered when working with social network datasets, ii) the large pa-
rameter space inherent to modelling availability, e.g., the many ways in which availability
can be mapped onto network nodes; and 4iz) the difficulties in working with heavy-tailed
distributions characteristic of peer availability [99}[108,/128], which severely increase the
number of repetitions required from simulations to obtain meaningful results [33]. These
costs, which essentially get multiplied by one another, ultimately render simulations an
impractical tool for studying the problem at the required scale.

We therefore set out to develop the third contribution of this thesis: a hybrid ana-
lytical /simulation framework which allows us to provide upper bounds on dissemination
delays at a more practical cost. In doing so, we devise algorithms that allow the iden-
tification of key graph substructures that account for a substantial fraction of observed
delays; i.e. we expose, as a side effect, the structure of delay bottlenecks.

By revealing the structure of network delays, we believe our model to be of use not
only in assessing the feasibility of SOs under different availability assumptions, but also
in guiding the development of mitigation strategies and system design decisions, as well

as evaluating their tradeoffs.

A Markov Delay Modell. Although our hybrid model allows us to reduce computational

costs of delay estimates significantly, they remain nevertheless high, getting higher as
more precision is required from the estimates it produces. To be really able to study
larger datasets and parameter spaces, we need a model that is simulation-free.

The main hurdle to the development of such a model are, again, the heavy-tailed
distributions: they are unfriendly to simulations, and difficult to manipulate analytically
due to not being memoryless [93]. In Chapter , we modify the underlying availability
model by replacing these heavy-tailed distributions with memoryless, exponential distri-
butions. Not only is this change in line with other works in the literature [91,107], but it
also allows us to tap into Markov chain theory to make some significant headway, deriv-
ing closed-form expressions to many of the elements that previously required simulations,
and effectively enabling the application of our estimation techniques to large-scale graphs.
This constitutes the fourth contribution of our thesis.

At the end of Chapter b, we present leads on future work, particularly on how to
refine the model to provide higher precision delay estimates (with additional results in
Appendix , together with the sketch for a different hybrid technique developed to that
end.

[Cloud to the Rescue!] Chapters [4] and [§| concerned themselves with showing that
network-induced delays on SOs can be rather large, and with providing tools for studying
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them more effectively. Without any further work, this would seem to indicate that our
minimalistic design of Section might not be feasible after all.

We therefore concern ourselves, in Chapter [6], with how to circumvent such network-
induced delays (and thus bring our system one step closer to being practical) by means
of a simple, yet effective hybrid architecture that augments our dissemination protocols
of Chapter [3] by leveraging inexpensive, high-availability cloud resources. At its core,
the idea consists in creating a out-of-band channel through the cloud that can “patch”
connectivity if and when needed. Its main novelty lies in the fact that users do not need
to pay for full hosting servers. Instead, our approach is entirely based on “passive” cloud
services that provide storage only, like Amazon’s S3. Further, the hybrid solution still
leverages on the P2P network whenever possible, bringing costs down w.r.t. a solution in
which only the cloud is used.

The solution represents a compromise between monetary cost and performance: by
relying on a pay-per-use cloud infrastructure, we allow users to either opt for high perfor-
mance and pay for it, or take the P2P network as it is, but without spending anything.
Preliminary evaluation shows that it allows users to attain performance which rivals that
of centralized solutions, while maintaining costs well below that of dedicated hosting.
This constitutes the fifth and last contribution of this thesis.

Contribution summary. The contributions of our thesis can, then, be summarized as:

1. a novel gossip protocol which, by taking the structure of ego networks into account,
is able to adapt to, and leverage on their non-uniformity, providing efficient and
timely dissemination of updates;

2. the identification of network-induced communication delays as the dominating factor
in dissemination processes over social overlays at larger time scales, and an initial
assessment of their magnitudes by means of a simulation studys;

3. a hybrid analytical/simulation framework that allows such delays to be estimated
at a more practical cost, and which evidence key graph substructures that answer
for a significant portion of delay;

4. a fully analytical model based on Markov chain theory for coarse estimates of
network-induced delays, under the simplifying assumption that the underlying ses-
sion times (time a user remains online) and inter-session times (time between two
consecutive logins) are exponentially distributed;

5. a hybrid cloud/P2P architecture and a dissemination protocol which leverage on
inexpensive cloud storage services to circumvent network-induced delays, providing

performance that is close to centralized solutions, at modest monetary cost.

By reflecting both trust relationships and human communication patterns, social overlays
would seem custom made to P2P decentralized OSNs. Our work represents the first
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attempt at actually conceiving and evaluating a system that works in this way and, as we
will see, the set of issues involved in the application of SOs is far from trivial.

Yet, we believe the work we develop in this thesis to make enough headway to show
that the approach is credibly feasible, while building a body of work which should prove
useful both as a guide and as a starting point to other researchers and practitioners who

venture into their application, both to decentralized OSNs or elsewhere.



Chapter 2

Background, Motivation and

Approach

On those remote pages it is written that animals are divided into
(a) those that belong to the Emperor, (b) embalmed ones, (c)
those that are trained, (d) suckling pigs, (e) mermaids, (f)
fabulous ones, (g) stray dogs, (h) those that are included in this
classification, (i) those that tremble as if they were mad, (j)
innumerable ones, (k) those drawn with a very fine camels hair
brush, (1) others, (m) those that have just broken a flower vase,
(n) those that resemble flies from a distancelT]

— Jorge Luis Borges, The Analytical Language of John Wilkins

In this chapter, we set the direction for the remainder of this thesis by putting our
work into context, presenting its motivation, and discussing the basics of our approach.
This is done in two parts.

In the first part (Section , we provide an overview of the OSN decentralization
landscape, discussing the tradeoffs and challenges of different approaches, and broadly
situating our approach of choice (P2P) as one among them.

In the second part (Section , instead, we narrow down on aspects that are unique
to our approach, first by deriving it from two key pieces of related literature — OSN
user studies and Friend-to-Friend networks — and then by introducing the core problem of
update dissemination over ego networks that emerges from it, as well as the accompanying

base system model, both of which will be used across this thesis.

!This citation was taken from [91].
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2.1 Decentralized Online Social Networks

OSNs can vary significantly both in the way they work and the functionality they provide.
Yet, by taking a closer look at mainstream approaches (e.g. Facebook and Orkut), it is
possible to identify a key set of common features and services which not only constitute
the essence of what OSNs represent from our perspective in terms of functionality, but
can also be used later on as a stable basis upon which to discuss what is provided (or not
provided) by current decentralization approaches. We therefore start with a discussion of
these essential elements first, moving on to actual decentralization approaches after that.

2.1.1 The Essential Elements

As we consider here, OSNs are communication tools built around the concept of personal
profile pages: read/write personal home pages where users can build digital representa-
tions of themselves by publishing personal information and sharing content (photographs,
text snippets, music, etc.) with their friends [14]. For the remainder of this text, we
assume, for simplicity, that every OSN user v is associated to exactly one profile page,
which she owns. We refer to v’s profile page as pp(v). We say that a user u posting
content to pp(v) authors such content. All contents posted to p(v), however, remain
under the ownership of v.

OSNs offer users many communication methods, including traditional ones such as
e-mail and instant messaging. What makes OSNs unique, however, are not these tradi-
tional methods, but something we refer to as profile-based communication: the interaction
process through which users publish content to each other’s profile pages and receive other
content, annotations, and/or comments from friends, in response. A key part of this pro-
cess is the newsfeed: a mechanism that keeps track of the most recent updates posted to
the profile pages of friends, and displays them in aggregate form to the user as he interacts
with the system.

Decentralizing an OSN entails, as a first step, an analysis of their constituent building
blocks — i.e. the services we would need if we were to build an OSN. These, in turn,
depend on the features and services offered to end-users. Although there is considerable
variation in functionality across different OSNs, it is possible, as we already mentioned,
to identify a key set of such services emerging from features common to the mainstream.
We divide these services into three categories: search, messaging, and content access.

e Search enables users in an OSN to find other users by searching a global directory
of participants (e.g. by name). Although other content might end up in this global
directory as well (e.g. Facebook “pages”, Orkut “groups”), the ability to find other

users is the common denominator.
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Figure 2.1: Messaging patterns in an OSN.

e Messaging enables users to send e-mails and instant messages to their friends. It also
enables the dissemination of updates from users to users as new content gets posted to
their profile pages, or comments are made in return. Typical communication patterns
are illustrated in Figure e-mail and chat generally entail a straightforward
unicast pattern (Figure , whereas profile page posts entail a multicast pattern
as updates are spread to friends over newsfeed. Perhaps surprisingly, multicast
patterns do not occur only when v is the one posting: comments from users like
u in Figure also show on newsfeed, and must be disseminated to all of the
friends of v, minus custom visibility rules. The set composed by v and her friends,
therefore, forms a multicast group.

e Content access refers broadly to the ability to retrieve content on-demand: as a user
accesses the profile page of a friend, peruses her photo albums, or accesses content
posted to his own profile page, such content must be available and readily retrievable.
Further, given the interactive nature of such systems, retrieval must happen with
low latency, at the risk of burning out the user base otherwise [77].

These basic building blocks provide us with a set of common concepts which will be

useful in our discussion of decentralization approaches next.

2.1.2 Decentralization Approaches

Approaches to decentralizing OSNs can be classified in three broad categories: decentral-
ized servers, P2P, and hybrid. Each of these has its own set of challenges, offering different
tradeoffs in terms of performance, cost, and security /privacy.

2.1.2-1 Decentralized servers. In decentralized servers, service is provided by means
of a collective of independently operated servers. Profile pages are typically mapped
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Figure 2.2: Decentralized server approaches.

n—to—1 into servers (Figures and , and these engage into standardized, server-
to-server communication protocols (e.g. OStatus stack protocols [122], or DFRN [62]) to
implement the messaging services we have discussed earlier, as well as cross-server authen-
tication (Figure . Under such arrangements, users might either opt for running their
own servers, or for registering themselves with trusted servers ran by 3rd parties. Most
of the community-driven, open-source efforts [29,35,136,/121},[130] currently fall into this
category. Server functionality might be self-contained (e.g. [29]), or might be split across
a set of separate services that may run on different infrastructure (e.g. Friendica allows
delegating pub/sub functionality of public posts to PubSubHubbub [34] hubs operated
by 3rd parties). Search is normally provided by a set of distinguished servers, which act
as opt-in user directories (e.g. [37]).

Some variants over this general description exist. PrPl |102] and Vis-a-Vis [104], for
example, both assume a 1-to-1 mapping between servers and users. In PrPl, servers,
which are assumed to reside at the user’s home, are referred to as personal cloud butlers,
and act as a gateway to a user’s personal data (not only OSN data), hosting content either
by themselves or with the help of remote data stores that run an access control service.
PrPl further differs from other decentralized server approaches in that that it provides
a language for querying distributed networks of butlers (servers) while respecting access
control constraints, over which social applications can be built. Cross-butler authenti-
cation is handled by an extended OpenID [79] protocol. In Vis-a-Vis, instead, personal
servers are assumed to run on a cloud computing platform (e.g. Amazon’s EC2). Vis-
a-Vis, however, is not an OSN per se: it provides a supporting service to location-based
OSNs which enables the construction of server groups such that location queries can be
answered efficiently, while allowing members to reveal as much as they want about their

location information.

A whole set of new concerns emerge if we assume that the provider of the server infras-
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tructure can behave in an adversarial way by peeking into sensitive content. Persona 6]
deals with such problems by moving most functionality into clients, and relegating servers
to dealing with encrypted content and managing write access.

The main advantage of decentralized server approaches is the always-on nature of
servers, which makes both the problems of providing available, low-latency content access
and messaging relatively simple. The downside is the requirement for somebody to operate
a server, which either requires maintaining a box at home, or hiring costly dedicated
hostingz]. This cost perspective is important since, as we mentioned before, it may act as
a barrier to adoption and, further, lead to the exclusion of an important fraction of the
user base [12] (youth) who have little or no personal income. Indeed, this is one of the
main reasons why we consider such approaches to be unattractive.

Another aspect that remains to be investigated is scalability. The server-to-server
communication graphs that emerge from these systems are essentially clustered versions
of the original social graphs, partitioned arbitrarily among servers — or according to laws
we currently do not understand (Figure 2.2b)). This is akin to horizontally scaling a
centralized OSN; i.e., to having a set of servers, and then allocating users to machines.
Yet, it is known [87] that scaling a system that works like that is already difficult when
partitioning is done judiciously, since cut densities (the number of social edges flowing
from one server to the other) can become very large. The scalability of the arbitrary
partitioning induced by decentralized servers, therefore, remains to be seen.

From a security and privacy perspectives, decentralized servers — like all decentralized
alternatives — are susceptible to attacks based on traffic analysis, since all server-to-server
communication flows over the public Internet [81]. Adversaries able to listen to (en-
crypted) network traffic might be able to reconstruct edges of the social network across
servers, as well as to figure out posting frequencies, and other sensitive information [39].
It is furthermore possible to disrupt individual users by launching DoS attacks directly
on their servers, which could be used as an instrument to censorship. Furthermore, as
we mentioned before, hosting providers themselves can be seen as adversaries, with the
power to inspect not only all incoming and outgoing traffic, but also the state and mem-
ory contents of the server software itself, which in turn could allow one to recover private
keys and decrypted content. It can be argued, however, that hosting providers have little
incentive to act as adversaries since these are being paid for their services, with customer
satisfaction being in their best interest. Yet, security breaches of large datacenters are
always a possibility (e.g. [47]), at which point the infrastructure could be compromised
despite the best of intentions.

Finally, users who upload their content to servers ran by 3rd parties are possibly sub-

2At the time of this writing, even low-cost hosting solutions (e.g. [75]) do not come for less than USD100/year.
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jected to the same kind of privacy issues that exist in centralized approaches. Differently
from the centralized case, however, the open nature of the system means that users always
have the choice of taking their profile data somewhere else, switching to another server
should problems arise.

2.1.2-2 Peer-to-Peer (P2P). In P2P approaches, users install a client software in their
personal machines and form an overlay network amongst themselves. Users contribute
spare network and storage resources, providing service to each other with little or no in-
tervention from centralized intermediaries. Some approaches might employ distinguished
peers or servers for bootstrapping and authentication, but these generally take no part in
communication and storage. The main advantages of P2P are the low barrier to entrance
—no fees of any kind are required — and the low running costs — the system is maintained
with the sum of contributions from all users, with no single party having to finance the
entirety of its operations.

A number of proposals to P2P OSNs have been made along the years. Early proposals,
such as PeerSoN |[18] or LifeSocial. KOM [43], attempted to conceive decentralized OSN
designs by straightforward application of existing P2P techniques, most notably DHTs.
The core idea of these systems is simple: nodes form a DHT and use it to store and lookup
data, as well as route messages, providing basic search, messaging, and content access.
Availability of user content is taken care of either by a DHT replication mechanism (e.g.
PAST [95] in LifeSocia. KOM), or not at all (PeerSoN). Data is encrypted to enforce
read access control. Messages are routed either directly through the DHT, as in LifeSo-
cial. KOM, or by using the DHT as a lookup service — in PeerSoN, nodes publish their
current network address on the DHT, which other nodes can then resolve and contact
them directly.

One significant issue with these initial designs is that they cannot provide the kind of
multicast messaging required for newsfeed efficiently — downloading the latest news for n
friends, or pushing a new update towards n friends, requires n DHT lookups, leading to
performance problems [45]. Acknowledging these shortcomings, Cachet [76] introduced
a “social caching” scheme where nodes start by advertising their presence (in encrypted
form) on the DHT. A node v wishing to retrieve the latest updates for his friends starts by
greedily searching the DHT for presence objects, looking for friends who are online and,
at the same time, who share the most friends with v in the social network. Whenever
v finds one such node u online, it queries u for: i) up-to-date presence objects of all
friends that uw shares with v; 4i) any recent news w might have on these friends. Such
news get incorporated into the newsfeed. This simple mechanism makes Cachet orders-

of-magnitude faster than naively querying the DHT.
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Another shortcoming of these approaches is that their use of DHT replication implies
that (encrypted) data gets stored at random, untrusted nodes. Apart from issues of
performance [10] and availability [57] that one-size-fits-all DHT replication schemes can
bring into content access, this provides ample opportunity for replicating nodes to try and
make inference on encrypted content. As argued by Greschbach et al. [39], such inferences
might allow an attacker to guess the type of the content that is being stored from its size
or, in case of certain types of content such as large videos (which have somewhat unique
sizes), even guess the what the actual contents are.

Researchers quickly realized that they could improve on the state of affairs by leverag-
ing on the social graph available to OSNs. Starting from the assumption that social links
embody trust (and, thus, that nodes run by friends can be trusted), the aforementioned
security and privacy issues could be mitigated by replicating data only on trusted nodes,
i.e., direct friends. The idea of using friends to store data has been around for some time
[58], but the first P2P OSN to actually describe it was Safebook [25]. Safebook goes be-
yond storage, however, and leverages social links to provide stronger privacy guarantees:
its “matryoshka” system causes messages to go through randomized paths along the social
network before reaching the destination. By coupling randomization with source address
rewriting at each step, Safebook obfuscates message senders and receivers, rendering their
identification difficult to observers.

A Safebook matryoshka is a set of concentric rings put around every node v such
that the first ring contains v’s immediate friends, the second ring contains v’s friends-of-
friends, and so on. Nodes in the innermost ring (v’s friends) replicate v’s content to keep
it available should v be offline (i.e. to provide available content access). The addresses of
the nodes in the outermost ring are indexed in a DHT under v’s pseudonym, and serve as
entry points to v’s matryoshka. To communicate with v, nodes send messages to one or
more of the entry points. Messages then percolate through the matryoshka over random
paths until the innermost layer, where they can be served both by v’s friends (if v is
offline) or by v himself. Safebook relies on a certificate authority to ensure node identities
and prevent Sybil [30] attacks.

Although Safebook’s design can safeguard user anonymity (or pseudonymity [83]) by
rendering traffic analysis more difficult, it has its share of shortcomings. First, the paths
over the matryoshkas are paths over the social graph which, as we will later see in Chap-
ter [ can incur high communication delays. Second, high degree nodes might face issues
as they get repeatedly chosen to participate in people’s matryoshkas. Third, Safebook
does not specify the replication protocol for the inner ring — which is non-trivial to render
efficient when nodes are not all online at the same time, and using nodes outside of the

innermost ring for supporting asynchronous messaging is not allowed. Finally, node de-
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grees in social networks are skewed [97], which means some nodes will have many friends,
but most will have few. Replicating only over friends is therefore bound to not provide
enough availability for everyone [106,116].

SuperNova [105] and Cachet [76] deal with the availability problems of nodes with
few friends by storing data preferably at friends, but having a fallback mechanism should
friends prove to be insufficient. In SuperNova, this fallback is provided by super-peers,
which assume a central role in the system both by directly replicating data for nodes who
do not have enough friends, and by acting as brokers to replication requests among non-
friend peers. In Cachet, data is kept at friends, but also at a “backup”, random location
in the DHT, where it remains always accessible by means of a standard DHT replication
mechanism (e.g. PAST [95]), with all of the privacy caveats that this implies.

Other approaches to P2P OSNs focus on specific functionality. eXO [61] focuses on
specialized search by providing efficient top-k queries for tagged content. Olteanu and
Pierre 78| link the problem of providing the multicast side of OSN messaging services in
a P2P context to topic-based pub/sub, and adopt the SpiderCast [22] protocol to build a
dissemination-friendly overlay where nodes exploit correlated subscriptions to lower their

overlay degrees.

P2P OSNs inherit all of the security and privacy issues from decentralized servers, and
add some of their own. As we mentioned in Section issues arise mostly because, in
P2P systems, fundamental operations might have to be delegated to untrusted peers. We
have already given an example of these problems while discussing the approaches that
rely on DHTs for storage [18] or replication [43],76].

Other issues include the use of multihop routing in P2P overlays, which employ un-
trusted relay nodes while getting a message from source to destination. This amplifies
opportunities for eavesdropping, traffic analysis, as well as for attacks disrupting routes
to correct nodes, such as eclipse attacks [120]. Further, nodes in a P2P network often
connect directly to untrusted nodes, revealing their IP addresses. This kind of informa-
tion can be used to determine the geographic location of users, or to perform correlation
across services accessed from the same address. A broader analysis of the privacy threats
in P2P OSNs can be found in [39).

Finally, the fact that almost every single design we mentioned in this section relies
on DHTs at one level or the other means that these systems are amenable to the kinds
of attacks that can affect them [120]. Recent work on trying to address security issues
of DHTs in the context of P2P OSNs includes LotusNet 2], an OSN framework based
on the Likir |1] secure DHT. Likir relies on a central certification authority to issue
signed identifiers binding overlay IDs to user identifiers, thus precluding attackers from
creating Sybils or picking their IDs. LotusNet, however, does not address some of the early
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problems we have discussed, such as ensuring adequate availability for content access, or

implementing efficient messaging for newsfeed.

2.1.2-3 Hybrid. Hybrid systems are a crossover between decentralized servers and P2P,
and carry the promise of delivering better performance than pure P2P at costs that are
lower than those of dedicated hosting, while offering reasonable privacy guarantees. Few
actual system proposals exist for hybrid decentralized OSNs, making it the least explored
portion of the design space.

In Confidant [60], authors propose keeping actual data at the P2P layer. Data is made
available by replication over trusted nodes, i.e., nodes operated by friends. Coordination
metadata — i.e., who are the chosen replicas, what is their network address and online
status, as well as other relevant information — is maintained in a set of personal naming
servers hosted on the cloud. There is a one-to-one mapping between cloud-based servers
and users. Server software is so simple that it can be deployed for free on platforms
such as Google’s App Engine [42], making the approach cost-effective. Further, since
data is located at the P2P layer, the cloud provider has no way to inspect or mine it,
mitigating privacy concerns. As with all friend replication schemes, Confidant relies on
having enough friends to guarantee availability. Further, if Confidant were to be deployed
at a large scale, the large number of naming servers would probably catch the attention
of the cloud provider, which in turn could lead to actions to ban it.

Shakimov et al. [103] propose a variation of Vis-a-Vis [104] in which users run their
personal servers on their own desktop machines, activating a cloud replica on stand-by
should the desktop machine become unavailable. As we later argue, the pricing schemes
offered by providers such as EC2 [4] mean that such solutions might still incur high costs.

The position paper by Kryckza et al. [54] gives a somewhat different twist, proposing
hybridization as a way to help the centralized OSN provider. The idea is to bear on the
user the responsibility for serving heavier content to each other (e.g. movies, or photos),
thus helping mitigate OSN server load. Social metadata, on the other hand, remains
in control of the centralized OSN provider so as to enable their business model. OSN
servers orchestrate the replication process and keep track of replica status, much like in
Confidant. Privacy, however, is clearly not the focus.

Hybrid solutions carry the same privacy and security considerations we made for other
decentralized approaches, depending on the solution. In particular, if the provider of
a server infrastructure is not to be trusted, preserving privacy can be difficult. Even
with approaches like Confidant — which do not trust the server infrastructure a priori —
providers can still infer things like one’s contact list by analysing accesses to individual

naming servers and correlating I[P addresses, and can infer profile page activity (and map
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it to individual users) by observing naming server traffic.

2.2 Our Approach

In the last section, we have presented an analysis of the building blocks of OSNs, and have
discussed decentralization approaches together with their associated tradeoffs and issues.
In this section, we focus on our own approach instead, first by exposing its underlying
motivation as the union of two related pieces of literature — Friend-to-Friend networks
and OSN user studies — and then by introducing, in more formal terms, the problem that
emerges from this approach and which permeates this thesis, namely, the dissemination
of updates over ego networks. Finally, we present the base system model, with the set of
a assumptions we adopt for the remainder of this text.

2.2.1 Friend-to-Friend and Social Overlays

A Friend-to-Friend (F2F) network [16] is a type of P2P network in which two nodes are
only allowed to communicate directly if their owners are friends. We call the network
overlay that results from a F2F network a social overlay (SO). It is our belief, as well as
that of others [16/63,[112], that, under certain application contexts, SOs might help either
mitigate or solve difficult problems in P2P.

The fundamental property of social overlays is that node owners that wish to con-
nect are assumed to be friends. Being friends, they can communicate either in person or
through out-of-band channels to exchange cryptographic keys that allow them to authen-
ticate their computers as being their own, without the need for a central authority. This
alone acts as a powerful deterrent (though it cannot prevent) to Sybil and impersonation
attacks, and gives raise to a fundamental property of SOs — what Maymounkov [63] refers

to as organic security:

1. nodes in an SO can trust their neighbors not to reveal neither their identity nor their
participation in the network to third parties. By using source address rewriting, this
property enables a message to be routed over the network in full anonymity. Indeed,
this is the basis to the censorship-resistance properties of systems like Freenet [112];

2. nodes in an SO will not connect, and will not reveal their connections, to untrusted
nodes. This makes inferring network structure difficult, and renders SOs — which
exhibit a rather irregular structure beyond certain known properties (e.g. [7,52,/123])
— difficult to disrupt. Eclipse attacks also become difficult to implement, since
intercepting all routes from a (set of) node(s) entails compromising and stealing the

identities of a specific set of a priori unknown participants;
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3. since nodes only talk directly to friends, they do not expose sensitive information
such as their IP addresses to untrusted third parties, rendering the kind of IP infer-
ence attacks we described in Section (e.g. finding a user’s location by means
of IP geolocalization) difficult as well.

A number of proposals for systems based on social overlays have been made along
the years. The proposal that comes the closest to ours is found in the position paper by
Galuba [38], in which the author indentifies that social overlays and decentralized OSNs
can be a good match, for much the same reasons we advocate it (i.e. because social
networks embody a map of trust that can be leveraged on). In this thesis, we take this
idea forward, making the first incursion into trying to conceive and evaluate a system
based on it.

Freenet [112] and Tonika [63] leverage the anonymity and disruption-resistance of social
overlays to provide systems that cannot be easily censored. Both systems provide solutions
to the problem of creating a greedy embedding [80] of the social graph which enables
long-distance calling [49.|98|, with Tonika focusing on routing, while Freenet provides, in
addition to routing, a platform for publishing content and a client which makes interaction
with the system similar to navigating the World Wide Web.

Similarly, Turtle [85] provides a censorship-resistant file sharing network. Searches are
flooded over the social overlay, and results are propagated over the reverse paths in the
broadcast tree.

Safebook [25] utilizes a social overlay over its matryoshka structures to obfuscate mes-
sage sources and destinations, who expose only their pseudonyms. Safebook has been
discussed in more detail in Section 2.1.2-2

BlockParty [58] and Friendstore [118] are peer-to-peer backup systems in which friends
backup their data on each other’s machines. Here, the focus is not on anonymity, but on
the fact that the use of friends should provide added incentives for cooperation, and less
incentives to malicious behavior (e.g. deliberately corrupting backed up data).

Social VPN [48] is a system for establishing and maintaining a social overlay which
mirrors the social relationships in a pre-existing social network (e.g. Facebook). Their
goal is not privacy against the centralized OSN or censorship resistance but, rather,
providing automatic configuration of friend-to-friend VPN tunnels to enable support of
more complex trusted collaborative systems that go beyond what OSN APIs provide (e.g.
interactive multiplayer games, or desktop sharing). The centralized provider is leveraged
for public key exchange, by means of a Facebook application. Other hybrid decentralized
approaches for exchanging keys are also supported.

GoDisco [26] is a P2P, hierarchical, topic-based pub/sub system based on social over-
lays which leverages on social network homophily [64], i.e. the natural tendency of nodes
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in a social network to connect to other nodes with similar properties/interests, to pro-
vide increased topic connectivity. Since topic connectivity is not, however, guaranteed by
the social network, heuristics are adopted to cross disconnected regions while minimizing
spam.

Social Overlays, however, also bear their privacy weaknesses. Like decentralized servers
(Section [2.1.2-1)), SOs reveal user relationships to anyone who can observe the overlay
topology. This can be used as a base to launch deanonymization attacks: as Narayanan
and Shmatikov |72] point out, a significant fraction of the users in an anonymized social
network can be identified by matching its structure against a non-anonymized network,

even if the sets of users in both networks have limited overlap.

2.2.2 Profile-based Communication

We claimed in Section that the distinguishing characteristic of OSNs w.r.t. previous
communication tools is that they enable profile-based communication. To substantiate
that claim, as well as to provide an idea of how significant profile-based communication
is, we resort to numbers from well-known studies on OSN user behavior [8,|101]. These
clickstream data studies, which analyse the streams of server requests between the web
browser and OSN servers, are currently the only public source of information on OSN
user activity that can capture both wvisible interactions (e.g. posts, comments, etc.), and
silent interactions (i.e., browsing activity).

If we consider only the relevant user activities in these studies, profile-based communi-
cation constitutes anywhere between 60% [46] to 92% [8] of the requests issued by users to
OSN servers, making it the single most important functionality in an OSN. Furthermore,
over 80% of these interactions take place among 1-hop friends.

If we follow the lean approach to development [86] and focus on providing what brings
the most value to the user first, then, as we mentioned in Chapter [1 the first thing we
need to provide is efficient, 1-hop profile-based communication.

2.2.3 Our Approach: Profile-Based Communication Over Social Overlays

Social networks are a reflection of social interactions, which, in turn, are carved out from
human communication patterns. It is therefore only reasonable to assume that synergy
is bound to exist between social overlays — which are shaped after human communication
—and OSNs — which are human communication tools.

In Section [1.2] we have presented three points in which we believe such synergy to
exist: a social overlay connects the right people, might improve locality, and might provide
incentives to cooperation. We then propose a system in which users keep local replicas

(caches) of the pages of their friends. These replicas are then updated incrementally as
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(O posting node
(Oreceiving node

(a) Owner posts update. (b) Friend posts comment.

Figure 2.3: The update dissemination problem over ego network G,,.

new content gets posted, or comments are made in return — an example of the kind of
scenario we want to support was given in Figure Content posted to the profile page
of a user u is disseminated exclusively by nodes that belong to the ego network of u (i.e.
friends of ). This enables efficient 1-hop profile-based communication, and leads us to
the update dissemination problem, which we define formally next.

Let G, be the graph representing the ego network of some user u, and let v be a
member of this ego network. The update dissemination problem consists in disseminating
an update from any user v to all of the other users in G,. The two main cases are
differentiated in Figure 2.3} in Figure 2.3a] the owner of the profile page posts an update.
In Figure [2.3a, a friend of u posts a comment. In both cases, the update has to be
disseminated to all of the other participants of G,,.

Clearly, our minimalistic approach has significant limitations. It leaves out important
functionality such as search, profile-based communication over n-hop friends, or an appli-
cation platform. Further, the approach best suited to updates that are small — though,
as we will later argue in Section [2.3] we do not see this as a significant limitation, as
the important updates are indeed small. In any case, that is precisely the point of being
minimalistic: the very essential comes first, and that is what we focus on in this thesis.
Further, as we will later see, the very essential is already a difficult enough of a problem
to tackle in this case.
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2.3 Notation and System Model

This section states the general assumptions and notation that are valid across the thesis.
More specific assumptions are added to each chapter as required.

Social and ego networks. We model a social network as an undirected graph G = (V, F)
where V' represents its set of vertices, and E its set of edges. Following standard graph
theory notation, we also denote the sets of vertices and edges of a graph G by V(G) and
E(G), respectively. Every vertex v in V(G) represents an individual. An edge (v, u) exists
between individuals v, u € V(G) if and only if they are friends. We assume friendship to
be a symmetric relation.

We model a social network as an undirected graph G = (V| E), where V' contains users
and E is the friendship relation among them. For each user v € V, function f : V — 2V
maps users to their set of friends, while f; maps users into their set of friends-of-friends:

f(u) ={ul(v,u) € E(G) }
fa(u) ={wlwe flv)Ave flu)}

For convenience, we also define f*(u) = f(u) U{u}.
The ego network (or egonet, for short) of a node u is defined to be the subgraph

G, C G induced by u, u’s friends, and the connections among them:
Gu = (f"(u),{ (a,0) € E(G) [a € f*(u) Nb € f*(u) })

Mapping of users into peers. We assume that every user in the social network cor-
responds to exactly one node in the social overlay — i.e. we assume that users will not
frequently log in from more than one device at a time. We argue that unless such phe-
nomena is to be expected at a large scale, it is unlikely to affect the results we report
in this thesis. It is in any case a simplification that is in line with other works in the
literature (e.g. [2678/107]).

Since mapping is one-to-one, we often refer to users and nodes interchangeably. Sen-
tences like “a node u and its friends f(u)”, then, are to be interpreted as “a node controlled
by a user u and the nodes controlled by her set of direct friends, f(u)”.

Dynamism. A social network is a dynamic concept: new friendship relationships may
be formed or old ones severed. In practice, however, such changes are infrequent, at least
w.r.t. to the time scale of the problems we consider in this thesis. Therefore, for the
purpose of this thesis, we consider the social network to be immutable. The dynamism of
social overlays cannot be, however, disregarded in the same way. Users may start and stop

their nodes at will; a particular user may not be available for extended periods of time.
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In P2P terminology, this phenomenon is known as churn. The social overlay therefore

undergoes frequent reconfiguration.

Physical network. We use a simplified model for the underlying physical network in
which two nodes are able to communicate as long as they are online at the same time.
We assume connectivity to be symmetric (i.e. we do not model middleboxes [19] such as
firewalls or NAT), and the physical network to have negligible latency. We argue that
these are adequate assumptions for the kind of problem we study in our work.

Update sizes. Although users share content of different natures, the vast majority of
what is shared in the profile pages of modern OSNs are small objects under 150 kB, the
average size of a Facebook picture. Such objects include text snippets, messages, and
low-resolution pictures and thumbnails. While users also share larger objects, such as
videos or high-resolution pictures, we argue that most of the time these are not part of
profile pages themselves, but rather linked from third-party services such as YouTube or
Instagram. Updates, therefore, will normally be small, and concerns with latency take

priority over bandwidth when gauging the quality of dissemination techniques.

Realizing the social overlay. Efficiently maintaining a social overlay is a non-trivial
task. As Rogers [91] points out, middleboxes and dynamic network addresses are par-
ticularly problematic for social overlays, since they may prevent users from finding their
neighbours after spending time offline. The overlay management problem, however, is
outside of the scope of this thesis. We assume that nodes are somehow able to discover
the IP addresses of their friends currently online, to enable message exchange.

Working compromises can in any case be found in hybrid solutions, such as leveraging
off of existing decentralized server infrastructures like the widely available Jabber/XMPP
network [96]: managing presence is already an integral part of what Jabber does, and we
could simply piggyback on that. Other options include combining dynamic DNS [32] with
an approach for peer discovery similar to the one in Cachet [76] (described in Section
or, at the expense of bringing all of its vulnerabilities into the system, using a DHT.

2.4 Summary

Decentralizing Online Social Networks could represent a solution to the privacy issues that
plague current centralized services. The task, however, is anything but trivial: current
OSNs are large, complex systems, and decentralization approaches incur new privacy,
security, and performance problems. In this chapter, we reviewed the key building blocks
of OSNs and, on these grounds, discussed the three main decentralization approaches in
the existing literature, along with their tradeoffs and challenges.

We then formally introduced our approach as a way to provide efficient 1-hop profile-
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based communication over social overlays. We presented our motivation for adopting
social overlays by discussing their security properties, as well as their suitability to decen-
tralized OSNs. Finally, we provided a more complete description of the update dissemi-
nation problem and its accompanying system model, which will be used throughout this

thesis.



Chapter 3

Dissemination in Social Overlays]

If we all held our tongues, there wouldn’t be much left to talk
about.

— English working class saying.

In Chapter [2, we have identified the dissemination of profile page updates over ego
networks as the critical problem to be solved in enabling a minimalistic, P2P, decen-
tralized OSN based on social overlays. Unlike traditional P2P applications such as file
sharing, however, OSNs are quasi-interactive systems. Although real-time interaction is
not required, this means that profile updates should become rapidly available to friends
currently online. In our proposal, this is achieved by relying on an efficient profile up-
date dissemination protocol which pushes updates from friends, to friends, in a reliable,
timely, and efficient fashion. After providing additional information about the system
model in Section [3.1] in Section we further detail the problem, our approach, and the
experimental framework we use for evaluation.

Several alternatives can in principle be used to deal with the problem. We focus on
gossip protocols [51] because they were originally designed for update dissemination, albeit
in a slightly different context, and because of their inherent simplicity, scalability, and
tolerance to topology changes. Unfortunately, gossip protocols were designed to operate
on uniform random graphs, which have very different properties w.r.t. social networks.
We assess quantitatively the negative impact of this assumption mismatch in Section

The main contribution of this chapter lies in Sections [3.4] and [3.5 where we describe
and, respectively, evaluate a protocol for efficient dissemination over social networks,
and in Section [3.6], where we perform a more restricted evaluation over large datasets

‘Earlier versions of this chapter have been presented in [65}/66].
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to show that our results generalize. The protocol is a combination of known techniques
and concepts — besides gossip, the use of message histories, and of a biased selection
heuristic geared towards the particular properties of social networks. Nevertheless, their
combination and application to an overlay mirroring the real-world social network is, to
the best of our knowledge, original. Moreover, our evaluation shows that the approach is
applicable in practice to the scale of ego networks found in real-world social networks.
Finally, Section concisely surveys related work, and Section ends the chapter

with brief concluding remarks.

3.1 System Model

Definitions and notation. Recalling that the social network is an undirected graph
G = (V,E) (Section 2.3)), let O be the set of all updates generated in the system. We
denote by prof : O — V the function mapping an update to the owner of the profile page
to which it was posted.

Knowledge of the social network. We assume user u knows not only the set f(u),
but also fs(u); this knowledge makes it possible, given a friend v € f(u), to obtain the set
of common friends f(u) N f(v). This assumption is in line with what is usually revealed
in current OSNs, in which contact lists are completely visible to friends. This knowledge
is kept up-to-date by the dissemination of new friendship events (again, as in current

OSNs), which have in any case to be displayed in newsfeed.

Authentication, access control and privacy. We assume that each node u is identified
by a pair of asymmetric keys (Priv,, Pub,). Public keys are acquired when learning new
friendship relations, possibly through out-of-band mechanisms. To guarantee authenticity,
every update o generated by u must be signed with Priv,. This also prevents users from
spoofing updates (e.g. one user attempting to disseminate an update that changes the
name of another user). More complex access control mechanisms are possible [6}43],76],
although outside of the scope of our work. Even though privacy is preserved by the
fact that updates are encrypted and sent only to the intended destinations, it is always
possible that, once decrypted, content is disclosed to unauthorized third parties. This is

not exclusive to our approach, however, and could also happen in a centralized OSN.

3.2 Problem, Approach, and Experimental Framework

In this section we state our problem, outline the proposed approach, and illustrate the
metrics and experimental setup we use for the remainder of this chapter.
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3.2.1 Problem Statement

As stated in Section[1.3] we envision a decentralized OSN wherein updates to user profiles
are proactively disseminated to all friends and cached locally. Storing the content of all
friends may seem overkill, but pretty much everything in the profile pages of modern-day
OSN — comments, links, thumbnails, small pictures — are small objects (e.g., under 60 KB,
the size of current Facebook pictures). The only exception are movies and large collections
of high-quality pictures: however, these are usually not part of profiles anyway, and are
linked from services such as YouTube and Intragram. Their associated “social metadata”
(e.g., description, thumbnail, etc.), remain instead small objects.

The problem we want to solve is has already been described in Section 2.2.3] In
particular, we envision interactions like the ones depicted in Figures and to be
supported by a social newscasting service consisting of two simple primitives:

1. the operation postToProfile(PROFILE v, UPDATE 0) enables u to post update o to the
profile of v = prof (0);
2. the callback newsReceived(list(UPDATE) list) enables clients to retrieve new content

upon arrival.

In the context of OSNs, realizing this social newscasting service essentially trades the
problem of fetching data over the network with the problem of disseminating updates to
all friends. The latter must be performed in a timely way, i.e., with latency comparable
to that of today’s centralized OSNs. In other words, for a given subgraph G,, any node
u € G, may produce, at any point in time, some update o by calling postToProfile(v, o).
The goal is to define a strategy to efficiently disseminate o from u to all nodes in f*(v).

3.2.2 Approach Outline

Owing to their wide recognition as robust tools for fast data dissemination, we chose to
use gossip protocols [28] as the base for our social newscasting service. These protocols
are typically run in rounds, in which each node selects a gossip partner using a randomized
selection heuristic and exchanges data with it based on an exchange strategy. Rounds are
not synchronized; rather, they simply play a “rate limitation” role.

Our social newscasting service employs two gossip protocols. A rumor mongering pro-
tocol based on a push exchange strategy is used to disseminate updates quickly, possibly
at the expense of guaranteed delivery (e.g., for users currently not online). This fast
but unreliable dissemination is therefore complemented by an anti-entropy (28|, push-pull
protocol. This runs in the background at a slower pace w.r.t. rumor mongering and guar-

antees that all nodes that become and remain online for long enough eventually receive
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all updates. In a sense, anti-entropy serves as a “safety net”, continuously patching up
the message deliveries missed by rumor mongering.

In this chapter, we focus exclusively on the first protocol (i.e., rumor mongering)
because, as we show in Section its application to social networks already requires
a significant departure from the mainstream and because, as we will see in Chapter [4]
dissemination performance converges to protocol-independent factors beyond a certain
timescale, meaning that evaluating the performance of anti-entropy is not so important.
Section discusses in detail how we improve on the base rumor mongering by choos-
ing selection strategies that explicitly take into account topological properties of social
networks, such as centrality and clustering.

3.2.3 Experimental Framework

Unit experiments. Protocols are evaluated over a large number of isolated unit exper-
iments, whose results are aggregated offline to obtain global figures. A unit experiment
consists of: i) singling out a subgraph G,; ) having v publish an update by calling
postToProfile(); 4ii) waiting until the push protocol terminates; iv) measuring the desired
parameters.

Each unit experiment e is associated with the dissemination of a single update gen-
erated by the profile owner, root(e). Updates posted to profiles of friends would behave

similarly and are thus excluded from the evaluation.

Performance metrics. Given a set E of unit experiments, we measure the following:

e Residue, i.e., the percentage of nodes who did not receive the update after the push
protocol terminates. Let undelivered : E'— N be a function yielding the number of

these nodes for a single unit experiment e. Then:

> ccr undelivered(e)
D e |f(root(e))|

o Average and mazimum latency, measured in number of rounds, t,y(E) and ¢,,q.(E).

residue(E) = (3.1)

Defined as the number of rounds it takes for an update to reach a destination, minus
the rounds for which that destination has been offline after the update was posted
(measured relative to node uptime).

o Absolute and average load, in terms of messages sent and received. Formally, let
ly -V x E — N be the function yielding the number of messages sent by node
v € V during a unit experiment e, and /¢, a similar function yielding the messages v

received. The load for a given unit experiment is then ¢(v,e) = l4(v,€) + £,.(v, €).
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The absolute load over the entire set E of experiments at node v, and the average

load, normalized over the size of the ego network G, are then given as:

load(v) = ZE(U, e) load(v) = i?ficfl(j)jl)

It is useful to generalize this notion to sets of nodes. The average load incurred on
a set of nodes V' C V is:

Y pey load(v)
> vevr | ¥ ()]

e Duplicate ratio, i.e., the ratio between the number of messages generated and deliv-

load (V') =

ered. For a unit experiment e, the former is:

generated(e) = % Z l(w,e)

we f*(root(e))
and the latter is delivered(e) = |f(root(e))| — undelivered(root(e)). The duplicate

ratio is expressed as:
dup(E) = ZeeE gen.emted(e)
ZeeE delivered (e)

e Unit load balance, i.e., how balanced the load was within a single unit experiment and

therefore a single message dissemination. We capture it by using a dimensionless

dispersion measure known as the coefficient of variation CV. For a given set of
o
lwl?
and p the sample average. For a given unit experiment e, the coefficient of variation

observations, C'V is defined as where o stands for the sample standard deviation,
is computed over the set of load values {{(vq,€),--- ,€(v,,e)}, where v; € f*(v),
and this yields a relative measure of load balancing. The higher the C'V', the less
balanced is the load.

Setup. We use the PEERSIM [70] simulator, along with a social graph obtained from
a popular OSN site through a snowball sampling procedure [56] over a single seed, to
evaluate our protocols. Publicly-available friend connections were explored until we had
a partial third level. The sample characteristics are summarized in Table [3.1a] and its
cumulative degree distribution shown in Figure [3.1b, The small average degree is due
to the sampling procedure: since we had to stop crawling at some point, nodes at the
outermost layer—the most numerous—are inevitably missing friends. Despite the small
size w.r.t. real social networks, we argue this sample is adequate for simulation purposes.
We chose to use a real, albeit smaller, network instead of a synthetic one because current
models are still very limited [97].

Unless otherwise noted, we run 10 unit experiments per node, yielding 723 030 repeti-
tions for each combination of protocols and parameters.
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Figure 3.1: Dataset characteristics.

p=04|p=03]| p=02 | p=0.1
Observed Residue | 19% 14% 10.5% 6%
Demers’ Residue | ~3.7% | ~1.1% | ~ 0.01% ——
Dup. Ratio (avg.) 2.53 3.37 5.04 10.03
Avg. Load 5.66 7.35 10.6 20.3
tmax 59 68 79 124
tavg 4.3 4.5 4.7 4.94

Table 3.1: Results for Demers’ protocol.

3.3 A Fresh Look at Mainstream Techniques

An obvious question at this point is “Can’t we just re-use mainstream gossip protocols?”.
The answer to this question is negative, as we demonstrate quantitatively in this section,
motivating the contribution described in the rest of this chapter.

Demers’ rumor mongering [28] is arguably one of the most well-known gossip push
protocols in the literature. We consider the feedback/coin variant of Demers’, where each
node keeps a list of “hot rumors”, i.e., updates its friends are more likely not to have.
In a gossip round, each node u: ) selects a node v from its neighborhood uniformly at
random; 1) sends all, or part of its list of hot rumors to v; i) collects a response vector

from v which tells which rumors v already knew and which it did not.

Then, for each item in the response vector 7) if the rumor was not known to v, then
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(a) Irregular clustering. (b) Small egonet.

Figure 3.2: Problematic egonets for Demers’ protocol.

nothing is done; i) otherwise, the rumor is removed from the hot rumor list with prob-
ability p. Node v, in turn, adds to its hot rumor list the new rumors received from w.
Further, whenever a new piece of content is posted locally it is immediately added to the
poster’s local hot rumor list and becomes eligible to dissemination.

We evaluated Demers’ under our simulation framework, performing a single unit ex-
periment per node. Aggregate results over the 72, 303 unit experiments are shown in Ta-
ble . The row “Demers’ residue” contains the values reported in [28], for reference.
Figure [3.3| shows the average load at each node as a function of node degree. Residues
are orders-of-magnitude larger than expected, and average loads are large even for low
degree nodes: one of the nodes with degree 1, for example, has an average load of 70.
These issues arise from the fact that social networks violate a fundamental assumption in
gossip protocols, i.e., that clustering in the network is approximately uniform. Figure 3.2

provides an example where:

1. Node u calls postToProfile().

2. As the clustered region is larger than the sparse one, it is going to be hit first with
higher probability (2 over 3).

3. Dissemination proceeds very quickly in the clustered region but also generates lots
of duplicates.

4. Eventually, most (if not all) nodes in the clustered region get the update. The
protocol, however, keeps selecting the clustered region with higher probability.

5. Every time a node selects an already-infected node it gives up on the rumor with
probability p. Thus, the nodes in the clustered region (u included) are likely to give
up too soon, as they “perceive” the message infection to have spread, when in fact
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many nodes may still await it.

As for load, a node generates 1/p duplicates before giving up on a rumor, as confirmed
in Table[3.1] For an ego network as in Figure[3.2p, this means node 1 will generate around
10 messages every time it publishes an update, and will receive 10 messages every time
node 2 publishes an update. Since we run one unit experiment per neighbor, this amounts
to an average expected load of 20, which is very high for such a small ego network. Other
topologies might generate even larger averages.

3.4 Gossip in Social Overlays

Demers’ rumor mongering is inefficient over social overlays as it is unable to cope with
its graph properties: we propose a dissemination protocol that is aware of, and exploits
them.

A simple way to solve Demers’ residue issue is flooding: a node does not give up
spreading an update until all of its friends receive it. Pure flooding, however, generates
too much traffic. We therefore enhance it by piggybacking histories on each message,
recording who received a given update. As nodes do not re-send an update to nodes
known to have it, we can reduce traffic significantly.

There is, however, another relevant effect of suppressing transmissions. Our flooding
protocols are gossip-based, and thus employ a randomized neighbor selection heuristic,
the simplest being selecting nodes uniformly at random. However, the latter is biased
towards higher degree nodes. This, perhaps contrary to intuition, hurts performance
instead of helping it. The reason is in Figure [3.2h: if higher degree nodes are packed in
a cluster, random selection tends to starve regions with lower clustering. Nevertheless,
the progressive exclusion of nodes from highly clustered regions (which are the ones being
selected first and thus entering the piggybacked histories first) helps us to eventually steer
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selection towards regions containing nodes not known to have received the update.

Flooding with message histories provides the base dissemination mechanism, which we
improve with a pair of selection heuristics. Indeed, even if we eventually steer selection
towards less favored regions, clustered regions are still heavily flooded with messages in
the early stages of dissemination, when histories did not yet propagate. This not only
causes more traffic, but also slows down the protocol.

We reap further improvements with a heuristic which steers selection away from highly
clustered regions nodes from the very beginning, by picking nodes with a probability in-
versely proportional to their degree in the ego network. Finally, ego networks are often di-
vided into disjoint components, tied by a “central” node. The ego network in Figure|3.4Db,
for example, has 4 such components. We can speed up dissemination significantly if the
central node spreads the update by hitting components in sequence, beginning with the
largest one, down to the smallest. This way, the central node exploits its special position,

4

keeping the ego network connected, to “parallelize” dissemination.

In the rest of this section we detail further these concepts.

3.4.1 Flooding with Histories

The baseline protocol FLOOD works as follows. When a node v learns about an update o
belonging to the profile page of node u € f*(v), it keeps sending one message per round
to the common friends f*(v) N f*(u) that may have not received o, stopping only once it
knows that all of them have received it.

Formally, let K,, C f*(u) contain the intended destinations of o known by v to have
received o, and E,, = (f*(u) N f*(v)) — K,, denote the common friends eligible for
selection at v when considering update o. Then, at each round, node v:

1. selects w € E, , according to a selection heuristic;
2. sets K, to K, , U{w};
3. sends o to w.

Whenever v receives an update o from a node z, it:
4. sets K, , to K,,U{z}.

In the variant with message histories, called HFLOOD, nodes piggyback histories in their
messages, sharing their knowledge about nodes that have received o. To get to HFLOOD,
we substitute steps and from FLOOD as follows:

3. sends a message (o0, K, ,) to w, where the message history of o known by v is piggy-
backed with o;
4. when v receives a message (0, K, ,) from z, it sets K, , to K, ,U K.
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Figure 3.4: ANTICENTRALITY and fragmented ego network.

In both protocols, dissemination terminates when FE,, = (. Note that if v and v do
not share common friends, then E,, = 0 from the very start, i.e., v cannot assist in
disseminating o.

Message histories are implemented using Bloom filters [17]. Since updates are dis-
seminated over relatively small sets of nodes (41 nodes on average in our dataset), the
overhead is small: Bloom filters incur around % bytes of overhead for an ego network of
size k at a false positive rate of 1%.

3.4.2 Selection Heuristics

We consider three strategies for node v to send an update o.

Random. In the RANDOM heuristic, node v selects a node from E, , uniformly at random
as in Demers’ [2§].

Anticentrality. The ANTICENTRALITY heuristic assigns to nodes in £, , a selection
probability which is inversely proportional to their degree in G, effectively “steering
selection away” from nodes with higher degree as per the reasoning of Section [3.4 We
use (G, because what matters is the degree in the context of the ego network where update
dissemination occurs, not the degree in the overall social network.

Figure |3.4af shows how the algorithm which assigns selection probabilities in ANTI-
CENTRALITY works in the particular case when v starts to disseminate an update over its
own ego network. We first compute the sum of the degrees into G, of all of v’s neighbors
(20). We then sort the neighbors by those degree values, and assign them proportional
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Figure 3.5: Fragmentation 7 for our network crawl.

probabilities (step 1). Finally, we invert the assignments so that lower degree nodes get
the high probabilities, and vice-versa (step 2).

Formally, let d,(w) = |f(w)N f(v)| (the degree of w into v’s ego network), and
E,, = {wy, - ,w,}. Suppose without loss of generality that the w; are ordered such
that d,(w;) < -+ < d,(wy,). Then the probability P,(X = w;) with which node v selects
node w; € E,, at some given round is expressed by:

Py(X = ) = nivt)_ (3.2)

B > ke do(wr)
Fragmentation-aware heuristics. The fragmentation 7(v) of a node v is the number
of connected components that remain in G, if v is removed. Formally, let G be the
subgraph obtained by removing v and all its links from G,; let C(G}) be the set of
connected components in G*. Then, 7(G*) = |C(G?)|.

Figure [3.5| shows scatterplots of fragmentation vs. node degree in our dataset. Frag-
mentation varies widely at all egonet sizes, and larger egonets tend to be proportionally
less fragmented than smaller ones.

Fragmentation is an important structural metric for two reasons. First, 7(G,) — 1
represents the minimum number of messages that the node u at the center of an ego
network (i.e. the profile page owner) must send if an update is to reach all neighbors,
regardless of who published it. Second, it provides us with a simple way of improving
latency, by noticing that u should hit as many different components as possible, avoiding
selecting nodes inside of the same component more than once before all components have
been hit.

This suggests two new heuristics, RANDCOMP and MAXCOMP, to be applied to the
profile owner only. To diffuse an update o such that prof(o) = u, node u does the
following;:

1. if a component C; € C(G) for which no node in C; has yet received the update
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exists, then select a node w € C; using ANTICENTRALITY;
2. otherwise, simply select w € f(u) using ANTICENTRALITY, completely ignoring the

component structure.

The two heuristics differ in the way components are selected: RANDCOMP selects a random
one, while MAXCOMP selects the largest among the candidate components.

Note that computing the actual connected components is inexpensive. We assume
from Section that a node u knows both f(u) and fo(u). This information is all u
needs to locally reconstruct the topology of its ego network, which is enough to compute
its connected components.

A similar reasoning applies under churn. If we rely on the assumption made in Sec-
tion [3.1] that a node u knows, with reasonable accuracy, which of its 1-hop social neighbors
are on-line at any given point in time, then u is able to locally estimate the shape of its
1-hop neighborhood by excluding the nodes it thinks are off-line, and (locally) compute
the connected components based on the estimate instead.

3.5 Evaluation

In this section we evaluate our protocols, first under the assumption of a static network,
and then under churn.

3.5.1 Static Network

Here, we assume 100% availability. Under this assumption, all protocols yield residue zero
for practical purposes, so we do not discuss it further.

Baseline. We use direct mailing 28] as the baseline protocol in our comparisons. In direct
mailing, the node posting the update is responsible for contacting receivers directly. As
we discuss in Section [3.7], this simple technique is used in some P2P OSNs. To enable
comparison, we consider a round-based variant in which contacts are performed in rounds,
one after the other. Although direct mailing could be run “in parallel”, this would be
equivalent to setting its round length to zero, which is something we can also do for our
protocols. This transformation, therefore, incurs no loss of generality.

Progressive plots. Due to the nature of our experiments, to effects of the crawling
procedure (e.g., border nodes all have degree 1), and to social networks themselves [97],
displaying whole-network results is misleading as lower-degree nodes heavily bias figures
like average latency (e.g., experiments rooted in a node with one neighbor always have
average latency 1, regardless of the strategy). We therefore choose to plot these results

in a way we call “progressive trimming”.
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We focus on the degree of the root node, and sweep through the set of values one at a
time, in our case over the [1,1500] interval, the degree range of our crawl. Let 6 : V' — R
be the function providing such value for a given node. For each value k, we compute
the aggregate statistics (e.g. average latency) over the set of unit experiments e € E for
which 0(root(e)) > k, where F is the set of all unit experiments. We call such plot a
progressive plot. Note that the value we would get for computing the statistics over the
whole network corresponds to the first point in these graphs.

Graphs like this must be generated with care. For the statistics we compute, they work
as if we were progressively removing terms from a weighted average, so we must make
sure we are not removing the “relevant” terms too soon. The point is we know that the
bias induced by lower size neighborhoods decreases the relevance of results, both because
those are much more numerous, and because they do not afford much variability. As an
example, think again about average latency: neighborhoods of size 1, 2, or 3 are likely to
show very similar average latencies. Yet, their numerosity brings the average value down,
making it similar over all protocols. If we show average latency by progressively excluding
lower degree neighborhoods, however, the differences between the protocols become more
evident.

Latency. Figure shows the progressive plot of the average latency t,,, of direct
mailing compared to our variants of HFLOOD. t,,, values for direct mailing can be com-

puted analytically: for a neighborhood of size n, we have t,,, = ”T_l This means direct
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mailing does not really scale, and that can be seen from the plot: ,,, values grow very
large, while for our protocols they seem to remain almost constant in comparison.

Note that the reason why we do not see a straight line for direct mailing in the plot is
that we are doing a progressive plot by degree, not simply plotting t,,, by degree. The
shape of the plots is heavily influenced by the skewed degree distribution of the network,
and that is why the curve is irregular.

Figure|3.6p shows zoomed plots for HFLOOD variants and FLOOD. Performance benefits
of using histories are clear: HFLOOD variants are faster than FLOOD across the plot, with
latencies being up to three times smaller at some points of the graph (i.e. for some
subsets of nodes). This is mainly due to the “anti-starvation” effect of histories described
in Section 3.4

As for the HFLOOD variants, the graph also shows the effectiveness of sorting compo-
nents by size (MAXCOMP) when compared to picking them at random (RANDCOMP). Not
only MAXCOMP performs better than RANDCOMP, but the latter actually performs worse
than non-fragmentation-aware heuristics such as RANDOM.

Note that these graphs are rather “bumpy”. This is a result of fragmentation: since
it is the main (but not the only) bottleneck for diffusion speed in our protocols, average
latency tends to correlate highly to it, particularly in those heuristics which are not
fragmentation-aware. That is, in fact, the reason why bumps are located roughly at the
same spot in the graphs, and why the graphs for the best performing protocols seem to
resemble “flattened versions” of the worst-performing ones.

Finally, Figure [3.6k zooms into the three best-performing HFLOOD variations, and con-
firms both the effectiveness of ANTICENTRALITY—which performs better than RANDOM
across the board—and MAXCOMP, which performs better than ANTICENTRALITY, except
at the end. The reason, again, is fragmentation. From Figure [3.5| we can see that the
large neighborhoods which get included at end of the graph are not very fragmented, in
which case MAXCOMP performance tends to align with that of ANTICENTRALITY.

Load. Figures and show the progressive plots for average load over all nodes,
as we trim by degree. The use of histories provide large savings in load, with HFLOOD
generating on average 4.8 times less messages than FLOOD. Direct mailing is the cheapest
of all protocols, since it generates no duplicates: for a neighborhood of size n, each
node processes on average nz—fl messages. As for our approaches, there is no significant
difference in load values, with MAXCOMP and ANTICENTRALITY performing slightly better
than RANDOM.

An important point is that average load seems to grow with the size of the neighbor-
hood. To get a closer look, we do a scatterplot in Figure of average node load as a

function of degree. Each point represents how much a node v pays, on average, whenever
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Figure 3.7: Average load.

an update emerges over f*(v). We can see that the load indeed grows fast. Fortunately,
this increase comes with the size of neighborhoods, not of the network. Further, even
at its maximum, the value is not too high, particularly if we consider the rate at which
users post updates on OSN sites. The user with the most posts in Twitter, according to
the Twitaholic website [119], posts one tweet a minute; the average user is likely to post
much less. An average Facebook user posts 3 pieces of content a day [114].

Direct mailing is economical, but if we look at how many messages each update orig-
inator must actually push into the network, on average, to disseminate its update, we
get the scatterplot in Figure (shown for MAXCOMP). This brings us to another nice
property of our protocol: it balances the load among those interested in receiving an up-
date, shifting it away from the poster. Figure [3.8c shows a scatterplot of the coefficients
of variation (Section for messages sent and received by HFLOOD with MAXCOMP,
as well as for direct mailing (where the coefficients of variation for messages sent and
received are the same). Our approach clearly provides better balance.

Finally, we show in Figure the progressive plots of how many message copies, on
average, a single post entails. Note that this gives us a detailed account of how much
redundancy our protocols generate: since direct mailing produces zero duplicates, its
curve serves as a reference as well. We generate, on average, 3.79 times more traffic than
direct mailing, but this value can become as high as 6.8 for some neighborhoods; if direct
mailing is implemented in its naive form, that is. If we were to implement it by using
the point-to-point, DHT routing primitive provided in Graffi et al. [43], for example, this
would change. While the overhead of our protocol depends on single neighborhoods and
should remain stable as the system grows, the overhead for routing over a DHT grows
with the size of the network, even if slowly. If we assume 100 million on-line users (%th of
the Facebook userbase) and a Pastry DHT with settings as in [94], then log; 108 = 6.64,
we would get the curve marked as “Direct Mailing/DHT” in the graph, in which the
savings afforded by direct mailing disappear.
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loads within experiments.

Our solution, therefore, incurs acceptable overhead and performance, effectively en-

abling the use of social overlays as dissemination media in static networks.

3.5.2 Impact of Churn

We evaluated HFLOOD with MAXCOMP and direct mailing under a simple churn model
wherein we associate an on/off, discrete time stochastic process Z,(t) to each node v € V/,
such that Z,(t) = 1 if node v is alive at time ¢, or 0 otherwise. These processes can be
modelled as a two-state Markov chain, with transition probabilities given by pi1 = pon,
P0,0 = Poff> P1,0 = 1 — Pon, and po1 = 1 — pog, where p; ; is the probability that the chain
transitions into state j at time ¢ 4 1 given that it was at state ¢ at time ¢. Let X" be the
random variable defining the session length for a node v, then:

1
E(X") ) = _1 3.3
Z@pon ~Pon) = - (3.3)

We can similarly define and derive X%/ and E(X%/). We evaluate protocols under
different p,, values, so as to get average session lengths of 0.5, 2, 4, and 6 hours. For
the inter-session lengths we use a single po,g value for a 1 hour average. Asymptotic
availability settings are similar to those used by Yao et. al. [128], from where our churn
model derives. We use 1 second as the round duration for all protocols.
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Churn introduces a new problem. Recall from Section that a node v stops dissemi-
nating an update o only once it knows that all of its neighbors have received it. If churn is
pessimistic, it might be that v has to wait for a very long time (possibly forever) for such
condition to be satisfied. To remedy this situation, we introduce a timeout parameter t,,;
in our protocol: if a node v cannot contact any node that has not yet received o for more
than t,,; seconds, it stops disseminating o. For our simulations, we use a fixed t,,; value

of 30 rounds (i.e. 30 seconds, in this case).

Since churn simulations are much more expensive, we had to constrain our evaluation to
a single unit experiment per node. We are still, however, running 72, 303 unit experiments

for each combination of parameters and protocols.

Residue. We argue that, contrary to intuition, residue is not a really important metric for
comparing our push protocols, even under churn. The reason is that session lengths under
the churn model are so large when compared to the average experiment duration that, for
the purpose of a single unit experiment—focusing on a single update dissemination—it
is as if the network remained static. Since over a static network the number of nodes
reachable from the update originator is the same regardless of the protocol, the residue is
also the same. This is confirmed in the progressive residue plot of Figure [3.10p: although
graphs become noisy at larger degree values as we trim out more and more unit experi-
ments from the average residue computation, the overall point stands, with values almost
converging up until around 400.

A way to quantify if the dynamism left in the network actually produces a measur-
able impact on residue is by “correcting” it. We define the corrected residue of a unit
experiment e associated to update o to be the percentage of nodes with uptime larger
than zero over e which did not receive o by the time e finishes. Figure [3.10b shows a
progressive plot of corrected residues for HFLOOD and direct mailing under the various
churn settings we tried. HFLOOD produces less corrected residue than direct mailing over
all settings. Other churn and timeout settings are likely to exacerbate these effects, and
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that is something we intend to investigate next.

Latency and Load. Churn transforms the underlying social network by removing nodes
from it. Therefore, we need to assess whether these transformed networks create adverse
effects, be it on load (by causing certain nodes to grow in importance) or latency (by
increasing the lengths of dissemination paths). Figure shows progressive plots for
latency over all average session length settings, trimmed by degree, comparing HFLOOD
and direct mailing. The overall point of this graph is: churn is effectively shrinking the
neighborhoods, and this translates into a considerable improvement to direct mailing, but

our protocol remains faster.

We zoom into the progressive latency plots for our protocol in Figure [3.11p, and
compare its latency figures with what we had before churn. Even if the initial averages
under churn are smaller, numbers grow larger at some points, likely due to some unlucky
or unforeseen structural changes. Performance remains however generally consistent, with

increases only at the lowest availability levels.

Finally, Figure [3.11c, shows progressive plots for load for direct mailing and our pro-
tocol, as well as for our protocol without churn. The curves for our protocol are similar,
resembling translated and slightly flattened versions of the static load curve at the top.
By and large, the roles played by the nodes in dissemination in terms of relative impor-
tance over their neighborhoods remain similar, with curves flattening as average uptime
plummets. This is to be expected: the lower the availability, the less nodes in the net-
work, and the more fragmented the remaining neighborhoods become. As fragmentation
increases, our protocol smoothly converges into direct mailing, both in terms of latency

and load.
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Figure 3.10: (a) residue and (b) corrected residue for HFLOOD and direct mailing.
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Dataset Vertices | Edges (undirected)
Our crawl 72303 1508283
Orkut 3072441 117185083
Regional Network A | 3097166 28377481
Regional Network B | 2937614 24236701

Figure 3.12: Summary statistics of large datasets.

3.6 Evidence for Generalization

In this section, we provide further evidence that our findings on ego network structure
and their interaction with our dissemination protocols — particularly those leading to
improved latencies — generalize to datasets beyond those of our small Facebook crawl. To
that end, we reproduce the same static experiments of Section in three large datasets,
and analyse the differing latencies across progressive plots. The datasets we use are the
Orkut crawl of Mislove et al. [69], and the two Facebook regional network crawls released
by Wilson et al. [125], which we refer to as regional networks A and B.

All datasets have been originally acquired by snowball sampling, with the regional
network samples being complete crawls. Size statistics are provided in Table (our
crawl is included for comparison). In order to increase the significance of results, unit
experiments are repeated 100 times instead of 10 as before. Figure [3.13|shows progressive
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plots for all datasets and, in every account, they confirm our results. The performance
gains obtained by the use of our custom heuristics as opposed to random selection vary
significantly, but are either in line with, or significantly exceeding the gains we have
observed with our own small crawl. Indeed, over the Orkut dataset MAXCOMP provides
latency improvements of up to 120% for some subsets of ego networks, whereas with the
Facebook crawls figures are more modest, at a maximum improvement of 68% for network
A, and 22% for Network B. In comparison, savings for our crawl were no larger than 23%.
Further, in all datasets, we have HFLOOD coming last, with ANTICENTRALITY in second,
and MAXCOMP as the best all-around performer.

Differences in gains can be explained by the presence of larger ego networks in the
Orkut graph (Facebook caps users at 5000 friends, while Orkut had users with more than
30000 friends), which favours fragmentation, and a much higher edge density (the Orkut
graph is almost 5 times more dense than the Facebook graphs), which we hypothesize

translates into more uneven clustering.

3.7 Related Work

Decentralized OSNs. The decentralized server OSNs we have discussed in Section [2.1.2-]
employ direct mailing when pushing updates across servers. Since server-to-server com-
munication graphs are essentially clustered versions of social graphs — i.e., they bear sim-
ilar topological characteristics to social overlays — our approach could serve as a faster,
drop-in alternative for data dissemination among servers (i.e. for newsfeed) which allows
data to flow only along trusted servers.

Our protocols could also find application in existing P2P OSNs. PeerSoN [18] and
LifeSocial. KOM [43], for example, do not offer protocols for fast data dissemination among
nodes that are online. Safebook [25] replicates data at friends to increase availability and
preserve privacy. The protocol which is used to implement replica consistency, however,
is not described. Again, our protocols could be used to that end. Finally, Cachet [76]
specifies a fast bootstrapping procedure for downloading news from friends once a node
logs in, but it does not specify how such news are to be handled when nodes are already

online. Our protocols could, once again, be a good fit for that role.

P2P pub/sub. The dissemination of updates can be seen as a pub/sub problem wherein
every user v defines a topic, to which both v and her friends are subscribed, and in which
all participants are potential publishers. An alternative to using social overlays would
be, then, the use of topic-connected overlays [22]: while not respecting social constraints
in general, these overlays would at least allow information to be disseminated without

leaving the circle of subscribers (i.e., updates can be disseminated from a user to its
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friends using only friends).

Unfortunately, efficiently building and maintaining these overlays in a decentralized
fashion is known to be difficult. Recent solutions such as Vitis [88] and Magnet [40]
still suffer from limitations that are significant in our context, as they are unable to
guarantee topic connectivity. Olteanu and Pierre |78] show that poor topic connectivity
in SpiderCast [22] can be mitigated (but not overcome) by subscribing a small number
of random nodes to topics. Although this mitigates the problem, it introduces untrusted
nodes into dissemination, and we therefore do not consider it to be an acceptable solution
as well.

Quasar [|127] is an overlay-independent pub/sub system for social networks. Nodes
use attenuated Bloom filters to create “gravity wells” for topics of interest. Publishing
amounts to performing parallel random walks on the overlay, with walkers being “pulled”
into and then “expelled” from gravity wells. It relates to our approach in that random
walks and push gossip protocols are similar, and because it piggybacks histories of pre-
viously visited subscribers into walkers. However, the latter is done in Quasar to avoid
loops, while we do it to increase efficiency under differing clustering conditions.

GoDisco [26] is a hierarchical topic-based pub/sub system which exploits social com-
munities to route messages and, as in our approach, uses social overlays. The authors
share our view on their potential benefits, but are most interested in homophily: nodes
with similar interests tend to cluster, which means that social overlays might provide an
efficient dissemination medium for their pub/sub system. Like our approach, GoDisco
embodies topology awareness in its routing protocol: it uses social triads [89] to counter
duplicates. We instead rely on message histories, which we believe provides more robust-

ness, and embody different topological awareness techniques to speed up dissemination.

Gossip protocols. The ANTICENTRALITY selection heuristic we put forth on Sec-
tion is similar to directional gossip [59], particularly in that nodes with reduced
connectivity are given priority. Apart from the details of computing weights, the main
difference w.r.t. our approach is that whereas directional gossip assigns a “thresholding
weight” above which it switches from gossip to flooding, our heuristic biases selection
based on such weights instead. The rationale is that if all nodes have similar charac-
teristics, our protocol behaves like uniform gossip; otherwise it adapts, subject to the
particular topological conditions of the neighborhood over which it disseminates.

Our protocols can be related to biased gossip approaches like BEEP [11]. The inputs
and rationale for biasing are however different: BEEP heuristically disseminates news to
nodes that might find them interesting, while adapting the fan-out so that popular news
spread and unpopular ones die. Our biasing is instead to reduce duplicates and latency,
and to compensate for the non-uniformity of social graphs.
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Finally, while our protocols share their general operation with traditional gossip [28],
they are particular in that nodes are only allowed to talk to friends. This constrains
the protocol to a set of arbitrary, richly varying graphs—the social neighborhoods. Gen-
eral reliability results [51] are then not expected to hold and, given the complexity and

variability of these graphs, extensive empirical evaluation is required instead.

3.8 Discussion and Outlook

This chapter has discussed the use of push-based gossip protocols for the dissemination
of updates over social networks. The problem is of interest not only because it fits our
vision for a P2P OSN based on social overlays, but also because it might find broader
application into existing decentralized OSN proposals which, up until now, have relied
either explicitly or implicitly on the use of direct mailing, or the naive use of DHTs.

We have shown the caveats of applying gossip protocols to social networks by quan-
titatively demonstrating the extent to which classical protocols such as Demers’ rumor
mongering become inefficient under their widely non-uniform clustering characteristics.
We then introduced a novel gossip protocol capable of adapting to (and leveraging off)
such non-uniformity. This protocol is based on three key principles: the use of message
histories, an anticentrality selection heuristic, and fragmentation awareness. We have
shown through simulations that these principles yield benefits, given that our protocol
significantly improves over mainstream gossip protocols and direct mailing.

Although our initial evaluation was limited in size, we provided, at the end of the
chapter, further evidence that our findings on the interplay between egonet structure
and gossip protocols under a static network assumption generalize, by showing that our
custom heuristics provide performance benefits under larger datasets as well.

The space for exploration of dissemination heuristics is far from over. Promising
avenues for future exploration include the generalization of the notion of fragmentation
to community structures [55] (communities, which can be seen as disjoint sets of densely
connected nodes for which cuts across sets are sparser in comparison, generalize the notion
of connected components to an extent), and the use of Metropolis-Hastings unbiased
random walks [41], which could be effective in countering the effects of clustering.

Finally, we have performed some limited analysis under churn, showing that our pro-
tocol performs acceptably under a number of churn conditions. Yet, this last part of our
study is rather limited, both in modelling and analysis, for two main reasons:

1. Simplistic churn model. The churn model we adopt is rather simplistic, in that it
fails to capture both peer heterogeneity and the characteristic heavy-tailed nature
of session and inter-session lengths of P2P systems [99,/108]. A more realistic
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model which caters for such characteristics would likely lead to massive ego network
partitioning and performance degradation or, at the very least, much larger residues.

2. Large residues. Our simulations stop at the moment at which protocol timeouts
expire. But at that point residues are rather large, even with our optimistic churn
model. Indeed, for the most realistic setting for average inter-session lengths we
used in Section — 0.5h, which in accordance with the measurement study of
Saroiu and Gummadi [99] — residues are near 70%. This means that we have no idea
of what kinds of latencies are to be expected for 70% of the userbase under churn.
These issues give raise to a number of questions:

(a) what happens to these nodes? Would they be reached if we were to set the
timeouts to larger values?

(b) How would residue decay as we increase timeouts? What happens to latency
then?

(c) If we were to set our timeouts to infinite, how long, at most, would nodes have
to wait before getting their updates? Does latency become unacceptable to
anyone?

(d) If the churn model were more realistic and that indeed led to massive partition-
ing, would there be any nodes that simply never get their update?

As we will see in the next chapter, these questions lead to the unravelling of a set of
more fundamental and general problems regarding the behavior of social overlays under
churn, and which reveal characteristics of social overlays that go beyond the application

of any given protocol.



Chapter 4

Churn and Communication Delays]

Omnis nimium longa properanti mora est.

(Every delay is too long to one who is in a hurry.)

— Seneca, Agamemnon.

In the last chapter, we have explored the problem of disseminating updates over ego
networks. The chapter ended with some important open questions about the behavior of
our protocols under churn, and these questions, in turn, have led us to the discovery of the
more important, and more general problem we tackle in this chapter. Essentially, instead
of looking at the performance characteristics of a particular protocol (ours or otherwise),
we focus on a simpler, yet more fundamental question: how fast can information flow
among participants of a social network when it is subjected to churn?

Our insight to the study of this problem comes from the realization that SOs are quite
different from other kinds of overlays, in that they cannot be reorganized to cope with
churn, and this makes them susceptible to transient partitioning. Indeed, in “synthetic”
overlays such as DHTSs, node joins and leaves are dealt with by a “stabilization proto-
col” [109] which causes connections among neighbors to be rewired. In performing this
rewiring process, however, nodes are free to choose how to establish connectivity between
the remaining nodes: constraints are imposed only for optimizing system parameters, or
respecting certain overlay invariants. Social overlays do not enjoy the same luxury, as their
defining property is that connectivity is allowed only among 1-hop friends. Breaking this
constraint would break their essence. However, this very same constraint severely reduces
the “opportunities for healing” in the presence of churn, and might lead to inherently

slow, inefficient communication.

'An earlier version of this chapter has been presented in [67].

o1
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And this is there where it all connects: as we will show at the end of the chapter,
beyond the initial set of connected nodes that are online when an update gets posted,
it is the overlay dynamics (social graph plus churn) that dictates the speed at which
dissemination occurs, not the dissemination protocol. Yet, the problem we tackle here
is deeper than just update dissemination, in that we establish lower bounds on pairwise
communication speed for any protocol.

Using our running problem — the dissemination of updates over ego networks — the
general problem we study can be illustrated as follows. Suppose some new update were to
be injected into the system by a peer u, to be disseminated to all of u’s friends, including
some friend v € f(u). Due to their usage habits, however, it so happens that u and v
are never online at the same time. To relay the message to v, therefore, the system has
to find a third peer w to broker the message, such that w is online at the same time as
u, and then later at the same time as v. Further, w must be friends with both v and v.
Clearly, a peer w satisfying such conditions might not exist, which means the message
might have to traverse a chain of friends acting as brokers before it can actually reach v —
assuming it ever does. Moreover, the longer this chain, the greater the delay experienced
by the receiver v, as one broker must wait for the next one to come online before passing
the message forward.

In the study we conduct in this chapter, we focus on the notion of delay as the metric
determining the practical usability of the system. Intuitively, if a message from a user
takes “too long” to be delivered, the system may become unusable for practical purposes.
In Section §.1] we add some information to our system model, while in Section [{.2] we
formally define the problem and the metrics — end-to-end delay and receiver delay — we
use.

In this context, the research questions at the heart of this chapter are two:

1. Does the constraint of using only “friend links” limit the applicability of social over-
lays?
2. If so, how can we identify strategies to mitigate the effects of churn on social over-

lays?

We investigate the answer to these questions by putting forth two contributions.

First, we analyze and compare a pure SO-based solution against a mainstream server-
based solution (e.g., representative of those used by online social networks), using sim-
ulation from real datasets combined with a well-known availability model [128], which
is much more realistic than the simple model we adopted in Section [3.5.2 As we show
in Section 1% of the receivers experience a delay greater than 3 hours. This result
may appear good, and it is for applications that are not sensitive to delay. Also, 1%
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may seem at first a small percentage. However, when considering large-scale, interactive
applications such as Facebook, this result would translate into an unacceptable user expe-
rience for millions of users. Since the culprit is churn, we also compare against a solution
where a variable fraction of the nodes composing the SO are assumed to be fixed. This
allows us to glance at opportunities for improvement that could be easily harvested by,
say, assuming that some of the peers are willing to rely on cloud computing services to
provide a continuous online presence. Note that this would still preserve decentralization,
as well as many of the desirable security properties provided by SOs (i.e. nodes would
still connect only to authenticated friends, and would still be able to trust those).

We argue that the simulation study above is a valuable indication that indeed churn
1s a concern for social overlays, therefore partially answering question 1. Nevertheless,
a more articulate answer, as well as the answer to question 2, both require a level of
analysis that can hardly be supported by a simulation study alone, due to i) the sheer
size of the networks to be considered when working with social network datasets, ii) the
large parameter space inherent to modeling availability, e.g., the many ways in which
availability can be mapped onto network nodes; and i) the difficulties in working with
heavy-tailed distributions, which severely increase the number of repetitions required to
obtain meaningful results.

Therefore, our second contribution, detailed in Section [4.4] revolves around an ana-

lytical model of dissemination over social overlays. Specifically, we present:

1. a hybrid analytical /simulation framework which enables us to determine, at a prac-
tical cost, an upper bound to dissemination delays.

2. algorithms for identifying key graph substructures that, as we show, are responsible
for a substantial fraction of the observed delays.

The chapter is completed by a concise overview of related works in Section [4.6 and
by final remarks in Section [4.7]

4.1 System Model

In this section, we complement the system model of Section [2.3] with information relevant
to this chapter.

4.1.1 Availability Model

Our system is a P2P network with |V| participants, where each user u can be either logged
in (online) or out (offline) at any given time instant ¢. In this context, we were faced with

two options when it came to specifying online/offline behavior.
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Since, as we mentioned in Section [3.8] adopting a realistic availability model is impor-
tant, the first option we considered was to use one of the publicly-available traces from
measurement studies of P2P systems (e.g., [108]) and, more recently, from instant mes-
saging applications (e.g., [117]). Although directly applying real datasets is appealing, it
is also a challenge in itself in our context, since: i) size: the social graphs required for
our experiments are much larger than the networks captured by availability traces, and
it is unclear how to employ the latter to simulate the former without introducing subtle
correlations (and therefore bias) into the results; ii) duration: even the longest traces
available are too short to accommodate a sufficient number of decorrelated experiments;
iii) noise: most traces contain high rates of permanent departures (e.g., due to peer
aliasing [108]), which affect the statistical properties of peer sessions. These factors taken
together have the power to introduce enough bias into our experiments so as to render

results questionable.

We therefore chose a second option, namely, the use of a well-known synthetic churn
model, hereafter referred to as the Yao model [128]. This model is derived from the
statistical behavior of measurement studies in the context of P2P systems, and therefore
provides us with a reasonable approximation of real peer behavior, while avoiding the
aforementioned problems associated with the use of the actual real data.

The Yao model associates an alternating renewal process to each node u € V. In these
processes, both session lengths (online time between a login and the next logout) and
inter-session lengths (offline time between a logout and the next login) of a node u are
given by random variables X, and X, drawn from node-specific distributions £, and

-

Although the analysis tools we later develop are independent of these distributions,
we consider here one of the instantiations of the model proposed by [128], in which both
Fy, and Fyy are shifted Pareto distributions pareto[a, 8] with parameters o and 8 and
average /(a — 1). Their cumulative distribution function (CDF) is given by:

pareto[e, B](z) =1 — (1 4+2/B) % x>0, > 1

This distribution is heavy-tailed, being known for accurately modeling the skewed
availability patterns characteristic of P2P systems [108]. Let the average session and
intersession lengths for node u be £, = E(X},) and {5 = E(X},), respectively. Then,
the asymptotic availability of u is [12§]:

gu
a, = lim P(u is on-line at time ) = o

oo Gty (4.1)
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4.1.2 Heterogeneity

Heterogeneous user availabilities are modelled once again as in Yao et al. [128], by draw-
ing the ¢,, and {,5 shown in Equation from yet another pair of shifted Pareto
distributions. For session lengths, we use pareto[3, 1] yielding E(¢,,) = 0.5) hours. For
inter-session lengths we use pareto[3, 2], yielding E(¢,5) = 1 hour. These averages, again,
coincide with those of measurement studies found in the literature [99).

With those in place, we set a session length distribution for each node u to be F}, =
pareto[3,2 - {,,] and the inter-session length distribution F,; = pareto[3,2 - {,z]. Note
that, under those settings, E(X,,) = {,, and E(X,g) = {op.

Each node u € V' is then associated to a pair of distributions (F7%,,

Fye). We call the
set Ag of all of these pairs, one per node, the availability assignment of graph G.

4.2 Problem Statement

Given an arbitrary connected graph G = (V, E) and its availability assignment Ag, we
want to understand how long it takes for a message to propagate between an arbitrary
pair of vertices u,v. A lower bound for such communication delay can be obtained by
studying the temporal connectivity of G under Ag. The problem is deeply connected to
the study of temporal paths, defined next. Note that this problem formulation is very
general, as G can represent an entire social network just as well as some subgraph of it,
such as an ego network.

We say that an edge e = (u,v) € E is active when both u and v are online at the
same time. Each edge e is associated to a infinite set I(e) of disjoint activation intervals,
which represent the periods of time in which e is active. An interval [s, f] € I(e) starts
at time s and finishes at time f.

Let P = {e, - ,e,} be a path between uw and v in G. We say that a temporal
path T = (P,S) exists between nodes u and v if and only if there exists a sequence
of intervals S = [s1, fal, [S2, fo], -, [Sn, fn] such that [s;, fi] € I(e;) (1 < i < n) and
$i < fir1 (1 <i < n). In other words, a temporal path only exists if there is a sequence
of activation intervals for which the edges of P are activated one after the other, allowing
a message to be propagated from u to v. The idea is illustrated in Figure [d.Ta} as the
edges become active in sequence, a message can flow from node u towards node v. We
say that the temporal path T" materializes the underlying path P or, equivalently, that T’
is a materialization of P.

For a given temporal path 7', we define s(7') = s; and f(T') = s, as the time instants
at which the first and last edges of T" get activated, respectively. The duration A(T) of a
temporal path can then be defined as f(T) — s(T'). The idea is illustrated in Figure [£.1b]
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Figure 4.1: Two views of a temporal path.

which shows the activation intervals of Figure as they develop in time. The duration
of the temporal path in the diagram is given by A(T) = t4 — t;.

Note that many temporal paths form between u and v over time, but we are only
interested in those that form after v has actually something it wants to transmit to v.
The earliest time instant when this may happen is when u logs in. Therefore, we choose to
(pessimistically) measure the communication delay w.r.t. the login events of u, rather than
the duration of the temporal paths connecting v and v. This is equivalent to assuming
that a node u sends a message as soon as it logs in.

The idea is illustrated again in Figure where pd (P, ty) represents the communi-
cation delay along the temporal path materializing P, measured w.r.t. the login event of
u at ty instead of the beginning of the first activation interval at t;. The communication
delay, in this case, is given by t4 — tg.

Formally, let ¢y be a time instant at which u has logged in. For a given path P € G
between u and v, let M(P,tq) represent the set of all temporal paths T' that materialize
P, such that s(T") > to. We define the path delay of P w.r.t. ty as:

pd(P,tg) = min{ f(T) — to: T € M(P,ty)}

This notion captures the communication delay among v and v over a single path. In
general, however, if several temporal paths materialize between u and v, the path that
actually carries the message sent from u is the one that forms first. Based on this intuition,
we can now define the end-to-end delay ed(u,v,t;) among two nodes u and v w.r.t. ty as
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the smallest path delay, also w.r.t. o, over the set P(u,v) of all paths connecting u and
v in G:

ed(u,v,ty) = min{pd(P,ty): P € P(u,v)}

For a given set of time instants L = {t¢,--- ,t,} representing logins of u, we can
compute the average end-to-end delay w.r.t. v as:

aed(u,v, L) = |LL] Z ed(u,v,t;) (4.2)

t;eL

The end-to-end delay is, by nature, a network-level metric. From an application and
user perspective, however, what really matters is the delay experienced by the receiver of
a message. For instance, a receiver that logs in very infrequently would not really care
whether a message was sent a long time ago, as long as it is received shortly after login.

We therefore define a second, application-level metric based on the fraction of time
that the receiver spends online, i.e., with a chance of getting the message. Let up(v,t) :
V xR — R be the function yielding the total uptime of node v € V, i.e., the accrued time
v spent online until some time instant t. Now, let ¢y be an instant when a sender u logs
in. We define the receiver delay rd(u,v,ty) between u and v w.r.t. ¢y as the total time
that v spends online between the sending and the receipt of the message sent by wu, i.e.,
in the interval [to, to + ed(u,v,ty)]. Using the up function, we can express this as:

rd(u,v,tg) = up(v, to + ed(u,v,t)) — up(v, to) (4.3)

Similarly to end-to-end delay, we can define an average receiver delay w.r.t. a set of

login events L = {tq,-- ,t,} of node u as:

1
ard(u,v, L) = m Z rd(u,v,t;)

t;€L

The two metrics, ed and rd, are related. By recalling from Equation (4.1]) that the
asymptotic availability a, of node v expresses the average fraction of time that v spends

online, we can approximate rd as:
rd(u,v,ty) ~ a, - ed(u,v,ty) (4.4)

The practical impact of this relation is that the analytical model in Section 4.4 can
focus on end-to-end delay, as receiver delay can be derived from it. Before illustrating
our model, however, we turn our attention to determining whether churn poses a threat

to the practical application of social overlays.
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4.3 Can Social Overlays Support Communication Under Churn?

A simple approach to answering this question is by means of plain, discrete-event sim-
ulations. If we simulate the churn model and collect enough ed and rd values, we can
obtain aed and ard values that are “close enough” to the “population averages” for these
values. These simple simulations entail simulating all events in all nodes in the graph.
We call them full simulations, in contrast with the smaller-scale simulations we exploit in
Section

We now describe in detail how we designed these simulations, along with our specific
experimental setting. Although the latter is limited by the relatively small scale of the
experiment and the specific choice of parameters, the results point to the fact that a pure
P2P social overlay fails to perform acceptably under churn. This calls for a more compre-
hensive study, for which full simulations do not represent an adequate tool, motivating
the contribution put forth in Section [4.4]

4.3.1 Simulation Design

To simplify the discussion, we focus this subsection on the simulations for the average
end-to-end delay aed. Later, we discuss briefly how to use the very same method to
directly obtain values for the average receiver delay ard.

Estimating aed by full simulations amounts to running the churn model in a discrete
event simulator and directly observing a large number of ed values. The way this simula-
tion works is described in Algorithm [1| Initially, we set all nodes to “logged out” (line [4]).
We then remove the bias introduced by this initial state by running the churn simulation
for a burn-in time 7 (line until the number of nodes logged in stabilizes. We have
empirically established v = 48 hours to be sufficient for most practical cases, where we
observe stable-state parameters similar to what described in [128].

“reachable” from the source

The simulation progresses by identifying which nodes are
u. A node v becomes reachable when the first temporal path starting from the source
reaches it. The first node to become reachable is the source u itself. This happens when
u logs in for the first time (line [12H13).

Then, for each subsequent login event (from any node), we check whether there are
any nodes that, previously unreachable from u, are now reachable, using Algorithm [2|
We start a breadth-first-search (BFS) from each member v of the set of nodes Q = RNU
reachable from u and currently online. The BF'S visits a node w if it is online (w € U) and
has not been visited before (ed[w] = L). When w is visited, ed[w] is set to the current
time and w is added to both () and R.

The ed values generated for each experiment are our samples taken from the under-



CHAPTER 4. CHURN AND COMMUNICATION DELAYS 59

Algorithm 1: FullSimulation

Input: Graph G = (V, E), number of repetitions n, burn-in time +, source node u.

1 forall the v € V do aed[v] < 0 % avg. comm. delay
2
3 for i+ 1 ton do
4 U<+ 0 % nodes currently logged in
5 R+ % nodes reached from u so far
6 forall the v € V do ed[v] < L % comm. delay
7 while R # V do
8 e + nextSimulationEvent()
9 if e.type = LOGIN then U < U U {e.node}
10 else U « U — {e.node}
11 if e.time > v and e.type = LOGIN then
12 if e.node = v and u ¢ R then
13 R+ {u}
14 L ed[u] < e.time
15 if u € R then
16 t Reachable(G, R, U, ed, e.time)
17 for ve V do
18 t aed[v] « aed[v] + (ed[v] — ed[u])

19 forall the v € V do aed[v] < aed[v]/n

20 return aed

Algorithm 2: Reachable

Input: G = (V,E), R, U, ed from Alg. 1 and time ¢.

Q<+ RNU
while Q # 0 do
v+ extract(Q) % Remove in FIFO order
forall the (v,w) € E do
if w e U and ed[w] = L then
ed[w] «t
R+ RU{w}
Q +— QU {w}

=

® N o ok WwN
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Metric Value
Number of Vertices 137892
Number of Edges Edges 1460043
Avg. Clustering Coefficient | 0.112
Average Egonet Size 197.5

Table 4.1: Statistics for ego network sample.
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(a) Ego network G.. (b) G with server node. (c¢) G with 3 fixed nodes.

Figure 4.2: The three types of experiments.

lying, unknown distribution of ed values between u and v. These get accumulated in an
array (line which, at the end of the whole procedure, is divided by the number of
repetitions to yield the aed values.

The average receiver delay ard can be obtained by keeping track of the accrued uptimes
for each node, so that we can have an implementation of the up(v,t) function required by
Equation . When the source u logs in for the first time (line , we take a snapshot
of the uptimes of all nodes, and store them in an auxiliary array. These are the values of
up(v, tg) of Equation . Then, whenever a node v becomes reachable at instant ¢; we
compute rd(v,ty) = up(v,t1) — up(v, o).

4.3.2 Experimental Setting

We perform full simulations over ego networks extracted from the Orkut crawl in [69]. The
original graph contains 3 million vertices (3 million ego networks), 223 million (undirected)
edges, and has an average clustering coefficient of 0.171. We single out 700 of these ego
networks uniformly at random. This sample includes around 5% of the vertices in the
graph, and its average clustering coefficient is slightly smaller, as shown in the statistics
in Table .11

We chose ego networks because 7) simulating a whole social network would be pro-
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hibitively expensive. Ego networks allow us to focus on a relatively smaller problem, for
which simulations are nonetheless already expensive, and i) they allow us to investigate
what the answers to the questions we posed in Section could be.

For each ego network G, in our sample, we:

1. select a node v € GG,, uniformly at random;
2. perform 100 000 full simulation runs taking v as a source;
3. estimate aed and ard from v to all other nodes in G,,.

This yields delay estimates for a total of 137 260 source/destination pairs, coming from
7 % 10® full simulation runs. The high number of repetitions — another complication of the
approach based purely on simulations — is required because the underlying distribution of
the ed and rd metrics is heavily skewed (possibly heavy-tailed), meaning that it is not
possible to obtain an accurate approximation of the average unless we run a very large
amount of repetitions, so that “rare events” that impact the average have the opportunity
to unfold [33].

As a baseline for comparison, we adopt a hypothetical “server-based” approach which
mimics current centralized solutions like Facebook. To that end, we add a special node
to the graph which is connected to all other nodes, and which is also available (up) 100%
of the time. This allows us to understand, for a given availability assignment, what is the
best achievable end-to-end delay. Needless to say, the receiver delay under such a setting
will always be equal to zero. This is illustrated in Figure 4.2b, where we add the special
node to the ego network depicted in Figure {4.2a]

We also perform another kind of experiment, where we select a percentage of the
nodes in the overlay uniformly at random and make them fized; i.e., we make them
always online. Note that, as illustrated in Figure [£.2d this is different from the “server”
approach — we do not add any new nodes here, we change existing nodes so that they are
always available. This allows us to understand whether and how performance numbers
change as we “patch up the holes” in the network, as well as how much “patching” we need
before performance becomes acceptable. Also note that, unlike the server-based approach,
this experimental setting mimics possible configurations for decentralized server systems
such as Diaspora [29], in which a percentage of the nodes might decide to run their servers
in their own machines, while another percentage runs their servers in paid, cloud-hosting

services.

4.3.3 Results and Discussion

Figure shows the cumulative distributions for the values we obtained for aed and
ard, against their baselines, as well as for varying proportions of fixed nodes (15%, 50%,
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Figure 4.3: CDFs for average end-to-end and receiver delay.

Average 99" Perc. | Maximum

aed ard aed | ard | aed | ard
0% fixed | 2.36h | 14 mins | 17.8h | 3.6h | 724h | 10h
15% fixed | 2.35h | 14 mins | 16.1h | 3.0h | 719h | 9.5h
50% fixed | 1.88h | 7 mins 14h | 2.7h | 262h | 8.9h
75% fixed | 1.61h | 2 mins 12h | 1.4h | 167h | 7h
server 1.48h 0 11.7h 0 111h 0

Table 4.2: Statistics for communication delay.

and 75%). Plots are truncated near the largest 90" percentile, with complementary
information provided in Table [4.2]

The experiment, despite the aforementioned limitations, reveals a number of important
properties and issues. The first one is the generally high values for aed, which can be seen
all across the board. Averages are no less than 1 hour and 48 minutes, and maximum
values are as high as 724 hours (a month). The fact that even the server-based approach
exhibits significantly high values means, however, that most of this delay is likely due
to receivers that come online very infrequently. This is confirmed by the comparatively
much lower values of ard, which remain in the order of minutes, on average, and hours,

in the worst case.

By examining ard values closely, however, a number of observations can be made.

First, the maximum values are unacceptably high (10 hours for a purely P2P solution),
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and seem to decrease quite slowly, even as we add a large percentage of fixed nodes.
Second, as Figure shows, although performance is acceptable for a large portion of
the users (on the order of tens of seconds for around 50% of the users), curves flatten
significantly as we approach the 90" percentile, with receiver delays never lower than
1h for the slowest 1%, even with 75% of fixed nodes. The pure P2P approach performs
particularly poorly, with receiver delays nearing 1 hour already at the 90" percentile, and
climbing to 3.6 hours at the 99" percentile.

Given that this constrained experiment already reveals significant performance issues,
we conclude this section by pointing out that a deeper, more comprehensive investigation
is required if we are to understand under which availability conditions social overlays are
viable. Yet, to base this investigation on full simulations is simply not feasible, because:

1. Social network datasets are large. Claiming something meaningful about social net-
works under churn entails studying a large number of them, which translates into
prohibitively high simulation costs.

2. Parameter choices are large. The experiments in this section are run with a single,
randomly-generated availability assignment, as described in Section [£.1} Properly
exploring the parameter space would entail experimenting with more of these assign-
ments, including ones with different distribution parameters, varying assumptions
of correlation/no correlation among graph-structural (e.g., node degree) and node
properties (e.g., availability), among others. The costs of each assignment gets mul-
tiplied by the size of the datasets, yielding even higher simulation costs.

3. Distributions are heavy-tailed. Adding to the previous issues, skewed and heavy-
tailed distributions both in the availability model and the observed metrics mean a
large number of repetitions is required before reliable results can be obtained, further
increasing the costs.

The combination of these issues ultimately renders full simulations an impractical
approach for studying the problem at hand, motivating a quest for more efficient alterna-

tives.

4.4 Towards an Analytical Model

In this section, we present our first results towards such an alternative: a partial, hybrid
model which uses simple analytical results at its core, and fills in the remaining gaps with
simulations. Our current model allows us to determine an upper bound for the average
end-to-end delay, as well as to identify key graph substructures that, as we will show,
determine a significant fraction of the observed delay values.
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Given the relation between ed and rd expressed by Equation (4.4) we focus our model

only on the end-to-end delay ed.

4.4.1 Formation of Temporal Paths

The key observation behind our model lies in something we briefly mentioned in Sec-
tion [4.1} that the only requirement for nodes u and v to be able to communicate over a
graph G is that some temporal path forms between them — we do not really care which
one. We can gain insight on how to model the end-to-end delay between two vertices u
and v, then, by reasoning probabilistically about the time it takes for some temporal path
T to materialize a path P between them.

Let P = {e1,...,en} be a path between u and v in G = (V,E). For each edge
e; = (w;, wi1) € P, let X, be the random variable representing the time elapsed between
a (randomly picked) login event of w; and the beginning of the next activation interval of
e;. We refer to X, as the edge delay of e;. Given that our churn model is probabilistic, we
can also represent the duration of a temporal path — i.e, the time it takes for a temporal
path T" to materialize P — as a random variable Ap. We can then express the path delay
Dp of a path P as:

Dp =X, +Ap (4.5)

Note that Equation (4.5]) is just a restatement of the notion of path delay pd laid out
in Sec. [£.2] but expressed this time as a sum of random variables. Now, we claim that:

Ap~> X, = Dp~ ) X, (4.6)
=2 i=1

In other words, we claim that the duration of a temporal path is approximately equal
to the sum of the delays of its edges, except for the first, which always contributes with
zero. To understand why, think of a temporal path with a single edge, and note that it
will always have duration zero, since its materialization happens instantaneously at the
instant of activation of its single edge.

Substituting this claim back into Equation yields the final result of the equation,
namely, that the delay of a path is approximately equal to the sum of the delay of its
edges.

We are not yet able to prove whether Equation holds as an equality in general

(and we suspect it does not), but we could experimentally verify that:

m

E(Dp) ~ Y E(X.,) (4.7)

=1
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Figure 4.4: Two simple graphs.

that is, even if there are effects (e.g., residuals) unaccounted for in Equation (4.6)), these
are empirically negligible from the point of view of the expectation. An explanation of

how we conduct this empirical validation, as well as numerical evidence supporting our

assertion, is given in Sec. [4.4.4-1]

4.4.2 Bounding from Above

Given the previous results, we can provide an upper bound to the average end-to-end
delay. For a pair of nodes u,v, let C,, be the random variable representing the end-to-
end delay between them. The upper bound follows from the observation that the following
holds for any path P between u and v:

]E(Cu,v) S E(DP)

This inequality states that the expected end-to-end delay among two nodes is always
smaller than the expected delay of any single path connecting them. To see why this is
true, it helps to think of the delay for a path P in terms of probabilities. Suppose we
had a single path P, connecting u and v, as in Figure and that u were to log in the
system at time ty5 = 0. The probability that at least one path gets materialized between
u and v by time t is thus given by the probability that the delay for this path is smaller
than ¢, or P[Dp, < {t].

Now, without loss of generality, assume that we had two disjoint paths P;, P, connect-
ing u and v in G instead of just one (Figure , while everything else remains the same.
In this case, the probability that at least one path gets materialized by time t is given by
PDp, <tV Dp, <t (ie., the probability that the delay of P, or P, is smaller than t),
which is obviously higher than the probability of one single path being materialized by
time .

This intuition extends to E(C,,): the average end-to-end delay between nodes u and
v is always less than or equal to the expected delay time E(Dp) of any individual path
P with equality holding if and only if P is the only path in the graph that connects u



66 4.4. TOWARDS AN ANALYTICAL MODEL

and v. This also implies that computing the “true” value of E(C,,) would require us to
account for the effects of all paths connecting v and v.

There is one particular path, however, that is “closest” to E(C, ) than any other: the
path P, for which E(Dp_. ) is the smallest (i.e., the “fastest path” between u and v).
Using Equation , we can find P,,;, through the following procedure:

1. Assign edge weights. Given the graph G = (V| E) and its availability assignment
A, we assign to each edge e € FE a weight h, = E(X,), i.e., equal to its expected
delay. As we discuss later, we can compute an estimate for E(X.) by means of
simulations which are much simpler than the full simulations of Section [.3.1] Once
we have the weights h. for all edges in the graph, computing an estimate for the
expected path delay E(Dp) for any arbitrary path P in G becomes, by virtue of
Equation (4.6), a matter of summing the weights of its edges. In other words, for a
path P = {ey, -+ ,e,}, we have:

EDr) & SEX,) ~ Sk

eeP eeP
2. Compute shortest paths. Using a shortest path algorithm (e.g. Dijkstra’s) and the
weight assignment of the previous step, we compute the minimum cost path between
u and v. The resulting path, as per the previous discussion, is the fastest path P,
between u and v.

The pseudocode for the simulations estimating E(X.) is given in Algorithm [l We
generate samples of X, by buffering all login instants {ly,---,l,} of node w; in set L
(line , until the time ¢ at which node wy logs in (line . At that point, we are able to
generate |L| samples sq,--- , s, by taking s; =t — [;. These samples are accumulated in
variable s (line and, once a sufficient amount of samples are generated, we compute
the average as the estimator for E(X,).

These simulations are much simpler than the ones in Section [£.3.1] for three reasons.
First, when estimating the weight for an edge, we need to simulate only two nodes at a
time instead of the entire network. Second, the quantity we estimate can be sampled by
simply looking at the state of the processes, without an expensive breadth-first search
over the entire graph. Third, due to the simplicity of these simulations, running the
simulation longer is sufficient to trust the resulting average is not biased, without a costly

per-repetition burn-in period.

4.4.3 Improving on the Bound

We expect the upper bound we just derived to be tight in some cases, and not so tight in
others (e.g., when there are many similar-weight paths connecting source and destination).
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Algorithm 3: EstimateEdgeDelay
Input: An edge e = (wq, w2); the number of samples n.

15«0 % Sum of all samples
r<«0 % Total number of samples
L+ % Sample buffer
on « {false, false} % Online status of wy, we
while r < n do
e < nextSimulationEvent()

onle.node| + (e.type = LOGIN)
if e.type = LOGIN and e.node = w; then

L L + LU{etime}

© 00 N o oA W N

10 if onf[w;] and onjws] then
11 54 s+ (etime —1)
12 r <1+ |L|

13 L0

14 return s/r

Intuitively, one can improve it by considering the top-k£ “fastest paths” between source
and destination instead of taking just one. The main problem, however, is that reasoning
about the expected delay of at least one among a set of (possibly overlapping) paths is
significantly more complex than computing this expected delay for a single path, since we
can no longer simply compose edge delay expectations as before.

We can, however, verify the extent to which the top-k fastest paths between u and v

are actually enough to approximate E(C, ) by means of the following procedure:

1. Compute the top-k fastest paths. Using the same edge weights h, = E(X,) as we did
in Sec. [4.4.2] we run a top-k least-cost paths algorithm between u and v.

2. Simulate over the resulting sub-graph. The k least-cost paths between u and v induce
a subgraph G, , over G. By modeling churn with the same availability assignment
of G for the corresponding vertices in G ., we perform full simulations on Gy, .-
We then compare the results for the source/destination pair u, v with those obtained
by running the full simulations on G.

For our study, we consider two top-k least-cost paths algorithms. The first one is
due to Yen [129], and it finds a set of top-k least-cost paths which are allowed to share
both edges and vertices. We refer to it as Yen’s top-k. The second algorithm, instead,
finds a set of paths which are edge-disjoint, and we refer to it as edge-disjoint top-k.
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It consists of a simple iterated application of Dijkstra’s shortest-path algorithm, similar
Dunn’s heuristic [31], and works as follows. Starting with a graph G’, we repeat for k

iterations:

1. compute the shortest path P between u and v by using Dijkstra’s algorithm;
2. remove the edges used in P from G'.

Again, estimating E(C,,) over Gy, is in general significantly cheaper than doing so over
G since, as we discuss in Section [f.4.4-2, G, tends to be much smaller than G.

4.4.4 FEvaluation

Our evaluation is divided in two parts. Section provides numeric evidence to
support the claim made in Equation that the expected delay for a path P is approx-
imately the same as the sum of the expected delays of its edges. Section instead,
focuses on the end-to-end delay in ego networks, providing evidence that i) the upper
bound from Section holds, and ) the subgraph G, induced by top-k least-cost
paths connecting a pair of vertices v and v accounts for a significant part of the end-to-end
delay between them. We also show the differences in tightness for the bounds produced
by the two top-k approaches we adopt.

Again, we use ego networks, for the same reasons outlined in Section 4.3/ and to allow
comparison of the results obtained here with those of the full simulations discussed there.

All the experiments we run in this section provide us with a value — either an upper
bound or an estimate — on the end-to-end delay for a pair of source/destination nodes
u and v. A single pair of nodes is, therefore, associated to different delay values, which
are generated by different methods. To avoid confusion about the type of delay we are

referring to, and how it has been obtained, we establish that:

1. end-to-end delay estimates produced by full simulations are referred to as aed (av-
erage end-to-end delay);

2. upper bounds produced by summing the estimates for expected edge delays along
the least-cost path connecting u and v (Section are referred to as aed;;

3. upper bounds produced by full simulations over the subgraph induced by the top-k
shortest paths connecting u and v (Section are referred to as aedy.

4.4.4-1 Numeric Evidence for Expectation To support the claim of Equation (4.7]),
we emulate the behavior of a path of size n by using a list graph of size n — a graph in
which nodes are linked together in a doubly-linked list. An example for n = 4 is given
in Figure [f.4al The experiment consists in measuring the end-to-end delay from node u
(the leftmost vertex) to all nodes to the right. Note that the end-to-end delay is the same
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Figure 4.5: Delay estimates of full simulations (aed) vs. sums of edge delays.

as the path delay in this case, since there is only one path connecting the source to each
destination. For each node along the path, we compare the values of aed obtained by
running full simulations with u as a source versus those obtained by summing the estimates
for the expected edge delays along P. For our experiments, we consider n = 15, which is
already more than twice the widely-accepted diameter of 6 for social networks [21]. We
test 130 random availability assignments for this long path, which are generated according
to the model described in Sec. 4.1} Furthermore, for each assignment:

1. full simulations are ran 700 000 times;
2. edge delay estimates are obtained by averaging 500000 samples per edge — in other
words, we run Algorithm [3| with n = 500 000.

Figure shows the delay values produced by the two methods for all pairs u, w,
where u is the leftmost vertex in the list graph. Pairs are sorted in ascending order of
their sum of expected edge delay values, shown as a curve. Points fall close to the curve,
showing that Equation (4.7]) indeed holds in practice. A quantitative measure of error can
be seen in Figure [4.5b, which shows the ratio between the value produced by summing
the edge delay estimates and aed, with pairs sorted by their aed values this time. We put
a dashed line at y = 1 where the values coincide. The error stays on average below 4%,
with 95% of the points staying under 10%. Most of the outliers with large relative errors
(above 20%) lie in a zone where aed is small, meaning that the high percentage error
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Figure 4.6: Upper bound aed; vs. full simulations aed.

translates into a small absolute error. Further, values in that area are more susceptible

to random noise.

4.4.4-2 Delay on Ego Networks We analyse, in this section, the same set of 700 ego
networks we described in Section To validate our model, we compare the aed values
from the full simulations which we obtained previously against the values produced by
our model. The expected edge delay estimates required by the model (Algorithm [1]) are
again obtained by averaging 500 000 samples per edge.

Upper Bound Holds. We validate our claim that the expected delay E(Dp

m

..) for the
least-cost path connecting two nodes u and v serves as an upper bound to the expected
end-to-end delay E(C,,). Figure shows, for each pair u,v in our sample, a log-log
plot of the values of aed (dots), together with the corresponding aed; values for the
least-cost paths (thick black line). Pairs are ordered in the x axis in ascending order
w.r.t. aed;.

As expected, dots fall consistently below the black line, providing solid evidence for
our claim. The fact that some dots fall slightly above the black line is not really an
issue, rather a result of the fact that we are using sample averages as estimators both for

E(Dp,

m

..) and ard, and those are subject to noise, even with the many repetitions we run.

As for how “tight” the upper bound is, we again provide a plot which shows, for each
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Average | 95" percentile
Least-cost path (r1) 21% 258%
Yen’s Top-k (%) % 151%
Edge-Disjoint Top-k (ry) 2% 35%

Table 4.3: Error (r; and r) statistics for bounds.

pair, the ratio between aed; and aed (Figure . To avoid the effects in the low aed
region we observed in Figure [4.5b] we constrain the pairs in Figure to those in which
the aed > 0.5 hour (72% of the pairs).

The upper bound provides a good estimate of aed, falling within 16% of the full
simulation values, 21% if we consider the worst 25% points, and 75% if we consider
the worst 5% points. The bound becomes more accurate in relative terms for larger
values of aed, meaning it is better at helping identify cases for which we can expect poor

performance.

Top-k Paths Provide a Better Bound. By using the procedure described in Sec-
tion [4.4.3] we investigate how much we can improve on our bound by considering not only
the single least-cost path connecting a pair u, v, but the k least-cost paths. We carry out
this evaluation on a subset of the 137260 pairs we considered in Section [£.3.2] by draw-
ing 14 000 source/destination pairs at random and without replacement from the original

sample. For the experiments carried out in this section, we use a value of k£ = 10.

aedy
aed

aedq
aed

We examine the metrics ri(u,v) = — 1, and ry(u,v) = — 1. These give an
error measure, in percentage terms, of how much aedy and aed; deviate, respectively,
from the aed estimate produced by the full simulations.

We plot in Figure the cumulative distributions for both 7, and 7, with the 95%
percentiles marked by lines. Further statistics are summarized in Table [£.3] The top-k
estimate stays significantly closer to the actual aed estimate than the upper bound (2%
vs. 21% on average for the upper bound), with the top-k, edge disjoint paths performing
better than Yen’s for the value of k& we consider. This can be attributed to the fact
that the paths selected by Yen’s algorithm tend to overlap heavily when, intuitively, the
discussion in Section [.4.3] points to the fact that selecting disjoint paths increases the
probability that at least one of them materializes by some time instant ¢.

Finally, we show that although the delay estimate measured over the subgraphs Gj, ...
(the subgraphs induced by the top-k edge-disjoint paths connecting u and v) is close to
the delay observed over the full graph G, these subgraphs are in fact significantly smaller.
This is shown in Figure [1.7b] where we plot the percentage of the vertices carried over

from each ego network G to Gy, , as a function of how many vertices G has. We see
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Figure 4.7: Least cost vs. top-k least cost paths, and size of top-k subgraphs.

that, the larger the graph, the smaller the percentage of vertices carried over, providing
evidence that Gy, , is indeed a smaller substructure that is capable of explaining the
end-to-end delay.

Indeed, by looking carefully, we see that their size is bound by a constant: paths that
makes up Gy, .., have lengths that are proportional to the diameter of the graph, which is 2
in the case of ego networks. The resulting graphs, therefore, have a size that is proportional
to k times the diameter, which is evidenced by the curve 2 - k - diameter /(egonet size) =
40/ (egonet size) we overlay in the graph. Although we are not entirely sure of how
well this holds for larger datasets, it means that even if we face NP-complete problems in
trying to model delays over these graphs, such problems, over small-world networks, might
nevertheless remain almost constant in size, at O (klogn). Gy .., therefore, is where our

next analysis efforts should be focused on.

4.5 Implications to the Study of Dissemination Protocols

The results presented in this chapter bear direct consequence on the dissemination prob-
lem we studied in Chapter They essentially entail that, under churn, distribution of
dissemination delays follows a two-phase process. In the first phase, which happens at
time scales of seconds to minutes, dissemination performance is driven by the actual dis-
semination protocol. In the second phase, instead, dissemination times are dominated by

graph dynamics.



CHAPTER 4. CHURN AND COMMUNICATION DELAYS 73

The most obvious evidence for the existence of this phenomenon is that the network-
induced delays we have measured in this chapter are often in the order of hours, whereas
delays induced by any properly designed dissemination protocol will usually be much lower
(e.g. seconds to minutes), network allowing. Indeed, even delays caused by slower proto-
cols such as anti-entropy will tend to be dwarfed by the extreme timescales of network-

induced delays as dissemination progresses.

An important implication of this phenomenon is that, unless we can separate the two
phases, contributions of network dynamics and dissemination protocols get mixed together
when evaluating protocols under churn, and differences between protocols disappear. In-
deed, looking at larger timescales, protocol delay distributions will tend to converge into
a common curve — the delay curve given by network dynamics. This reveals yet another
inadequacy of the churn study in Section [3.5.2] — the timeouts we used are an arbitrary
stopping point for dissemination protocols which provide no guarantees whatsoever as to
which phase the measured delays (or latencies, as we called them in Chapter (3|) belong

to.

To illustrate the effect of convergence, we take a subset of 162 ego networks from Sec-
tion [4.3.2] (83 021 source/destination pairs) and, under the same availability assignments,
we run simulations of both HFLOOD and ANTICENTRALITY under churn. As before, we
warm up the network by letting it run for a burn-in period 7 of 48 hours, and then cause
a message to be posted at the first login of the source after burn-in. We then let the
protocols run until they go quiescent. We set the timeout parameter of the protocols
to infinity, so that they do not give up on disseminating until they are sure that every
neighbour they have has gotten the message. Experiments are repeated 100 times.

The performance of our protocols vary depending on network-structural properties,
and churn essentially transforms network structure. To render comparison meaningful
(and possible), therefore, we need to ensure that the underlying ego networks get trans-
formed similarly as we evaluate the different protocols. To that end, we identify each
experiment e and each repetition r by a unique id (e,r). We then assign the same seed
s(e,r) to the random generator governing the up/down distributions of processes with the
same values for both protocols. The net effect is that the up/down “schedule” for both
protocols is the same.

Progressive plots of protocol latency (receiver delay) by egonet size for both HFLOOD
and ANTICENTRALITY are shown in Figure [£.8] From these plots, one could conclude
that the two protocols exhibit no discernible difference in performance because, say, the
structural features that made them perform differently are lost under churn. Indeed, if
anything, HFLOOD seems to exhibit slightly better performance than ANTICENTRALITY
(3% better, at most). Yet, if we look at scatterplots for end-to-end delays for both
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Figure 4.8: Latency measurements contaminated by phase 2 delays.

protocols, which are shown in Figure [4.9] what we see is that the two protocols are
simply reflecting the curve for network-induced delay, given by our aed estimates from
Section [£.4.4] — our measurement has overshot into phase two, and we can no longer see
any difference.

A few other notes are in order for these scatterplots. First, note that the protocols do
not follow the curve exactly. This is because, at 100 repetitions, there is still a significant
amount of noise in the estimators. Indeed, our aed estimates are based on 3 orders of
magnitude more repetitions which, as we mentioned before, are required to obtain “good”
values for the estimators under heavy-tailed distributions. Second, note that the protocols
sometimes perform better than the aed curve, when we claimed that aed should be a
lower bound on performance. Again, the reason is noise — aed is a bound on the average
end-to-end delay so, as we run more repetitions, red dots should slowly move either above
or on top of the curve. Finally, note that, even though there is noise, dots have a very
similar positioning (but not always exactly the same) in both graphs — i.e. the “noise”
is similar. This is because we seeded the underlying churn model identically for each
experiment repetition, and this actually makes our point stronger: performance is really
being driven by phase two delays, and what we observe, indirectly, is the variation of a
point estimator for phase two delays for which the sample size is small.

We now describe a methodology to compare dissemination protocols under churn. The
way to separate phase 1 delays is to identify the set S of nodes that can be directly reached
from the source at the moment in which an update gets posted. This can be done by
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Figure 4.9: Dissemination protocols and the end-to-end delay bound (aed).

running Algorithm 4] at the first post of the source, which then calls Algorithm [5]

Algorithm [5| then performs a breadth-first-search from the source, following only links
that point to nodes that are online, and collecting these reachable nodes in set C' (line 7).
At the end of the search, lines will result in S being set to C.

Then, to avoid “contaminating” measurements, we need to continuously update S so
as to remove nodes that become unreachable from the source before getting the update
due to network changes. Again, we can simply call Algorithm [5] which again collects
the nodes currently reachable from the source in set C'. This time, however, it sets D to
V —(CUR) (line[d) - i.e. the set of nodes that have not yet received the update and are
not reachable from the source. These nodes are then subtracted from S (line [10)).

At the end of the simulation, S will contain only the set of nodes that had a direct
path from the source when they got their update, and this is a conservative estimate of
nodes uncontaminated by phase 2 delays. If we account only to delays towards these
nodes, then we expect that differences between the protocols will still exist.

Algorithm 4: OnSourcePost
Input: Graph G = (V, E), source u, set of nodes that are online U

1 S + ComputeCore(G,u, V,U,{u})

Indeed, Figure shows again progressive plots for receiver delay in both protocols,



76 4.6. RELATED WORK

Algorithm 5: ComputeCore(G,u, S, U, R)
Input: Graph G = (V, E), source u, core set S, set of nodes that are online U, set of

nodes reached by the update R.
Q « {u}
C+ 0 % Nodes currently reachable from source u.
while Q # () do
v +extract(Q) % Remove in FIFO order
forall the (v,w) € E do
if w € U then

LC%—CU{w}

=

0 N O oA W N

Q + QU {w}

D+ V —-(CUR) % Nodes to remove from core.
10 S S5S—-D

11 return S

©

trimmed by the size of the connected core. This time, not only ANTICENTRALITY comes
out as the best performer, but differences are noticeable: from a 10% improvement if we
consider cores of size 200 and up, to a maximum of 645% for cores of size 590 and up,
meaning that heuristics still make a difference, even under churn. A more comprehensive

evaluation of these differences, however, as well as MAXCOMP, is left as future work.

4.6 Related Work

Connectivity of social graphs. The work that is perhaps most similar to ours in terms
of intent is the study by Singh et al. [107], in which authors analyse the connectivity of
social overlays under churn. They argue that SOs are not adequate as dissemination
media, by showing that individual snapshots of a social graph might be partitioned, or
exhibit dilated average path lengths. Although our conclusions are similar, our work
differs in that snapshot analysis fails to capture that communication is a process that
develops in time, and that individual snapshots of a graph reveal very little about their
ability to carry information. Indeed, as shown by Clementi et al. [23], there are models of
temporal random networks which exhibit logarithmic flooding time w.h.p. , even though
individual snapshots appear to be completely disconnected (i.e. w.h.p. they exhibit no
giant component).

Delay-tolerant networks (DTNs). Unlike the systems we target, where the network
dynamics are determined by node churn, DTNs are characterized by links appearing and
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Figure 4.10: Uncontaminated phase 1 measurements.

disappearing (e.g., due to mobility). The temporal networks that arise in both contexts
are, however, similar.

Tang et al. [111] establishes a bridge between the realms of social network analysis
and DTNs by considering mobile social networks. Their focus, however, is on the charac-
terization of temporal graphs by appropriate “temporal metrics”, which notably include
a notion of temporal distance similar to our definition of end-to-end delay. In contrast,
we consider only two metrics, but with the goal of developing techniques for analysing
asymptotic behavior.

Chaintreau et al. [20] tackle problems similar to ours while studying the diameter
of temporal networks. They analyse the conditions under which paths with logarithmic
delay and hop count emerge as the network size approaches infinity, thus establishing
bounds on the expected end-to-end delays. Their theoretical results are, however, based
on a simple temporal generalization of Erdos-Rényi graphs, with the purpose of providing
insight into the behavior of real opportunistic networks, along the lines of what Watts
and Strogatz [123] did for social networks. In contrast, our goals are driven by the
immediate need to provide system designers with latency bounds over real, arbitrary
social graphs, given an availability model. The need to take a predefined structure and
heterogeneous parameters into account makes the nature of the problems rather different.
These two differences—network model and overall goals—prevent a straightforward reuse
of the results in [20] in our context.

Scheduled and temporal networks. Our work can be related on the surface to previous
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literature on scheduled [9] and temporal networks [50]. Although some of the formalisms
found in these papers are similar to ours (e.g., Berman’s [9] characterization of temporal
paths) these works concern themselves mostly with combinatorial problems over temporal
graphs for which the entire edge schedule is known in advance (e.g. generalizing Menger’s
theorem to temporal paths). Our work, instead, concerns itself with the asymptotic
behavior of simpler properties of graphs for which we have a generating model, but for
which the observation window is not finite.

Clementi et al. [23] studies the flooding time of edge-Markovian graphs, which are
graphs in which edge activation/deactivation times are governed by a discrete, time-
homogeneous Markov chain similar to the chains that describe the behavior of individual
nodes in our model. These graphs are rather different from ours, however, in that all
edge Markov chains are independent and identical, and that edges are allowed to form
between any pair of nodes in the graph, giving raise to rather regular structures over
which authors then prove bounds. Again, this work is in the same spirit as the work of
Chaintreau et al. [20] — providing models for explaining the governing laws of real-world
temporal networks.

Partly based on the work of Tang et al. [111], Scellato et al. [100] presents results on
the distributions of temporal distances — which are equivalent to our end-to-end delays
— in temporal Erdos-Rényi graphs (i.e. sequences of Erdos-Rényi graphs). Again, the
simple nature of these random enables the derivation of general results, but these results
cannot be applied in our context.

Gossip protocols can be seen as temporal sequences of graphs in which an edge exists
between two nodes if and only if one of them selects the other. It has been long established
that flooding times for graphs induced by uniform gossip are logarithmic w.h.p. [44}84].

4.7 Discussion and Outlook

This chapter makes two main contributions. First, we have shown through simulations
over real datasets that churn might induce non-negligible delays on information dissemi-
nation over social overlays. Second, we have introduced a hybrid analytical model for the
communication delay between two vertices in general graphs and, based on this model,
we have shown how to obtain reasonably accurate upper bounds by using lighter-weight
simulations.

Then, based on the knowledge we have acquired by studying delays, we have shown
that evaluating dissemination protocols such as the ones from Chapter [3| under churn is
more complex than originally thought, and that acknowledging that dissemination is a
two-phase process — and being able to identify and separate these phases —is an important
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piece of a proper evaluation.

Finally, this work opens up a large research space. While it is clear that, in practical
terms, a real P2P system based on a social overlays might provide adequate performance
to the majority of its users, a small percentage of that user base might experience delays
on the order of hours or more. Given the targeted scale of these systems, that small
percentage can translate into millions of users. Understanding exactly what are the con-
ditions under which this problem happens and how it can be mitigated are open research
questions. Our model might help with the former, while the work we develop in Chapter 0]
might set a direction for the latter.

Before delving into how to mitigate the effects of network-induced delays, however,
we take a short detour in Chapter [, in which we simplify our model in a way that
still conserves its representativeness, while allowing us to solve important parts of it
analytically.
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Chapter 5

A Markov Delay Model

All models are wrong, but some are useful.

— George E. P. Boz, Empirical Model-Building and Response
Surfaces

The main analytical hurdle we face in trying to extend the hybrid model of Chap-
ter 4] into one that does not rely on simulations is that heavy-tailed distributions are not
memoryless. This renders the underlying processes governing our system non-Markov,
precluding us from applying the widely available results on Markov chain theory. In this
chapter, we sacrifice model realism for analytical simplicity, and replace these heavy tailed
session /inter-session distributions by a pair of memoryless, exponential distributions.

Then, by applying Markov chain theory, we develop analytical counterparts to a num-
ber of elements in our model which previously required simulations. We start by formally
presenting the modifications we apply to the underlying churn model in Section [5.1 We
then derive, in Section [5.2] a closed-formula expression for the lowest-level building block
of our model: expected edge delays.

From this basic block we work our way up towards more complex elements. In Sec-
tion we deal with paths. We prove that a fundamental result relating edge and path
delays, namely, Equation , holds as an equality when session and inter-session lengths
are exponentially distributed. Using these results, we proceed to derive a closed-formula
expression for expected path delays which allows us to compute the single-path upper
bounds of Section [4.4.2] at a low cost, effectively enabling the application of the technique
to large graphs.

We then discuss how to tackle the highest-complexity structure in our modelling chain
— the graphs composed by the top-k, least-cost paths connecting a pair nodes, which we
described in Section [4.4.3] Unfortunately, we are not yet able to model those accurately.

81
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We therefore present the main modelling challenges, referring the interested reader to a
detailed account of our partial results in Appendix [B]

Finally, leveraging on the analytical tools we develop in this chapter, we propose a
new hybrid technique which starts off by giving us a coarse, low-cost view on delays which
is based entirely on analytical techniques. Although imprecise, this coarse view allows us
to target our efforts on a smaller subset of our graph, for which better estimates are then

progressively obtained by means of more expensive techniques.

5.1 System Model

We adopt the same system model of Chapter [4 but replace the Pareto-distributed ses-
sion and inter-session lengths by exponential distributions. We denote an exponential
distribution with parameter lambda A and expectation 1/\ by exp[\]. The cumulative

distribution function of exp[\| is given by:
expN(z) =1 — e (5.1)

The rest of our availability model remains unchanged. Heterogeneity, in particular, is
modelled exactly as in Chapter [} for each node u, we draw two parameters (7, and (o
from a pair of shifted Pareto distributions pareto[3, 1] and pareto[3, 2|, respectively. We
then set the session and inter-session length distributions to exp[1/¢;,] and exp[1/yg], so
as to yield system-wide averages for session and inter-session lengths of 0.5 and 1 hours.

Although the assumption of exponential session and inter-session times might seem
like a crippling simplification, we note that this is the standard practice in the related
literature (e.g. [914,/107]), precisely because heavy-tailed distributions are so problematic.

5.2 Edge Delays

We start by tackling the fundamental building block for our model, which are edge delays.
We can derive their distributions by modelling edge behavior as a continuous-time Markov
chain (CTMC). For every node w in the system, let {E,(t),t > 0} represent the stochastic
process describing its up/down behavior, such that:

B, (1) = 1 if w is online at time ¢,
71 00 otherwise.

If session and inter-sessions lengths are exponentially distributed with parameters p,, and
Yw, Tespectively, then E,(t) is Markov and can be described by the CTMC depicted in
Figure To avoid complicating notation, we will loosely refer to both a CTMC and
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its associated Markov processes by its indexed random variable (e.g. E,(¢) denotes both

Yw
ou‘ 1

Figure 5.1: Continous-time Markov chain E,(¢) for process w.

the chain and process).

Now, let e = (u,v) be an arbitrary edge in the system. Since E,(t) and E,(t) are
CTMCs, we can describe the states of edge e as a four-state Markov chain that arises
from their composition. The resulting chain, depicted in Figure , is named E(t).

Figure 5.2: Continuous-time Markov chain E(t) for edge e = (u,v).

Clearly, the delay incurred by e on some message m is given by the time elapsed from

the instant s at which m reaches u to the instant ¢t + s at which both v and v are online at
the same time. Since u can only receive m if it is online, it is necessarily true that when
u receives m, either E(s) = 2, or E(s) = 3. We look at these two cases separately.
Case 1: E(s) = 3. In this case, both nodes are online, so the delay incurred by e is zero.
Case 2: E(s) = 2. In this case, delay is given by the time it takes for the chain to
transition into state 3 for the first time after having started, at instant s, at state 2. This
is captured by the notion of first hitting time of a Markov chain — the random variable
TF]. that expresses the time it takes for E to enter state j for the first time given that it
started, at some time instant s, at state i. Formally:

T} = min{t : E(t +5) = j | E(s) =i} = min{t : E(t) = j | E(0) = 4} (5.2)

where the starred equality, which essentially renders the model tractable by saying that
whatever happened until time instant s is not relevant to the analysis, follows from the
fact that E(t) is Markov and time-homogeneous [90], i.e. the rate parameters do not
change in time. To compute the average delay of edge e, then, we need to understand
what is the expected value of Tas.
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This is not, however, the whole problem: we also need to understand how often e will
actually incur any delay; i.e., how often should we expect chain E to start at states 2
(Case 1) or 3 (Case 2) when a message reaches u. For example, if someone told us that
for 80% of the time the chain starts in state 3, then we would expect only 20% of the
messages to be delayed by E(Tg3). All the other messages would suffer zero delay. The
grand average delay would, therefore, be 0.2 x E(Ta3).

If we assume the system to be running for “long enough”, then the probability of
catching a Markov chain at some state i at some arbitrary (but large) time instant s is
given by 7;, the stable-state probability that the chain is at state i as t goes to infinity [90].
As per our previous reasoning, we know that u had to be online when it got message m
(i.e. E,(s) =1). We also know that m will be delayed if and only if v is offline when that
happens; otherwise, delay will be zero. We can therefore focus on the state of v — i.e.,
the chain E,(t) — to determine when there will be any delay. Let 7y and 7; denote the
stable-state probabilities that E,(t) is in states 0 and 1, respectively, at some arbitrary
but large time instant s. Then:

2|Eu(s)=1As>0=P[E,(s)=0]s>0]=m
PE(s) =3 | Eu(s) = 1As> 0] = P[E,(s) = 1] s> 0] = m, (5.3)

As before, let X, denote the random variable representing the delay incurred by edge

e. We have that the expectation we want to compute can then be expressed as:
E(Xe) =m0 - E(Tas) + 71 - 0 =m0 - E(Ta3) (5.4)

For the remainder of this section, we focus on obtaining the formulae for 7y and E (Ta3)
as a function of the up/down parameters of nodes u and v.

5.2.1 Stable-State Probabilities

The stable-state probabilities m; for E,(¢) can be easily obtained by solving the balance
equations [90]:

T Yo = T1 * WUy To = Mo Yo

, M1 =
mo+m =1 Ho + Yo Moy + Yo

(5.5)

5.2.2 First Hitting Time Distributions

First hitting times are more complex, but these can be obtained as follows. Let PZ];](t)
denote the probability that chain E is at state j at time ¢, conditioned on it having started
at state ¢. Formally:
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Pj(t) =PE(t) = j | E(0) = i] (5.6)

Markov chain theory provides us with a way of computing Pllj‘l(t) by specifying and
solving a set of equations for E known as Kolmogorov’s forward equations. But Pllf(t)
is not the probability we seek, since the probabilities provided by Equation ([5.6) also
take into account sample paths in which the chain is allowed to transition in and out of
j arbitrarily many times before time t. To compute first-hitting times, we have to do a
small adjustment: namely, we need to create a new chain Y (¢) from E(t) in which we
take the states for which we want first-hitting probabilities — state 3, in our case — and
make them absorbing states. The modified chain is shown in Figure [5.3]

Figure 5.3: Modified Markov chain Y (¢), in which state 3 is absorbing.

Since 3 is an absorbing state, the chain will be trapped once it gets in, which means
that:

Pi(t) = PY()=j|Y(0)=d]=

= P[T; <t (5.7)
where Equation is what we want to compute (for i = 2,7 = 3). The reason this
equivalence holds is simple: since j is absorbing, the modified chain enters it only once.
The probability P[Y (t) = j | Y(0) = i], therefore, expresses the probability that, starting
from state ¢, Y has transitioned into the absorbing state for the first (and only) time
by instant t. Since Y and E are identical in every other aspect, this is the same as the
probability for E to enter j for the first time by time instant ¢, and equality follows. To
get the distribution for Ty in chain E(t), therefore, we need to obtain P (t).

Given that Y is a rather small chain, and given the existence of published results [124]
in which Kolmogorov’s forward equations are successfully solved for such small models, we
first attempted to specify and solve the system of equations for Y. The main advantage of
getting a direct solution is that it can provide us with closed-form expressions for Py (t)
and, therefore, for the distribution of edge delays. Unfortunately, even if Y satisfies the
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required regularity conditions for a solution to the system of equations to exist, we could
not manage to find it with the automated solver we had available [126]. We suspect
this is so because Y is absorbing. The system of equations is, in any case, described in

Appendix [A]

5.2.3 Expectation for Edge Delays

Given the difficulties with tackling Kolmogorov’s equations directly, we searched for al-
ternatives which would allow us to obtain the distribution’s moments (expectation, vari-
ance) in closed form instead. We found our answer in the theory of phase-type dis-
tributions |74]: a general family of probability distributions that describe the time-to-
absorption in Markov chains that have only one absorbing state, like our chain Y (¢).

In this section, we derive the closed-form expression for E(T%) by specifying the phase-
type distribution for the time-to-absorption of Y (¢) and computing its central moment.
We start by introducing phase-type distributions and related concepts in terms of general
continuous-time Markov chains Section We then apply these concepts to our
chain Y (t) in Section [5.2.3-2 from where we obtain E(TE) and, finally, the formula for
the expected edge delay E(X,).

5.2.3-1 Phase-type distributions. Before we can describe the general form of a phase-
type distribution and its relationship to the underlying Markov chain, we need the concept

of the generator matriz of a Markov chain.

Definition 1 (Generator Matrix of a CTMC). Let M(t) be a continuous-time Markov
chain. Then, the generator matriz A of M(t) is defined as:

ay={ N T (5.8)
NQy ifi A

where @);; is the transition probability from ¢ to j in the embedded jump chaz’nE] of M(t),
and J; is the is the derivative of the holding time distribution for state ¢, i.e. \; is the
parameter of the exponential distribution that governs the time that the chain spends in
state 1.

Let M(¢) be an irreducible, continuous-time Markov chain with m states, and one
single absorbing state, like our chain Y (¢). For simplicity, let us assume that the absorbing
state is m. As before, let A denote the generator matrix of M(¢). Then A can be rewritten

!The corresponding discrete-time Markov chain that transitions amongst states with the same probabilities as
M(t) does.
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as:

A:
0 0

S S] (5.9)

where S is a (m — 1) x (m — 1) matrix, s is the vector of entrance rates into absorbing
state m, and 0 is a (m — 1) vector of zeroes.

Assuming without loss of generality that the chain cannot start at the absorbing state,
let 7 = {7, -+, Tm_1} represent the probabilities of starting at each of the m —1 transient
states. Finally, let 1 represent the m x 1 vector which contains only ones. Then, the
absorption time 7' follows the phase-type distribution with parameters S and 7, denoted

as PH(S, 7), and has the following cumulative density function:
PT <t]=1- 751 (5.10)

where €3¢ denotes the matrix exponential:

=> (5.11)

Although Equation effectively expresses the distribution of the time-to-absorption
of M(t), it has a number of shortcomings: ) it is not a closed-form expression, i) it is
numerically unstable [115], and i) it is cumbersome to handle analytically. Fortunately,
however, the moments for phase-type distributions are much simpler to handle. Indeed,
if T' is a phase-type distributed random variable with parameters 7 and S, then:

E(T") = (—1)"n!7S™"1. (5.12)

for which of particular interest to us is the central moment:
E(T) = -7S""1 (5.13)

We can now apply these tools to Y (t) to compute its average absorption times, thus
obtaining the expectation for the first hitting time of E(t), E(T%) and, ultimately, to
E(X,).

5.2.3-2 Computing E(T%) and E(X.). Recalling that to specify the phase-type dis-
tribution that describes the time-to-absorption of Y(¢), we first need to compute its
generator matrix.

To compute its generator matrix, in turn, we need both the holding times and the
transition probabilities of the embedded jump chain of Y (¢). The model of Figure
does not give us those directly, so we need to compute them ourselves. For all states in
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Figure [5.3| — except for state 3 — we have two exponential distributions with parameters
Aj and A, which may cause the chain to change state. This is illustrated in the “piece”
of chain Y () depicted in Figure Let Y} and Y}, be two random variables drawn from
these two distributions. We now present two simple theorems for the chain in Figure [5.4

which allow us to compute what we need for chain Y (¢).
A,
Ay

Figure 5.4: A “piece” of the chain that governs Y (¢).

Theorem 1 (Sojourn Time). The sojourn time in state i is given by exp[A\; + A].

Proof. The amount of time Y (¢) spends in state ¢ is given by min{Y}, Y, } — the smallest
time until one of the exponentials make the process jump to another state. It is a known
result [90] that the minimum of two exponential distributions with parameters A; and A
is also distributed according to an exponential distribution with parameter A; 4+ Az, which

gives us our proof. O]

Theorem 2 (Transition Probability). The chain transitions from state i to state j with
.. A
probability /\JTJ/\;C

Proof. The chain transitions from ¢ to j if and only if ¥; < Y; — otherwise, it would
transition to k. Further, we can disregard the case Y; = Y} since P[Y; = Y;] = 0. It is

a known result [90] that if Y; and Y}, are independent exponentially distributed random
variables with parameters \; and Ay, then P[Y; < Y] = Q-—Jxkv and the result follows from

there. O

The transition matrix for our chain is therefore given by:

Yv Yu
0 Yut+Yv Yut+Yv 0

My 0 0 Yu

Q = /“JL’YU 0 0 /Lvryt'yu (5 14)
Hu+Yo Hu+Yv

0 0 0 0

and the generator matrix by:
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—(Yu + V) Yo Ya 0
e 0 T (5.15)

Moy 0 _(/~Lu + '71)) Yo

0 0 0 0

With the generator matrix of Y (¢) in hands, we now use the formula for the central
moment of a phase-type distribution (Equation (5.13)) to derive E (T3;) = E (T%). Our
model always starts at state 2, so 7 = (0,0,1). Since S is 3 x 3, computing the inverse
analytically is feasible:

-1

_(%t + ’Yv) Yo Yu
S = o —~(Yu + ) 0 =
Moy 0 _('VU + NU)
(’Yv+#u)(’7u+#v) _ Yo+ _ Yut+ Mo
YuYv ('Yu+’7v +/Ju+#v) Yu (7u+7v+#u+#v) Yv ('7u+'7u+#u+ﬂv)
_ _ (Yo+tu) o o Yutvetpu _ o
YuYv (’Yu+’Yv +Nu+ﬂv) Yu (7u+7v+ﬂu+ﬂv) Yv (’Yu+’Yv+Mu+Nv)
_ Hu ('Yu‘hu'u) _ M _ Yu+Yo+ Uy
YuYv (’Yu+7v+ﬂu+llv) Yu ('Yu+7v+,ufu+,ufv) Yv (’Yu“l"}/v‘i’uu‘i’ﬂv)
from where we get:
T Ot ) (4 )
B(Ts) = — [0 0 1] 871 1] = Jeful e e 2 (5.16)
N (Vu + Hu + Yo + o)

Finally, by putting together Equations (5.4)), (5.5)), and (5.16)), we obtain the closed-
form expression for expected edge delays:

E(Xe) = Ty - E (ng) _ Mo ) (Vu + Hu) (VU + Y + Nv) (5'17)

to + Yo VYo (Yu + fu + Yo + o)

5.2.4 Validation

We validate Equation by comparing it against numerical edge delay estimates over
1000 different edges. Availability parameters are generated according to the Yao model,
as described in Section [5.1} Numerical estimates are obtained by running the simulation
described in Algorithm [3] for each edge, with sample averages computed from 1000 000
samples.

Figure shows a scatterplot of the numerical estimates for all edges, sorted by
value. Model estimates obtained from Equation are shown as a black line. We can
see that the match is quite accurate. To quantify it numerically, we produce an error
estimate by taking each simulation estimate (sim) and each model estimate (E(X,)) and
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computing the ratio max{E(X,),sim}/ min{E(X,),sim}. This is shown in Figure [5.5b
Points, which are sorted by their value of sim, land mostly near 1. Deviations hardly go
above 3%, except at the lowest delay region (below 30 seconds) where roundoff and very
small absolute deviations end up translating into large relative errors, which nevertheless
do not go above 17%.

S _— N

$ 1 e  simulation % - .
T model (E(Xe)) -
% o X T4 ‘
88| @
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(a) Absolute values. (b) Relative error.

Figure 5.5: Expected edge delays in simulation and model.

5.3 Path Delays

In this section, we proceed towards the next building block of our model: paths. We begin
by proving that the fundamental result relating edge to path delays of Equation (4.6)) holds
as an equality when session and inter-session lengths are exponentially distributed.

5.3.1 The Path Delay Theorem

Recapping, let Dp be the random variable representing the delay incurred by a path
P ={ey, - ,e,}, and let X, be the random variable representing the delay incurred by
edge e;. Then:

Theorem 3 (Path Delay Theorem). For any P = {e, - ,e,}:

1P

Dp=) X, (5.18)
1
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(a) Possible states for e at transition (b) Edge ex’s CTMC, Eg(t).
point.
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Figure 5.6: The transition between vy and vg1.

Proof. We will prove that Equation ([5.18)) holds by induction on prefixes of P. Let R(k)
represent the (unique) prefix of P of length k, i.e. R(k) ={e1, -+ ,ex}, k <|P|.
Base case. Equation ({5.18) holds for R(1).

Proof. Let e; = (v1,v2). The delay incurred by path R(1) = {e;} is given by the time
elapsed from the login of v; to the time at which v; and v, are online at the same time.
But this is the definition of the delay of edge e;. It therefore follows that Dgq) = X,.

Induction step. If Equation (5.18) holds for R(k — 1), then it holds for R(k).

Proof. Denote by v;, i < k, the i-th vertex along R(k), such that e; = (v;,v;41). We
derive our proof by examining what happens as a message transitions from v, — the last
vertex of R(k — 1) — to vg41 — the last vertex of R(k).

Recall, from Section that edge ex = (vg, vgs1) can be described as a four-state,
continuous-time Markov chain (Figure[5.6b). Here, we denote this Markov chain by Ej(t).
We now repeat a reasoning very similar to the one made in Section [5.2]

When a message reaches vy, from v,_; at some arbitrary time instant s, we know that v,
has to be online to receive it. But there are only two states in E(s) for which vy, is online,
namely, states 2 and 3. Therefore, at instant s, either Ex(s) = 2, or E(s) = 3. This is
illustrated in Figure Since we assume the system to be running for “long enough”,
the probabilities of having E(s) at states 2 or 3 are given by m and m, the stable-state
probabilities for vy41 to be either logged off or on (i.e. Equation (5.3)) applies).

If Ex(s) = 3, then delay is zero. Otherwise, since E;, is Markov, Equation says
that delay is distributed according to TE’“ But this is exactly the distribution of X, . It
follows that D) = Dgg—1) + Xe,. By the inductive hypothesis, Dr—1) = Zi.:ll Xe,,
so that D) = Zf:ll Xe, + Xe, = Zle X.,, and this completes the proof.
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The key here is that, because of exponential distributions, E; is Markov. Were it not
Markov, we would have to consider the instant s at which the message reaches v, and
this would complicate the analysis significantly. O

5.3.2 Expected Path Delays

An immediate implication of Theorem [3|is that (4.7 also holds as an equality:

Corollary 1. For any P ={ey, -+ ,en}:

E(Dp) =Y E(X.) (5.19)

By combining this Corollary with Equation ([5.16|), we are able to provide a closed-
form expression for the expected delay of a path P = {ey,--- ,e,}. For each vertex v; along
P (1 <i7<n+1), denote by u; and ~; the parameters of the exponential distributions

governing its session and inter-session lengths, respectively. Then:

[P
E(Dp) _ i1 ('Vz + ﬂz) (% + Vi1 + MH—l)

it T Yirr Vi (Vi B Vi )
The implication of this formula is significant, in that it essentially enables the compu-
tation of the upper bounds of Section without any simulations, effectively rendering
the application of the technique to large graphs feasible.

5.3.3 Validation

We validate Equation by comparing it against numerical estimates obtained by
running full simulations over 50 distinct availability assignments in list graphs of size 10.
Recalling that list graphs, which were introduced in Section [4.4.4-1], are graphs in which
nodes are organized as doubly-linked lists, and essentially emulate paths of equal length.
Full simulations are ran by setting the leftmost node as the source, and then measuring
the end-to-end delays (ed) towards all of the nodes to the right. The rightmost node,
in particular, will be 9 hops away from the source. The numeric average aed is then
computed for each node, and compared with the value yielded from Equation for
the same parameters, which we refer to as E(Dp).

Figure |5.7al shows a scatterplot of aed values ordered by increasing magnitude, along
with E(Dp) values depicted as a black line. Again, visually, the two overlap almost per-
fectly. We again quantify deviations with the ratio max{aed, E(Dp)}/ min{aed, E(Dp)},
shown in Figure [5.7b] Again, deviations tend to be rather small, going above 3% only in
the lowest delay region, and staying nevertheless below 5%.
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Figure 5.7: Expected path delays in simulation and model.

5.4 Towards Practical and Precise Delay Estimates

The main use of Equation is that it can help us compute, in a very efficient way,
the expected delays over the “fastest” path connecting an arbitrary pair of nodes v and
v over a graph GG. This, in turn, provides us with an upper bound on the “real” expected
delay over GG. As we have seen in Section however, these single-path estimates —
although reasonable — can be rather coarse.

In Section we have suggested a way to improve on those estimates: by considering
the top-k fastest paths connecting nodes u and v, instead of only the single fastest path.
Estimates, in this case, are obtained by measuring delays over smaller graphs, which are
formed as we put these paths together. We refer to these graphs as Gy, or “top-k
graphs”.

The natural next step in our modelling effort would be analytically deriving the dis-
tributions and moments for delays over top-k graphs, as we did with edges and paths.
Yet, as it turns out, top-k graphs are much more elusive. We briefly discuss the key issue
behind modelling delays over top-k graphs in Section [5.4.1, The interested reader can
find a detailed account of our efforts in Appendix [B]

This would seem to indicate that practical and accurate estimation of delays over large
graphs is currently not possible. Yet, by realizing that accuracy is only important for pairs
of nodes that exhibit high delays, we derive a different hybrid technique from our current
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Figure 5.8: A simple top-k graph made of two paths.

toolset which, we believe, can help us estimate delays at a practical cost where it matters
the most. We sketch this technique — which we do not validate — in Section [5.4.2

5.4.1 Analytical Modelling of top-k Graphs

The core idea behind our model for delays over top-k graphs is that the delay between a
pair of nodes u and v that is connected by a set of k paths Py, ---, P, should be equal
to the delay of whichever path “arrives first” at the destination v. In other words, if we
denote by Dp, the random variable representing the delay of path P;, we have that the
delay between u and v should be given by min{Dp,,--- ,Dp, }.

Yet, things are far from being that simple. Indeed, this model carries and important
implicit assumption that fails to hold over top-k graphs — namely, that edge delays are
independent. To understand the issue, suppose we had the simple top-k graph depicted
in Figure [5.8, and that we were looking at the delay distributions of edges a and b — i.e.
at the distributions of the random variables X, and X,. Further, to make the discussion
simpler, assume, without loss of generality, that at time instant ¢ = 0:

1. node u already has a message to send, but it is currently offline (i.e. the chains E(t)
associated to both edges a and b start at state 2);

2. from time instant ¢ onwards, nodes x and y are always online.

For our simple model to hold, we need edge delays to be independent. In other words,
we need to have, for z,y € R, 2 > 0,y > 0, that P(X, < z | X, = y) = P(X, < 2)
(i.e. X, bears no influence on X,). Yet, this is clearly not true in the scenario we depict.
Indeed, since x and y are always online, we know that the only way for X, to be equal to
y is if node u remained down for y time instants. Therefore, P(X, < z | X, = y) = 0, if
x <y, or 1, otherwise. It follows that X, and X, are not independent.

The key here is that edges a and b share a vertex — vertex u — which couples their
behavior. Indeed, if node u remains offline for a period of time ¢, this will increase the

delays of both edges a and b by §, and not by two independent, randomly distributed
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amounts. And this reflects itself when we take the minimum among all paths. Yet, this
dependence is rather difficult to model. A detailed account of all the issues involved, as
well as our partial results on a model for top-k graphs, can be found in Appendix [B]

5.4.2 A More Practical Technique

Direct analytical modelling of delays over top-k graphs proved to be elusive, with the im-
plication that the exhaustive, accurate assessment of delays over all pairs of nodes in large
graphs remains impractical. Yet, when the goal is assessing feasibility and performance of
social overlays, we argue that such accurate estimates might not required for that many
pairs of nodes in the graph after all. Indeed, if for a given pair of nodes u and v we obtain
coarse, single-path upper bounds on the order of seconds, then we can be confident that
performance for this particular pair is more than reasonable, no matter how inaccurate
estimates are.

And this reasoning leads us to our technique. We start by computing coarse, cheap
upper bounds for all pairs of nodes in the network. We then improve these delay esti-
mates by running simulations to refine them, but only for pairs of nodes for which upper
bounds yield values that are too high. This refinement step effectively reduces upper bound
uncertainty for the pairs of nodes for which such uncertainty matters.

The notion of a delay that is “too high” is application-specific, but we could, for
instance, use Equation to map end-to-end delays into receiver delays, and exclude
from further consideration any node for which the estimated receiver delay is less than,
say, 10 minutes. In more detailed terms, the technique we propose works in three phases:

1. compute the coarse, single-path delay estimates of Section for all node pairs by
applying Equation (5.3.2)). This is equivalent to solving the all-pairs shortest path
problem in a weighted graph, for which efficient algorithms are well-known [24];

2. based on a significance criterion, identify the set of node pairs S C V x V for which
delay estimates produced in phase 1 are “too high”;

3. refine the measurements for pairs (u,v) € S by constructing Gy, and running

simulations over it.

Clearly, if set S is too large, then the technique is not cost-effective. Yet, our exper-
iments so far show that pairs with high receiver delays constitute only a minority of the
total set. As an example, if we adopt the same set of 137260 source/destination pairs
and the same availability assignments of Section [£.4.4] but under an exponential model,
then less than 10% of our source/destination pairs exhibit receiver delays of more than
10 minutes. This means we might be able to reduce estimation costs significantly. The

magnitude of this reduction, however, remains to be seen.
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5.5 Discussion and Outlook

In this chapter, we have replaced the heavy-tailed distributions that made the analytical
model from Chapter {] difficult to treat analytically and, based on Markov chain theory,
have developed closed-form expressions for expected path and edge delays, as well as
shed light on their distributions. These expressions effectively enable the computation of
delay bounds on large graphs, and should lead to a better understanding of their delay
characteristics.

The difficulties related to modelling delays analytically over top-k graphs mean that
we cannot, currently, provide low-cost/high precision estimates in a purely analytical
way. Yet, by putting together the tools we have developed so far, we propose a mixed
technique in which low delay pairs are first filtered out by means of cheaper techniques,
and then delay estimates are progressively refined for the remaining pairs, by means of
more expensive techniques.

We believe that these results, taken together, will prove useful to researchers who wish
to understand the delay characteristics of social overlays under churn. As for ourselves,
we intend to continue pursuing a viable analytical model, as well developing and refining

the techniques made available in this work as we conduct studies over larger-scale graphs.



Chapter 6

Cloud to the Rescue!

Clouds come floating into my life, no longer to carry rain or usher

storm, but to add color to my sunset sky.

—Rabindranath Tagore, Stray Birds

In the last two chapters, we have focused on analysing the disruptions in communi-
cation introduced by churn on social overlays, with the key conclusion that delays might
grow very large and impact system usability. We now turn ourselves once again to the
minimalistic, SO-based, decentralized OSN design of Section and to the problem that
emerges from this new knowledge: how to disseminate updates efficiently when the overlay
network does not allow us to do so? As it is often the case, the key is to be willing to
compromise: while a pure P2P solution might not work as well as we would like to, we
will show that the delay tail can be mitigated by exploring a novel, hybrid approach.
P2P and the cloud: getting the best of both worlds. The main issue with social
overlays as a dissemination medium is that they do not provide enough “options” to prop-
agate updates in the presence of churn. To address this shortcoming, we propose a simple,
and yet effective idea: to create an out-of-band channel that can “patch” connectivity if
and when needed, by leveraging the persistence and ubiquity of cloud services.

In a nutshell, the scheme works as follows. The bulk of profile update dissemination
is still carried out in a fully decentralized, P2P fashion on the social overlay. Specifically,
we continue to use the push protocol (MAxcoOMP) of Chapter . In addition, each node
u is associated to a profile store, which is hosted on the cloud. Updates to u’s profile
(by w or some of its friend nodes) are always performed first on the profile store, and
then disseminated via the social overlay. Therefore, the profile store of u contains an
always-available, consistent copy of her profile. The availability of the profile store is key
in overcoming the aforementioned delays in the propagation of profile updates. When a

97
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node v, friend of u, has not heard any update from u for a predefined time interval, it
assumes that the update has been delayed, and verifies whether this is the case by polling
the profile store. In principle, this naive solution is enough to overcome the aforementioned
limitations. However, cloud access has a monetary cost, and we show that this solution
has a poor performance/money tradeoff. We improve over this baseline by disseminating
the outcome of polling the profile store back on the social overlay. This technique has
always the beneficial effect of quenching cloud access from other nodes (i.e., saving money)
and, in the case where an update exists, of speeding up dissemination.

These two metrics, dissemination delay and monetary cost, make up the core of our

evaluation. Results show that, compared with a fully decentralized solution, our hybrid
solution brings maximum delays from hours to minutes, and average delays from minutes
to seconds.
Roadmap. The remainder of the chapter is organized as follows. Section introduces
complementary assumptions on the system model. Section [6.2|states the problem, namely,
mitigating dissemination delays over social overlays in the presence of churn. Section
illustrates our hybrid solution leveraging the combination of P2P dissemination on the
social overlay with occasional cloud access, which is then evaluated in Section [6.4] Sec-
tion places our work in the context of related efforts. Section draws conclusions
and points at opportunities for future work.

6.1 System Model

In this section, we detail the extra assumptions required by the problem we tackle in this
chapter.

Clock synchronization. We assume clocks to be loosely synchronized, within the order
of minutes. This can be easily achieved by NTP [110].

Availability. As before, we adopt the availability model of Yao et al. [128]. We adopt,
however, the version described in Chapter [5] in which both session and inter-session times
follow exponential distributions exp[A]. The reason is a practical one: the simulations
we perform in this chapter are more complex, and more expensive, than the ones of
Chapter 4l We therefore cannot afford nearly as many repetitions, and have to trade
off precision for fast convergence of estimators instead. As we will see in Section [6.4.4]
however, delays remain a problem under exponentials as well. And, once again, we note
that this simplification is in line with other works in the literature [91,107]. Heterogeneity
is also modelled as in Chapter [3]

Cloud Access. We assume the existence of a highly available, cloud-based infrastructure
which nodes can access to store and retrieve data. Such a cloud infrastructure allows users
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to create personal storage areas under their control, i.e, they can selectively allow or deny
read and write access to other users.

Furthermore, we adopt the requester-pays billing scheme of Amazon S3 [5], in which
users who access data are charged for it. In other words, if a user v decides that she wants
to download the new updates from her friend u directly from u’s personal storage area
(and is authorized to do so by ), it is up to v to pay for the download costs. This is
important as it establishes the basis for the fair cost model of our solution: a user might
opt to either go directly to the cloud and pay to immediately download updates from his
friends, or use the free P2P network instead, but potentially face large delays.

In S3, costs can be broken down into three components:

1. Cost per request. In S3, a user pays 0.01¢ for every 10,000 GET requests, or every
1,000 PUT requests. We assume a similar cost model in which read requests are
cheaper than writes;

2. Bandwidth costs. The more a user downloads from the cloud, the more she pays;

3. Storage costs. Keeping data in the cloud has a fixed monthly cost which increases

with the amount of data stored, and is independent of whether or not it is accessed.

Storage costs are expected to be very small in our case. First, profile pages are made
up of small bits of content, so that the total amount of data stored by a user should also
be small (e.g., a few gigabytes). Second, storage is cheap: at the time of this writing, the
yearly cost for a gigabyte is around one US dollar. Since storage costs do not impact our
figures to a measurable extent, we choose to abstract them away altogether.

Similar considerations hold for bandwidth: as we have stated in Section [2.3] updates
are expected to be small in size and, as we later show, our protocol works by favouring
many lightweight requests (a few hundred bytes per request) over fewer, larger requests.
The dominant cost component of our protocol is, therefore, the cost per request, and is

the one we focus on for our evaluation.

6.2 Problem Statement

We adopt, in this chapter, the same notions (and notation) of end-to-end (ed) and receiver
delay (rd) we have defined in Section . Our main goal is that of solving the problem
of update dissemination while providing an acceptable user experience. In formal terms,
we can express this as the enforcement of a target delay bound 6 on update delivery. In
other words, we would like to guarantee that:

rd(v,w,ty) <6 (6.1)

for every source v, receiver w, and time instant %.
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Figure 6.1: Delay bounds for cloud-assisted dissemination.

Putting a cap on rd, however, is not enough, as it allows for some undesirable situations
to emerge. Suppose we were to set ¢ to 20 minutes and, for the sake of argument, we had
a receiver like the one in Figure [6.1], who logs in for 5 minutes every day. From the point
of view of Equation , the bound is honored as long as we deliver the update before
the end of the 4" day.

But this is too long: an update that is four days old is not as useful as one that is
one day old. Further, the receiver did log in on a number of occasions over the course
of these 4 days, which means that there were windows of opportunity to deliver it. And
this shows the main weakness of using a pure rd bound: it allows end-to-end delays to
become excessively, unnecessarily large. We need a stronger bound. Yet, bounding ed
directly is in general not possible, as the situation depicted in Figure [6.1] shows — if the
receiver were to be offline at the instant at which we cross the bound, there would be no
way the system could deliver the update on time.

We reach a compromise by allowing a soft delay bound on ed. The idea is that as
soon as the target delay bound ¢ is crossed, the system must deliver the update at the next
login of the receiver. We express this by adding some slack time to the bound in case w is
offline. This slack time represents the residual offline time R,g of w until its next login.
Formally:

) if w online at ty + 0

6.2
0 +R,p otherwise (6:2)

ed(v,w,ty) < {
Note that the slack time is actually a random variable, for which the probability
distribution results directly from the availability model. The bound in Equation ,
therefore, is no longer an exact, one-size-fits-all bound, but rather a probabilistic bound
which exhibits different statistical behavior for every receiver. And this makes sense,
since different availabilities lead to different guarantees. Finally, note that since the slack
is composed entirely of offline time, it does not count as receiver delay. Therefore, by
honouring Equation (6.2)) we are also automatically honouring Equation (6.1)).
The goal we set for this chapter is that of providing a hybrid cloud/P2P dissemination
protocol which can honor the soft latency bounds of Equation ([6.2]) while being efficient,
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Figure 6.2: Transient partitions in social overlay.

low-cost, and offering a good compromise on user privacy w.r.t. cloud providers.

6.3 Cloud to the Rescue!

The need for cloud resources arises because the social overlay cannot provide acceptable
delays to all source/destination pairs in the network. As Figure shows, this hap-
pens because the absence of certain nodes can create transient partitions that disrupt
communication paths and introduce delay.

What we need, then, is a way to “patch” such partitions. A simple way of achieving
this goal would be by associating each node u to an alias u of itself in the cloud. u
would ideally be indistinguishable from wu to interacting nodes, and would be activated
on-demand to satisfy requests on behalf of u, should u be offline. The net effect of having
cloud aliases is that the cause of the transient partitions in Figure[6.2], and their associated
delays, would cease to exist, thus solving the problem.

Unfortunately this solution has a number of drawbacks:

1. Cost. Cloud providers which allow instances to be brought up on-demand, such
as EC2 |4], charge significant prices-per-hour and, as a result, activating an alias
for extended periods of time can rapidly become economically unattractive. The
alternative — hiring permanent, always-on hosting — is also expensive, with even the
lower-cost providers (e.g. [75]) charging in excess of $100 for one-year contracts.

2. Privacy. We do not want the cloud provider to be able to inspect the full memory
state of the running software: although we believe providers to have no incentive to
behave in an adversarial way, they might have their own internal security issues. We
therefore share the guideline of Liu et al. [60] that users should minimize information
exposure to providers.

3. Effectiveness. We have seen in Section that delays can remain high even when
a significant fraction (70%) of the user population adopts always-on hosting. While
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one could argue that results could have been different had we been judicious with
the selection of nodes to be made always-on instead of picking them at random, it
is in general unreasonable to expect that we can convince individual users to adopt
always-on hosting. Indeed, in practice, we might not even be able to identify who

are the users causing the delay bottlenecks.

6.3.1 Update Dissemination with Profile Stores

The aforementioned problems led us to consider an alternative solution, in which @ is
no longer required to be a full clone of u. Instead, we make @ a simple high-availability
profile store in which pp(u) is kept.

Publishing an update to a profile store is simple—if user v wants to post something
to pp(u), all it has to do is write this update directly to @. Access control is also not
a problem, since the primitives provided by services such as Amazon’s S3 [5] make it
straightforward to ensure that only authorized users get to write to u. By adopting the
“requester-pay” model of S3, we ensure that each user has complete control on her ex-
penses, as discussed in Section[6.1} To prevent the cloud provider from accessing sensitive
data, all data stored in u is encrypted before upload. This is in stark contrast with
centralized solutions such as Facebook, in which the advertisement-based business model
effectively precludes storing encrypted data from being acceptable practice.

However, differently from cloud aliases, profile stores are passive in that they can-
not initiate interactions with other nodes. Therefore, to actively overcome the transient

partitions that cause delays, we have to resort to periodic polling.

Naive approach. In its simplest form, this polling procedure works by having each node
w € V(G,) independently poll @ every § time instants, and retrieve any new updates to
pp(u) that might have been posted in the meantime. If w happens to be offline after o
time instants have passed, then w accesses the cloud immediately once it logs back in.
This simple protocol, which we refer to as PUREPOLL, essentially allows us to circumvent
the transient partitioning caused by node b through an out-of-band channel, and satisfy
Equation (6.2)).

Hybrid approach. While simple, PUREPOLL is wasteful in that it disregards the exis-
tence of low-delay paths in the social overlay which could be used to our advantage. To
understand how, note that if we were to discard all paths in the social overlay that have
delays above or close to the delay bound § we wish to maintain — such as the paths that
go through node b in Figure [6.2| — we would be left with a set of disjoint groups for which
the internal delays are low, as illustrated in Figure [6.3] We call these delay groups. To
get a message disseminated over a set of delay groups while respecting the delay bound 9,
then, all we have to do is to ensure that at least one node in each of these groups actually



CHAPTER 6. CLOUD TO THE RESCUE! 103

WileS— @«—Rols cloud

\ P2P
<5

group B
group A

7o,
O quenched i) unquenched

Figure 6.3: Delay groups and HYBRID.

accesses the cloud every 0 time instants. The other nodes can then get the update from
this single accessing node directly from the social overlay — which can provide fast enough
dissemination inside of each group — and avoid accessing the cloud themselves.

The second method we propose, named HYBRID, does just that. In simple terms,
every node w € V(G,) keeps track of the last instant in time at which it heard any news
from u. Whenever w goes for more than ¢ time instants without hearing from w, it polls
the profile store of u to see if there are new updates. In case there are, w downloads
these updates from the cloud and pushes them into the social overlay by means of the
push gossip protocol from Chapter 3| (MAXxcOMP). Otherwise, w pushes a special QUENCH
message that contains the time ¢y at which w accessed the cloud and found nothing new.
This message serves to inform other nodes that, as of ¢y, there are no new updates, and
that they can therefore refrain themselves from accessing the cloud for an extra § time
instants. We call this mechanism access quenching.

To see how this protocol approximates the ideal situation of dissemination over delay
groups that we described previously, note that if two nodes belong to the same delay
group, then it is quite likely that they will hear the accesses from one another, resulting
in access quenching. If two nodes do not belong to the same delay group, on the other
hand, it is unlikely that they hear each other in time to promote quenching, and two
separate cloud accesses will ensue. This simple protocol, therefore, effectively adjusts
to the delay characteristics of the surrounding network, and provides a self-organizing
mechanism for bridging transient partitions by polling.

Randomizing cloud accesses. The scheme just described would work fine were it not
for the fact that, as it is now, the protocol induces nodes belonging to the same delay
group to synchronize their accesses to the profile store.
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Figure 6.4: Quenching.

The issue is illustrated in Figure [6.4a] in which node w; initially accesses @ at time g
and, having found no new updates, schedules its next access to ty + 0 to respect the soft
delay bound. At the same time, w; propagates this knowledge over the P2P network by
means of a QUENCH message. Upon receiving the QUENCH message, node ws learns that,
as of time tg, there are no new updates to pp(u), and therefore it can refrain itself from
accessing the cloud until ¢ty + 0. The two nodes are now synchronized. When we get to
instant to+ 0 (Figure , the two nodes access u at the same time. Having again found
no updates, they disseminate their QUENCH messages, but to no effect: since the accesses
are too close to one another, quenching is ineffective.

To solve this problem, we scatter access times near to + o as follows. First, we break
0 down into a fixed component ¢, and a random component «, such that 6 = ¢ + a.

Then, let T be a random variable drawn from a uniform distribution U(0,«). Now,
when node w; accesses the cloud and, later, when ws receives the QUENCH message, they
set their access times to ¢ty + ¢ + T. This causes w; and ws to have slightly different
access times after ty + ¢ which, provided « is sufficiently large, should be enough to
make quenching effective (Figure . Note that since 0 < T < «, we have that
Y+ T < 1Y+ a =9. The modified protocol, therefore, still honours the soft bounds of
Equation (6.2)).

6.3.2 Hybrid in Detail

In HYBRID, every node w € V(G) keeps track of a last seen timestamp last|u] which
represents the last time instant at which w has heard any news from u € f(w). Tt
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also keeps track of a version number version[u] for pp(u), which it uses to understand
whether or not its local version of pp(u) is up-to-date w.r.t. the one in the profile store
@. In addition, w keeps track of its current, randomized target|u).

Whenever the target delay bound is crossed and w has not heard any news from u,
it accesses the cloud. The description of the access protocol is given in Algorithm [6]
The first action w takes, since it is about to acquire fresh first-hand information on the
status of pp(u), is to suspend the dissemination of any QUENCH messages that it might
be previously disseminating (lines , as these are effective immediately stale. Next, w
updates its last seen timestamp last[u] to reflect the fact that it is about to get the latest

updates concerning u.

Then, w downloads the set U containing all the identifiers of u’s updates that are more
recent than version[u] (line [). If U is not empty (line [5)), version[u] is set equal to the
largest update version number contained in U, and all the updates that have not been
received yet are downloaded from the cloud. The precise nature of the cloud operations
depend on the API given by the provider. For example, in S3 [5]: i) updates could be
stored as different versions of the same object; i) the list of identifiers of versions that are
more recent than version[u] could be obtained through the “GET bucket object versions”
primitive; and i) once w gets the list of version identifiers, it can download specific

versions.

After download, w delivers the updates to the application layer (lines and to
the P2P dissemination layer (line , from where these are spread over the ego network
G.. As we can see from line [10, update messages contain five fields: a type descriptor
(UPDATE), the identifier of the owner of the profile page to which the update is addressed
(u), the timestamp of when the update was downloaded (last[u]), the identifier of the
update (id), and the update itself (upd).

If instead no updates are found (line , node w disseminates a QUENCH message with
the identifier of the profile page owner and an access timestamp (lines . Finally,
w updates its target delay bound target/u] by randomizing it, as we have described in
Section Upon receiving a message m, a node w executes the code in Algorithm [7] If
the message is an update (line [2)) and the content is unknown to the receiver, the update
gets delivered to the application layer (line |4]).

If m is a QUENCH message, but either its timestamp is older than last[u], or the
difference between the current local time and m’s timestamp is larger than §, this means
that the message is too old to be helpful, and its dissemination is therefore interrupted
(line [7)).

Regardless of the type of message received, w updates last[u] and its target delay
bound whenever the timestamp of the message is more recent than its own — which will
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Algorithm 6: OnTimeout
Trigger: Target delay bound is crossed (clock() — last[u] > target[u]).

1 M < P2P.query((QUENCH, u, -))
2 forall the m’ € M do P2P.remove(m/)
last[u] < clock()

w

4 U <+ cloud.list(u, version[u])
if U # 0 then

(4]

6 version[u] <— max(U)

7 foreach id € U — delivered do

8 upd + cloud.download(u, id)

9 deliver(upd)
10 delivered < delivered U {id} P2P.disseminate((UPDATE, u, last|u], id, upd))
11 else

12 L P2P disseminate((QUENCH, u, lastu]))

13 target[u] < ¥ + uniform(0, a)

cause access quenching at w — and stops disseminating any QUENCH messages for which
the timestamp is smaller than that of m (lines [I0HI2)), since the knowledge contained in
m is more recent.

Finally a node w joining the network could face the situation in which it logs in already
timed out w.r.t. target{u]. The next step w would take, in this case, would be to execute
Algorithm [6] Yet, it might be that there is some neighbor of w in the P2P network that
has recent updates on v and is ready to send them, which means that the access would
be unnecessary. To avoid that this situation, we impose an ordering on the simulation
in which nodes first process incoming neighbor messages, if any, and then honour any
timeouts, if these still stand. In a practical implementation, a joining node could achieve
the same effect by allowing some short grace period on login, thus giving neighbors enough

time to send any new information.
6.4 Evaluation

In this section we evaluate our protocol towards two goals:

1. provide supporting evidence that the protocol performs significantly better than a
pure P2P approach, and can be competitive with centralized approaches;
2. provide a rough estimate of what kind of monetary and network costs one should

expect from running it.
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Algorithm 7: OnReceive
Trigger: Message is received from the P2P layer.

Input: Message m.

[y

switch m.type do

2 case UPDATE

3 if m.id & delivered then

4 L deliver(m.upd)

5 case QUENCH

6 if m.t <lastu] or clock() — m.t > ¢ then
7 L P2P.remove(m)

8 if m.t > last{u] then

9 last[u] <— m.t

10 M < P2P.query((QUENCH, u, -))

11 forall the m’ € M : m'.t < m.t do P2P.remove(m’)
12

13 target[u] <— v + uniform(0, @)

6.4.1 Baselines

We compare our protocol against three baselines. The first one, PUREPOLL, is the naive
protocol we described in Section [6.3] The second one, PUREP2P, consists of disseminat-
ing updates exclusively over the social overlay, thus providing a baseline reference as to
how much improvement we can obtain by using the cloud as an auxiliary mechanism to
P2P dissemination. Finally, the third baseline, SERVER, emulates a centralized approach
akin to Facebook. This is achieved by adding a special server node which is connected
to everybody else, manages all profile pages, and can relay updates from sources to des-
tinations with zero delay. This represents the best performance reference for our system.
Clearly, we would like to perform as close as possible to SERVER, while incurring only
modest monetary costs.

6.4.2 Experimental Setting

Protocols are evaluated over a sample of 700 ego networks picked uniformly at random
from the Orkut crawl of Mislove et al. [69]. The original graph contains 3 million vertices
(i.e., 3 million ego networks), 223 million (undirected) edges, and has an average clustering
coefficient of 0.171. Our sample includes around 5% of the vertices in the graph, and its
average clustering coefficient is slightly smaller. A summary of statistics can be found in
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Metric Value
Number of Vertices 137892
Number of Edges 1460043
Average Clustering Coefficient | 0.112
Average Egonet Size 197.5
Maximum Egonet Size 2181

Table 6.1: Statistics for the ego network sample used in our experiments.

Table [6.1l This is the same dataset we used in the small-scale evaluation of Section 4.3
For each ego network G, in our sample, we single out one source node v € f*(u)
uniformly at random. This leads to a set of 700 (source, ego network) pairs, over which
we run simulations. Let (v, G,) be one such pair. In a nutshell, what we do is to simulate
a number of updates originating at v, and measure their delays towards the receivers
in f*(u)/{v}, as well as a number of other metrics, as discussed in Section We
then compute population estimators for these metrics such as averages and empirical
cumulative distribution functions, which are the basis for discussing our results.

The fact that we rely on estimators is the main driving force behind our choice to
sparsely cover many ego networks (i.e., to pick 700 ego networks, and only one source per
ego network) instead of covering fewer ego networks but more densely (i.e., to pick one big
ego network, and 700 different sources). Since unbiased estimation relies on independent
sampling, we want to insert as much variability as possible in the structure of the ego
networks we study, to ensure that the values of the metrics are not correlated.

We then repeat, for each (source, ego network) pair, the following experiment 100 times.
First, we set all nodes in G, to offline and, in the case of PUREPOLL and HYBRID
simulations, we also set all the value of last{u] (the last time instant at which a node
heard from u) to zero. Since this initial state is not representative of the steady-state
regime of our system, we run the simulation for a burn-in period ~ over which we do
not perform any measurements. During burn-in, we simulate the churn model and, in
the case of PUREPOLL and HYBRID, we also simulate the polling of the cloud, and the
propagation of QUENCH messages — which, at this point, is all we are going to get, given
that we have not yet generated any update.

The goal is to have a representative online/offline configuration for the network be-
fore we start injecting updates, but also a representative number of QUENCH messages
going around and a representative “phase shift” for the last seen timestamps last[u] at
the various nodes. The nodes are initially all synchronized at lastju] = 0 but, as the
burn-in progresses, they access the cloud at different rates due to their different inter-
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session lengths, causing their values of last[u] to become different, particularly for nodes
in different delay groups. We have empirically established, with heuristics similar to those
described in [3], that setting v to 48 hours is enough to produce unbiased results.

Once the burn-in period is over, the experiment progresses by waiting for the first
login of the source v, at which point we cause v to post an update to pp(u). Note that
the time of login is the earliest time instant at which a user can post an update. To avoid
having to deal with the complexities of building a user model — which would not buy us
much in any case for the kind of performance and cost measurements we want to do — we
choose to be pessimistic and assume that nodes always post their updates at beginning
of one of their sessions.

The posting of the update by the source marks the beginning of our measurement
session, which proceeds until the update reaches all destinations in f*(u)/{v}. At that
point, the experiment ends.

To enable a more precise discussion of the metrics we compute, described next, we
represent the set of n = 100 independent experiments we run for an ego network G, with
source node v as S(G,) = {e1, - ,en}. The measurement session of experiment e; starts

at time instant s; and ends at time instant f;, and has duration d(e;) = f; — s;.

6.4.3 Metrics

Delay. As in Chapter [4, the two main indicators of performance we are interested in are
the average end-to-end delay, which we refer to as aed, and the average receiver delay,
ard. Each experiment e € S(G,) generates exactly one ed and one rd delay sample per
source/destination pair (v,w) in G,. If we denote the ed sample for pair (v, w) generated
by experiment e as ed(v,w, ), we can compute aed as the sample average:

1
aed(v,w) = ——— ed(v,w,e)
1S(Gu)l ee%u)
and ard can be computed with a similar formula.

Monetary cost. We measure the yearly costs of running the system by counting, for
each node w € f*(u)/{v} and each experiment e € S(G,), the total number of times
cs(w, e) that w accesses the cloud over the measurement session of e. We define the
average access rate of w over GG, as:

ZeeS(Gu) cs(w, e) access
ZeeS(Gu) d(e) hour

Since most of these accesses are due to QUENCH messages, and updates are themselves

acs(w, G,) =

small, we simplify the computation of costs as mentioned in Section by assuming that



110 6.4. EVALUATION

the dominant cost component is given by the price of GET requests. Let p be the cost
of a GET request. The yearly cost incurred on node w for keeping up-to-date with the
updates of one profile page pp(u) can be therefore approximated by:

yes(w,u) ~ p x acs(w, Gu)m X (24hour X 365 day>
hour day

Clearly, to get an unbiased estimate of the overall yearly spendings ¢s(w) of w, we
would need to estimate and sum the yearly costs incurred on w for keeping up-to-date
with each of her friends in f(w), i.e., we would need to compute } . +(,y yes(w, m). This
in practice means we would have to compute estimates for 137892 ego networks, which
would be intractable given the high costs of these simulations.

We therefore choose to use two distinct approximation models for costs. These are
less accurate, but also much less expensive to compute. Both models can be expressed as

the product of ycs(w,u) by an approximation constant 7(w):
cs(w) ~ yes(w, u) X 7(w)

the difference between the models being how we compute 7(w). In the simplest model,
which we call the flat approzimation, T(w) is simply the average size of the ego networks in
our sample, i.e., we multiply ycs(w) by 7(w) = 197.5, for all w. This model applies a fixed
“penalty” to all nodes, regardless of the conditions of the surrounding ego networks, or
their number. In our second model, the degree approximation, T(w) is instead the degree
of w in the social network. This approximation assumes that costs increase linearly w.r.t.
node degree. In particular, it makes the assumption that all friends of w incur the same
ycs costs on w, and that the total cost can be computed as their sum. Intuitively, these
approximations yield estimates that are similar for nodes whose degree is close to the
average, but differ significantly for nodes with very low and very high degrees.

Given our fixed computational budget, these cost models represent a tradeoff we had to
impose between obtaining unbiased estimates for delay (which requires many uncorrelated
ego networks to be covered), and accurate estimates for cost (which requires that we
densely cover neighboring, and therefore correlated, ego networks). Since our focus is on
delays, we choose to be precise with the former, while settling for less accurate estimates
for the latter.

Network cost. To assess the usage of network resources, we measure the number of
messages a node processes per time unit, on average, to keep up with updates from
its friends. Similarly as we did with requests to the cloud, let msg(w, e) represent the
number of messages processed (sent/received) by w during the measurement session of

experiment e. The average hourly rate amsg(w,G,) at which w processed messages,
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therefore, is given by:

ZeES(Gu) msg(e, w) message
> cesy d(€) hour

Again, this gives us the costs incurred on w while keeping up-to-date with a single

amsg(w,G,) = (6.3)

friend. We adopt a similar approximation as we did with ¢s when computing the total
message processing rate, and multiply amsg by 7(w):

msg(w) ~ amsg(w, G,) x 7(w) (6.4)

We again use both the flat and the degree approximations when computing 7, observing
the same caveats as before.

6.4.4 Results

We use the shorthand notation HYBRID/¢/a to refer to the variant of HYBRID with
parameters 1) and «, with unit given in minutes. We use a similar notation, PUREPOLL/4,
to refer to the PUREPOLL variant with target delay bound 4.

We simulate two versions of HYBRID, HYBRID/30/14, and HYBRID/15/14. These
parameter settings, as we later show, provide good performance in terms of delay and
cost, and we use them for comparison against the baselines. However, as explained in
Section [6.3] the target delay bound of HYBRID is randomized, and varies in [¢, ¢ + ]
with average 1 + a/2. Since PUREPOLL is not randomized, we compare each setting
of HYBRID to three settings of PUREPOLL: i) “fast”, PUREPOLL/v; i) “intermediate”,
PurRePoOLL/ (¢ + «/2); dii) “slow”, PUREPOLL/ (¢ + «).

This yields six PUREPOLL variants: three (0 € {30,37,44}) to compare against
HyYBRID/30/14 and three (§ € {15,22,29}) to compare against HYBRID/15/14. Since
PurRePoOLL/30 and PUREPOLL/29 behave essentially the same, we do not show the for-
mer and use the latter in both cases.

Finally, to understand at which point PUREPOLL can overtake HYBRID, we add a
seventh setting for PUREPOLL in which we set § = 5.

6.4.4-1 Delay Figure shows the empirical cumulative distributions functions (CDFs)
for end-to-end and receiver delays of HYBRID and all baselines. Since rd is always zero for
SERVER, we omit it from the plot. Complementary statistics are provided in Table [6.2]
The data confirms our claim that PUREP 2P suffers from significant performance issues
even under exponential session inter-session lengths, with the ard distribution having a
long tail, reaching values as high as 2.9 hours, and remaining nevertheless above 1.4h at
the 99" percentile. Further, the data shows that our cloud-based alternatives — HYBRID
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ard
avg. | 99" | max.
PUREP2P 5.76m | 1.5h 2.9h

HyBRID/30/14 | 48s 9.8m | 15.2m
HyBRID/15/14 | 358 7.2m | 13.5m
PurePorr/44 | 9.94m | 22.9m | 27.1m
PurePorLr/37 | 89m | 21.6m | 26.4m
PurePoLL/29 | 6.7m | 14.5m | 16.6m
PurePorr/22 | 5.2m | 11.9m | 14.3m
PurePoLL/15 4m 10.7m | 12.3m
PUREPOLL/5 1.2m | 2.8m | 4.5m
SERVER 0 0 0

Table 6.2: Complementary statistics (m = minute, s = second, d = day).

and PUREPOLL- effectively solve the problem of the long delay tail by putting a bound on
rd, which can be seen from the much smaller maximum and 99" percentile and maximum
values in comparison.

Finally, we can see that HYBRID consistently outperforms its associated PUREPOLL
variants (including the fast one), while providing a better experience for a significant
fraction of the users across all parameter settings, even as we compare HYBRID/30/14
to PUREPOLL/5. By combining both approaches, HYBRID effectively reconciles the best
of both worlds: the fast performance of PUREP2P for the regions of the network that
exhibit low delay — which can be seen in Figure [6.5a] as the nearly vertical shape of the
CDF up until the 60" percentile — with the ability of mitigating the long delay tails of
PUREPOLL.

Table 6.2 shows that HYBRID has maximum and 99" percentile ard values which are
comparable to those of their fast PUREPOLL counterparts (i.e., HYBRID /v /« achieves
performance similar to that of PUREPOLL/v), with HYBRID being nevertheless faster. In-
deed, HYBRID/30/14 and HYBRID/15/14 perform around 837% and 685% percent faster,
on average, than PUREPOLL/29 and PUREPOLL/15, respectively.

As for the end-to-end delay, Figure shows that HYBRID promotes significant
reductions in ed as well, particularly at the lower percentiles. Again, these reductions are
for nodes which are connected by low-delay paths in the overlay. Since the polling period
is never smaller than ¢, this represents a barrier to PUREPOLL which does not exist for
HyYBRID. Further, we note that the HYBRID ed curves are much closer to SERVER than
PUREP2P.
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Figure 6.6: Yearly monetary cost estimates for HYBRID.

The higher percentile range, instead, is dominated by the behavior of low availability
nodes — i.e., nodes that stay offline for extended periods of time — and this causes the
aed distributions to slowly converge. This can be seen from the curves getting closer
together in Figure [6.5b| as we move towards the higher percentiles. Since values are quite
similar for all protocols, we omit them from Table (6.2 The maximum aed is, in any case,
around 2 days, while the 99" percentile is at about 3 hours, for all approaches — including

SERVER.

6.4.4-2 Monetary cost Yearly cost figures are shown in Figures [6.6a] and |6.6b] For
these calculations, we use the currently published Amazon S3 pricing [5] according to the
cost model in SectionSection Additional statistics are provided in Table [6.3

Again, the costs for HYBRID are generally lower than their associated PUREPOLL vari-
ants. Costs are extremely attractive under the flat model, with HYBRID/15/14 presenting
a very good cost /latency tradeoff. The other side of the coin is given by the degree model,
which reaches high maximum values. To understand what is going on, however, we need
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flat (USD) degree (USD)
avg. | 99" | max. | avg. | 99" | max.
HvYBRID/30/14 1 2.9 3.4 1.25 9 230
HyBriD/15/14 | 1.42 | 3.9 | 4.66 | 1.72 | 124 | 304
PurePorL/44 | 1.84 | 2.38 2.9 25 | 174 | 282
PurePoLL/37 | 2.13 | 2.8 3.47 29 1203 | 324
PurePorLL/29 | 2.63 | 3.59 | 3.81 | 3.57 | 25 390
PurePorr/22 | 3.32 | 4.72 | 4.88 | 4.51 | 31.6 | 483
PUREPOLL/15 ) 9.5 20 9.5 48 737
PurePoLL/5 13 27 64 17 128 | 1909

Table 6.3: Complementary statistics for yearly costs, in US dollars.
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Figure 6.7: Degree vs. cost scatter plots for HYBRID, for both flat and degree approximations.

to take a closer look. Figure presents scatter plots of estimated yearly costs versus
node degrees for both HYBRID variants. We can see that high values all originate from
a small set of extremely connected nodes, the most connected having 33 313 friends. For
nodes with less than 1000 friends, however, costs for HYBRID/30/7 and HYBRID/15/7
are no larger than 15 and 21 USD a year, respectively, which are still significantly below
the $127 price tag of low-cost hosting solutions [75], or the minimum of $105 required
to keep an Amazon EC2 micro instance (the absolute cheapest available) running for a
year [4].

Even if some users do get to such large number of friends, we still do not expect to
see such high costs in a real-world setting. Users with ego networks this big are likely to
trim out uninteresting friends with which they will not want to keep in touch so often,
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therefore bringing down costs considerably. And that is precisely the strong point of our
solution: the user can decide whether and how much to pay, as well as which latency
bounds to keep with which friends. The impact such choices might have on the latencies
remains to be seen, though these should never, in any case, be higher than in PUREPOLL.

6.4.4-3 Network cost The last set of metrics we present regard the usage of P2P net-
work resources. We analyse the average number of messages processed per second at each
node, using the same flat and degree approximations as before to produce the overall
estimates. We focus on QUENCH messages, since our main interest is on the base cost of
the protocol. Indeed, the cost incurred by updates depends on user posting frequency and
habits, which are variables that are out of our control. We argue, however, that evalu-
ating only QUENCH overhead is a reasonable approach, since the bandwidth available for
updates will ultimately be given by whatever is available, minus the overhead incurred
by our protocol, which we measure here.

The CDF for message costs is presented in Figure [6.8] with additional statistics given
in Table [6.4] The first thing to notice is that the two protocols present nearly-identical
performance. This is a reflection of the fact that the QUENCH mechanism causes the
underlying gossip protocol to work continuously in both cases, i.e., MAXCOMP never goes
quiescent, and keeps pumping a message a second for the entire duration of the experiment.
The network overhead, therefore, is very similar for both variants, and should remain so
for any variant with smaller values of ¥ and «.

If we consider that the size of a QUENCH message should be around 48 bytes (a 40-byte
TCP/IP header plus 64 bits for an id and a timestamp), the overhead of running HYBRID
is reasonable for a significant percentage of the nodes. Indeed, even under the pessimistic
degree approximation, 90% of the nodes have to process less than 40 messages/second,
which translates into running costs of around 2kB/sec, without any optimizations (e.g.,
aggregation of ids and timestamps under a single message). For the flat model, these
costs are even lower, with 99% of the nodes having to process less than 70 messages a
second, or around 3kB/sec.

Maximum values are still reasonable under the flat approximation, reaching at most
178 messages per second, or around 8.5kB/sec. Under the degree approximation, on the
other hand, these clearly become unreasonably large. The high numbers are again mostly
due to nodes with high connectivity. This phenomenon can be observed both in Table[6.4]
where we take the degree of the node at the n!” percentile for both protocols, average
them, and display them on the top row; and in the scatter plots of Figure [6.9, where we
can see that very few nodes with degree of less than 1 000 would have to process more than
100 messages per second (the equivalent of 4.8kB/sec by our previous estimates). Indeed,
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Figure 6.8: Message-per-second cost estimates for HYBRID.

avg. | 90" | 95t | 99" | max.
node degree 197.5 | 409 | 658 | 2897 | 33313
HyYBRID/30/14 (degree) | 25.98 | 43.17 | 77.9 | 298.16 | 9498
HyYBRID/15/14 (degree) | 26.02 | 43.17 | 77.6 | 294.73 | 9472
HyBRID/30/14 (flat) 11.64 | 32.60 | 46 73.2 178
HyBRID/15/14 (flat) 11.8 33 56 74.8 168

Table 6.4: Complementary statistics for network costs, in QUENCH messages per second.
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Figure 6.9: Degree vs. cost scatter plots for HYBRID.

under the flat approximation, only 0.02% of the nodes would go above 100 messages a
second, while this number raises to 3% under the degree approximation.

We further note that the degree approximation is pessimistic under another important
aspect, namely, it assumes a worst-case scenario in which a node w is concurrently partic-
ipating in the dissemination of QUENCH messages for all of its friends, i.e., all the profile
pages pp(u), u € V(G,,). Using the availability theorem of [128], however, we can predict
that this is a rare situation in practice. For the availability assignment we have generated
for these experiments (according to the model of Section , the theorem predicts that,
on average, only around 39% of the nodes would be online at any given point in time,
meaning that these values should be much lower.

Finally, network costs still have great margins of optimization, due to our choice of
a pure push approach, which is known to tradeoff latency for overhead. An alternative
would be to use this approach in a push-pull, anti-entropy protocol . We believe this
would significantly reduce network costs, while maintaining the good performance w.r.t.
the other metrics.

6.5 Related Work

Cloud-assisted Decentralized OSNs. There are currently few proposals in the liter-
ature for hybridizing cloud and P2P architectures in the context of Decentralized OSNs.
Confidant , which we already discussed in Section , is one of them. Confidant
is rather different from our approach in that data is kept at the P2P layer and, therefore,
is not guaranteed available. Monetary costs are potentially smaller than our approach
since their simple “name servers” (the cloud components used for coordination) can be
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run for free in platforms such as Google AppEngine. If such free service were to no longer
be offered, however, that would change. In terms of privacy, Confidant offers a compro-
mise similar to ours: although providers have no access to cyphertext, they are still able
to guess the social network and analyse both data request and posting frequencies by
analysing requests to individual name servers.

Vis-a-Vis [103] essentially proposes the use of cloud aliases that are full replicas of
the corresponding peers — which they call “primaries”. Aliases should come into play
only when a primary is not available, effectively filling their availability gap. Aliases and
primaries are kept in-sync by mechanisms similar to the ones we propose here: every
update made to a primary should be replicated into a shared storage — e.g. S3 — which
is visible by the alias. One unresolved issue is how to perform the “switchover” from
primary to alias in case the primary crashes. Authors propose that either an inexpensive
“ping” service could be made available by some utility provider, or that other nodes
could activate aliases themselves upon failing to contact the corresponding primary. As
we mentioned in [6.3] the main drawbacks to this approach are costs, and the amount of
exposition to the cloud provider.

Kryczka et al. [54] propose a rather different idea in which peers are leveraged purely
as a means to reduce the costs of a centralized OSN provider by offloading its servers.
Sensitive data is still kept at the centralized provider, enabling its business model. Apart
from the completely different goal, the presence of a centralized component that acts as

a global coordinator for replications means that problems are much simpler.
P2P Decentralized OSNs. As with the work we presented in Chapter [3] the ideas in

this chapter could offer added performance and reliability guarantees for asynchronous
multicast messaging in pre-existing systems (e.g. PeerSoN [18] or Safebook [25]), while
arguably providing reasonable privacy guarantees by the use of a known, authorized third-
party to store updates, as opposed to randomly assigned DHT nodes.

Social overlays. As we have discussed in Section [2.2.1] there has been a growing interest
in the use of social networks as communication networks, with social overlays having made
their way into a number of system proposals over the past few years. Given that these
networks are inherently susceptible to partitioning under churn, the work we present here
represents an important step in rendering such systems practical.

Cloud-assisted P2P. The idea of using a high-availability cloud infrastructure to boost
the performance of P2P systems is not new. Among the recent literature, the work closest
to ours is by Gracia-Tinedo et al. [116], who propose the use of cloud helpers to increase
data availability in a friend-to-friend (F2F) backup system. This is similar to our work
in that F2F systems are also based on social overlays, and that data is also confined
to ego networks. The problems are, however, of very a different nature. F2F backup is
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concerned with providing high availability to the user backing up her data, which however
must be made available only to herself. There is no notion of updates, or the need to
disseminate them to friends beyond that of ensuring enough replication. Finally, backup
data is in general different from our updates in that objects are large, shifting concerns
to throughput instead of latency.

6.6 Discussion and Outlook

In this chapter, we have presented the final piece of our work: a way to mitigate the
delay tail of social overlays under churn, by means of a hybrid protocol that leverages a
highly available cloud infrastructure to adaptively support the overlay when and where
needed, without sacrificing the fundamental property of allowing communication only
among friends.

Our results show that dramatic improvements in dissemination delay can be achieved,
while keeping costs low for users that have less than one thousand friends. A number of
issues, however, still remain. Apart from network cost figures, which need to be improved,
we need more reliable models for estimating network and monetary costs. Further, while
we argue that the approach described in this chapter provides better privacy guarantees
than relying on a centralized provider, it still reveals some significant amount of informa-
tion to providers, which could be misused.

The protocol we present here is rather simple in that it sets a one-size-fits-all polling
period to all nodes in the network. We are currently working on characterizing optimal
polling intervals as a function of the surrounding P2P network, so as to understand how
much the current approach can be improved.

Finally, the fact that we opted for running all dissemination with a push protocol led
to significant network costs. Our immediate plans for future work will focus on improving
that scenario, by investigating a combination of the current push approach with anti-
entropy [2§].



Chapter 7

Conclusions

Follow the evidence to where it leads, even if the conclusion is

uncomfortable.

— Steven James, The Knight

Across the last decade, OSNs have entered people’s lives, establishing themselves as
ubiquitous communication tools. Yet, the current centralized solutions have been plagued
by privacy and data ownership issues from the very start, an ailment that decentralized
OSNs have the potential to cure. In this thesis, we have advocated in favour of an SO-
based P2P approach as the way to achieve decentralization.

Social overlays appear as an interesting alternative, as not only can they help mitigate
the trust-related issues of P2P, but they also exhibit a natural match towards OSNs. We
propose to reap these potential benefits by means of a simple approach that provides one
key functionality of modern OSNs: 1-hop, profile-based communication. Although the
potential for synergy between SOs and P2P OSNs has been recognized in different ways
in the past (e.g. [38]), no concrete proposals for an OSN based on social overlays had been
made to this date.

In this thesis, we have pushed the idea forward and, along the way, have discovered and
tackled a number of important problems. Starting from a dissemination protocol that had
to deal with uneven clustering, we uncovered communication delays as a difficult-to-assess
and fundamental problem of social overlays, with implications far beyond our proposal
for a decentralized OSN, and into any system that is to be based on them. To render the
assessment of the phenomenon tractable on large graphs, we worked on analytical models
that can estimate communication delays at a more practical cost.

Finally, based on a better understanding of social overlays under churn, we proposed
a new cloud-assisted dissemination protocol which built on the ideas of the remainder
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of our work to promote efficient dissemination in a dynamic setting, while keeping costs

relatively low. In trailing this path, we have learnt two important, and related, lessons.

1. Structure matters. Social overlays are different from other overlays in that their
structure is defined a priori, by complex processes that are not necessarily friendly
towards one’s system-level goals (e.g. some nodes will simply have large degrees,
and some network regions will simply be very sparse). Although certain structural
properties of social networks have been understood for years (e.g. [52,/123]), the
existing literature fails to provide good guidance when one is faced with a real graph,
and has to implement a system on top of it. A good example of that is given by the
counterintuitive anticentrality heuristic, which improves gossip protocol performance
by disfavouring hubs. In that sense, we believe the work in this thesis can serve as
a good starting point to researchers and practitioners who choose to adopt SOs in
their work, by providing valuable insight on the general caveats of their application,

in particular to decentralized online social networks.

2. Evaluation of SO-based systems is hard. Evaluating any system that runs over a
social overlay when node-specific properties such as availability are involved requires
one to somehow map those into the underlying graph. Since structure matters, the
absence of data to guide such mapping means researchers have to come up with
a number of hypotheses on how such properties might correlate or not to specific
structural properties (e.g. node degree), and evaluate the network under a large
number of them. This is compounded by the fact that claiming an understanding of
local and global properties of a phenomenon over social overlays requires, inevitably,
the examination of large datasets (again, a result of large variations in structure),
and evaluation costs multiply. The development of efficient evaluation strategies
is, therefore, of fundamental importance. From that perspective, our work on the
analytical models of Chapters [4] and [5| brings important contributions by offering a
path to new cost-effective tools in the assessment of one particularly critical aspect
of SOs: communication delays.

As for future work, we have a broad horizon. With respect to update dissemination,
most of our evaluation has been conducted in single-post scenarios, where we analyse the
dissemination of an update at a time. One of the main reasons for that is because any
evaluation involving multiple posts would require credible data (or a model) on posting
frequencies and their correlations to graph-structural properties, which are largely missing
in the literature. Yet, this leaves us with a hole in our knowledge of what could be the
actual bandwidth requirements of a working system. A fruitful direction, in this sense,

would be that of studying the “capacity” of temporal paths, i.e., studying how long they
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remain stable in time and, therefore, how much data can we potentially pump through
them. Such an understanding would provide us with a better idea of how much data can
be communicated across two nodes in an SO over time, in a way that does not require
posting frequencies to be modelled, much like our analysis of communication delays.

As for communication delays, although we believe to have made headway by identifying
them as a problem and providing a useful model, a study of larger-scale datasets involving
different availability assumptions is still missing. In this front, we have both short-term
goals involving the application of the techniques presented in [5.4] and longer-term goals
involving further development of our Markov model, as well as the exploration of semi-
Markov models for the cases of heavy-tailed distributions.

While the cloud-based solution we have presented in Chapter [0] can effectively mitigate
the delay tails, it is unoptimized in two important ways: the underlying pure-push proto-
col, which may lead to unnecessarily high network costs, and the one-size-fits-all value for
the polling interval, which does not adjust to the surrounding delay structures and may
lead to more accesses than required. We are currently working on both an evaluation of
the solution which combines anti-entropy to increase network efficiency, and on a char-
acterization of the optimal case for the protocol to understand what are the achievable
latency /cost tradeoffs, and how these change as we set the polling intervals on individual
nodes to different values.

Finally, although proposals for P2P OSNs have multiplied over the last years, most
of these were relegated to academic papers or prototypes that barely made it into the
wild. The more pragmatic open source community seems to favour decentralized server
approaches instead, in which issues regarding availability and trust are much less pro-
nounced. Yet, these solutions still require users to pay substantial sums of money for
hosting, and we believe that, together with technology maturity, this constitutes one of
the leading reasons why these solutions have not become more popular. Balance, how-
ever, could well be in the middle: the better cost/performance tradeoffs offered by hybrid
solutions have, we believe, the potential to change the game for decentralized OSNs.

It is also worth noting that the emergence of low-cost, credit-card-sized PCs such as the
Raspberry Pi [113] might as well represent a game-changing development to decentralized
servers, since running a server at home might become a lot simpler and cheaper, e.g.,
picture an organization or individual releasing a “decentralized OSN image” that can just
be flashed on a Raspberry Pi and used as a domestic appliance. At that point, the only
barrier to wider scale and cost-effective adoption could be ISPs, which still routinely place
restrictions on regular “home” contracts, such as blocking standard ports (e.g. HTTP)

or imposing restrictions on the use of server software.

Finally, although we intend to eventually prototype our system, the answer as to
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whether social overlays can indeed lead to better P2P by fostering cooperation among
users will only be answered once these systems get deployed at large. Until that time
comes, however, we remain optimistic, as friendship remains one of the tenets of altruistic

behavior in human societies.
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Appendix A

Kolmogorov’s Forward Equations

Let {X(f),t > 0} be a stochastic process defined by a finite, continuous-time Markov
chain. As in Section [5.2.2 let PX = P[X(t +s) = i | X(s) = j]. Further, let P(t)
represent the matrix {P}(t)}. If A is the generator matrix of X, then, the following
equations hold:
P(t)=P'(t)A (A1)
If chain X is regular — which is true of all finite chains — it is a known result [90] that
Equation (A.1]) admits the following solution:

=L A"
P(t) = e = ;% - (A.2)
But that is an open-form solution. With modern solvers, the system can sometimes
be solved analytically and yield a closed-form expression. Recall we want to solve Equa-
tion for our absorbing chain of Section . We have already computed its gen-
erator matrix. With those in hand, we can write the system of 16 forward equations for
Y (t) (using P(t) to simplify the notation) as:

Pl (t) = poPra(t) + pruPrs(t) — (yu + 70) P (t)
Py, () = o Pas(t) 4 puPas(t) — (yu + 7o) Par(t)
Py (t) = o Pso(t) + 1 Ps3(t) — (yu + 7o) Par(t)
Py (t) = poPao(t) 4 pruPas(t) — (yu + 7o) Par(t)
Piy(t) = % Pii(t) — (Y + 1) Pra(t)
Po(t) = 7o Par(t) — (Yu + o) P2 ()
Py(t) = 7o P31 (t) — (Yu + ) Paa(t)
Ppp(t) = v Par(t) = (u =+ o) Pz (t)
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Pi3(t) = vuPui(t) — (vo + pa) Pis(t)
Pag(t) = vuPor(t) — (o + 1) Pas(t)
Pis(t) = 7uLs1(t) — (Yo + pu) Pa3(t)
Pis(t) = v Lar(t) = (o + ) Paz(t)
P, (t) = v Pra(t) + v, Pr13(t)
Pyy(t) = 7uPaz(t) + 70 Pas(t)
Pyy(t) = 7uPa2(t) + 70 Psa(t)
Pyy(t) = vuPaa(t) + 7o Pis(t)
Subject to the boundary conditions:
R0 =40 1
0 ifi#j

For which we have not, unfortunately, been able to find a solution.



Appendix B

Delays Over Top-k£ Graphs

In this chapter, we present our partial results on the problem of how to provide “closed
formﬂ’ expressions to end-to-end delays over the Gy, ., graphs formed by putting together
the top-k shortest paths connecting a pair of nodes u and v (referred loosely to as “top-k

graphs”, for convenience).

B.1 Modelling Issues

We would like our model to produce numbers that match the approximations obtained by
simulations over these same top-k graphs in Section |4.4.4] This is not, however, a simple

task, due to two main reasons.

B.1.1 Extra paths

Although the top-k graphs we were building in Section were generated by putting
together k paths (where k was a small number), the resulting graphs might end up allowing
a lot more than k paths between source and destination. This is shown in Figure [B.1a]
although Gy, ., is composed by three edge-disjoint paths, it is clear that a message flowing
from u to v through this graph would be allowed to follow other paths as well, e.g.,
{u, Ay, As, D, v}.

Since the full simulations we ran in Section over the Gy, allow such paths to be
followed, to accurately model delay over Gy, we would need to take them into account
as well. The problem is that G, has no simplifying properties — it is, by all accounts,
an arbitrary graph and, as such, can be as difficult to analyse as the original graph. The

only thing it has to its advantage is being small. This leads to the question: how much

"We use “closed form” under quotes because obtaining closed form expressions is in general not possible when
talking about arbitrary graphs. Whatever expression we come up with will have to encode the graph structure

somehow in it and will, therefore, be different from one graph to the other.
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(a) A top-k graph. (b) An “unfolded” top-k graph.

Figure B.1: Top-k graphs.

are these extra paths really contributing to delay? If contribution is small, then maybe we
do not have to model them.

To answer this question, we can run a simple experiment in which we constrain our
messages to follow exactly one of the top-k paths when going from u towards v. To that
end, we produce an “unfolded” version of G, , which contains only the top-k paths,
put together in parallel. This effectively causes the message to be tunnelled through a
path, precluding it from changing paths once it has “chosen” one of them. Vertices shared
among paths are replicated. Unfolding the graph in Figure would result in the graph
in Figure[B.1b] Answering our question then amounts to comparing the results of running
full simulations over unfolded graphs with those of running full simulations over Gy, .

This raises, however, a question that leads us to our second and most important issue.
How do we simulate replicated vertices?

B.1.2 Independence

If we want to emulate exactly what would happen if a message were allowed to follow
one of the top-k paths in Gy, then the up/down behavior of replicated vertices must
be “coupled”: in other words, the copies of vertices Ay, Ay, and Az in Figure must
behave as if they were one, going up and down together. And this is where things get
complicated: all of the probabilistic machinery we have built thus far assumes that edge
delays are independent. But, if this assumption holds, this means that A;, A and Aj
should be decoupled — i.e. it should be possible to have a system state in which A; is up,
but one of its copies is down. This is clearly a problem, and building a model on top of such
assumption would introduce an imprecision. The question, then, is how tmprecise would
this assumption of independence be? Again, to answer this question, we run experiments
in which replicated vertices are both coupled and decoupled, and compare these with the

full simulations on Gy, 4.
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B.1.3 Evaluation of Issues
For a given graph G, let us establish that:

1. aed is the “ground truth” for delay; i.e., it is the delay number we get from running
full simulations over G,

2. aedy is the delay estimate produced by running full simulations over Gy, ,;

3. aedj is the delay estimate produced by running full simulations over the unfolded
graph, with coupled replicated vertices. This allows us to gauge the impact of
removing extra paths from the top-k estimate. If the impact is low, it means that
less complex models might suffice;

4. aed{ is the delay estimate produced by running full simulations over the unfolded
graph, with decoupled replicated vertices. This allows us to gauge the impact of
adding the independence assumption to edge delays.

We run the experiments described in Section and Section to evaluate the
contributions of extra paths and measure the imprecision introduced by assuming that
edge delays are independent. For that, we use a small set of 600 source/destination pairs,
taken at random from the 137260 pairs of the sample we used in Chapter [l Simulations
are repeated 100 000 times.

Impact of extra paths. Figure shows a scatterplot comparing aedy (shown as a
black line) and aed§ (shown as dots). The fact that dots do not land far from the black
line means delay estimates are not significantly impacted by them, suggesting that, in the
sample we consider, extra paths are not our worst problem.

Impact of independence. Figure[B.2D] on the other hand, shows a comparison between
aedy, (black line) and aed{ (dots). Points fall farther away from the black line, indicating
that the error is more severe.

Converting these impressions on numbers, Figure [B.3| shows cumulative distribution
functions of how far each of the estimates falls from the ground truth in percentage terms

% -1 — 1|. Additional statistics
are provided in Table While ¢ would seem to be more accurate, what we actually
see as we filter out the noisy area — delays smaller than 0.5h, which in the scatterplots
look almost identical from Figure to Figure — is that independence adds to
imprecision more than the removal of the extra paths.

d
aedy 1 aedy

aed

d _
,and rf =

77,']4;:

i.e., it shows rp = ‘ aed

Indeed, not only accuracy is worse, but by looking at Figure we see that there
is also a loss of the upper bound property: by assuming independence of edge delays, we
in some cases effectively “do better” r; (and even aed). To see why, note that an edge is
allowed, by independence, to be concurrently active and inactive for different paths, even
if it is shared among them. The same goes for vertices: in Figure [B.ID] say, A; allowed
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Figure B.2: Unfolded top-k graphs versus top-k full sims.

avg. | 95" | 99t | max.
o 9% | 48% | 118% | 543%
r¢ | 13.7% | 64% | 201% | 561%
rd | 87% | 45% | T9% | 120%
e ()| 25% | % | 12% | 47%
re (%) | 4.3% | 16% | 28% | 46%
rd (*) | 6.8% | 35% | 49% | 55%

Table B.1: Complementary statistics for approximation errors. (*) are only for pairs in which

aed > 0.5h.
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Figure B.3: Normalized error CDFs.

to be down for one path, and up for another. This gives A; has two “chances” of being

up, one for each of its copies, effectively increasing its availability and reducing delay.

B.2 A Multipath Delay Model

There are two main options for dealing with the problems we have outlined. We can
either:

1. model extra paths and account for dependence, or;

2. mitigate both problems by constructing top-k graphs from least-cost, vertex-disjoint
paths instead. Vertex-disjoint paths are much easier to deal with, since they i) in-
herently do not give raise to extra paths, and 4i) do not give raise to paths that
share vertices beyond source and destination and are, therefore, less amenable to

the inherent imprecision of models that assume edge delay independence.

Figure illustrates the idea by depicting a top-k graph made from vertex-disjoint
paths. Since paths are disjoint, the only sets of edges for which delays are not independent
are sets A and B: if either source or destination are down, they are all deactivated
together. This is, however, in stark contrast with the graph in Figure made from
edge-disjoint paths, in which all vertices are shared among at least two different paths.
This means that every single edge is dependent on some other edge that belongs to another
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path, and they all are, therefore, potential sources of imprecision.

set A set B

-

Figure B.4: A top-k graph made of vertex-disjoint paths. Sets A and B mark edges for which
delays are not independently distributed.

Yet, as a first step, we need to understand whether top-k graphs made from vertex-
disjoint paths even provide an acceptable approximation to end-to-end delay. We inves-
tigate that next.

B.2.1 Feasibility of Vertex-Disjoint Paths

We measure the delay approximation quality of graphs constructed by selecting the top-k,
least-cost, vertex-disjoint paths connecting a pair of vertices u and v by comparing its
quality with that of the edge-disjoint approach we had adopted in Section [4.4.3]

To make a clear distinction, we refer to source/destination delays measured over graphs
with top-k edge-disjoint and vertex-disjoint paths as aed§, and aedy), respectively. As with
the experiments we conducted in Section we use k = 10. Further, as before, we
refer to the “ground truth” for the end-to-end delay between a pair of nodes u and v as
aed. aed is obtained by running full simulations over the original graph G.

For these experiments, we evaluate all of the 137260 source/destination pairs from the
dataset of Section ; i.e, for each source/destination pair u and v we:

1. construct two top-k graphs: one made from the least-cost edge-disjoint, and the
other made from the least-cost vertex-disjoint paths connecting v and v;

2. for each graph, we run n full simulations (more later);

3. each simulation yields a delay point (the delay between u and v), which we then use
to compute the averages aedy, and aedy.

Unlike in Section 4.3.2] the number n of full simulations we run for each source/desti-
nation pair here is not fixed. Instead, we leverage on the fact that averages under Markov
processes are well-behaved (i.e. they follow a normal law [33]), and implement a batched
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Figure B.5: Comparison of prediction accuracy of edge and vertex-disjoint top-k graphs.

means estimator [3] for variance. Simulations are then repeated until we get a confidence
interval that has a width of less than 5% of the sample average at 95% confidence. Esti-
mates satisfying our quality criterion emerge after around 10000 repetitions, which is a
10-fold improvement over the 100 000 repetitions we were using before.

. . aed§,
As before, we look at the normalized error metrics rf, = ‘ ot 1‘ and r] = ‘

aedy 1
aed
which tell us how far, in percentage terms, approximations fall from the ground truth

aed. Figure shows the cumulative distributions for the two error metrics over all
source/destination pairs, and Table provides complementary statistics. To avoid the
usual anomalies with normalized metrics in the low-delay region, errors are only shown
for pairs for which aed > 0.5.

Data shows that the top-k, least-cost edge-disjoint paths provide a better estimate for
delay than the vertex-disjoint paths. Further, the graphs generated by the vertex-disjoint
heuristic are around 30% larger than the ones generated by the edge-disjoint heuristic. The
decrease in accuracy, however, is not dramatic, and the decrease in analytical complexity
more than compensates for the increase in size. Vertex-disjoint paths are, therefore, a

viable alternative.

B.2.2 Delays Over Vertex-Disjoint Paths

Let {Py, -, P} be a set of vertex-disjoint paths sharing a common source u and des-
tination v, such that Gy, = Ule Py. Since vertex-disjoint paths do not share vertices
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beyond source and destination, we can attempt to model delay between u and v over
G by constructing a simpler model which assumes edge delays to be independent.
The intuition is that every message m can follow exactly one of k paths. The minimum
possible delay incurred on m is, therefore, the minimum among the delays of all k paths.
Formally, let Dy, , be the random variable representing end-to-end delay between u and
v over Gy, Recalling that Dp denotes the random variable representing the delay of
path P, then:
Dy yp ~ min{Dp,--- ,Dp} (B.1)

We refer to the approximation of Dy, provided by min{Dp,--- ,Dp_} as f);w’v.
Once again, the reason why the relationship between the ﬁk,u,v and Dy, ,,,, is approximate
is because the former assumes edge delay independence, whereas the latter does not.
Since, as we reasoned in Section independence is an optimistic assumption from

the point of view of delay, we have that:
Ea/jk,u,q)) S ]E(Dk,u,v) (BQ)

In other words, E(]/jkuv) provides a lower bound to E(f)kuv) We will not provide a
formal proof of Equation (B.2)) — rather, we provide numerical evidence that it holds in

Section [B.41

B.3 Expected Delay Over Vertex-Disjoint Paths

Understanding the distribution of ]/jkwj requires us to examine what are the distributions
of path delays. From Theorem [3| we know that path delays are sums of edge delays.
Therefore, we start by taking a closer look at the distributions of the latter.

B.3.1 Distributions of Edge and Path Delays

Let PH(7,S) denote a phase-type distribution with parameters 7 and S. As before, let
X, be the random variable representing the delay incurred by an edge e = (u,v), and let
m1 denote the probability that v is online when the message reaches u. Then, for ¢ < 0,

X, exhibits a mized distribution with cumulative density:

P[X, <t]=m+ (1 —m) (1 — 1) (B.3)

Such mixed distributions are, in fact, phase-type distributions with atoms at zero,
which can, fortunately, be dealt with by existing theory. Let the initial probability vector
of a phase-type distribution PH(7,S) with an atom at zero be denoted as (7, 7,,), where
Tm Tepresents the density of the atom at zero — i.e. it represents the probability that the
corresponding CTMC starts at the absorbing state m. Then:
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(a) Chains for two separate edges. (b) Chain resulting from convolution.

Figure B.6: Markov chain representation of the convolution of phase-type distributions.

Theorem 4 (Convolution of Phase-type Distributions [74]). Let X ~ PH(7,S) and Y ~
PH(e, T) be two phase-type distributed variables with initial probability vectors (T, Ty,)
and (o, ). Then Z = X +Y ~ PH(~,L) with v = (T, T,), and:

S sy s
L 1
[ =0 T t (B.4)
0 0

0 0 O

The interpretation for this theorem is straightforward: it builds a new Markov chain
in which the absorbing state of the first chain (X) is replaced by edges towards the
initial states of the second chain (Y), in a way that that respects the initial probability
distribution « for the transient states of Y. The resulting chain is absorbing, so that the
absorption time is phase-type distributed as well. Figure shows the Markov chain
that results from convoluting two edge delay distributions as prescribed by the theorem
(transition rates omitted).

With those in hand, the density of the atom at zero for the new distribution (i.e. the
probability for the new chain to start at the absorbing state) can be computed as:

Ymaktr =1 =1 (B.5)

B.3.2 Validation

To provide evidence that our path delay model is correct, we run simulations over 10 line
graphs of size 10, repeating simulations 3000000 times. We then perform two compar-

isons:

1. we compute the analytical expectation from the predicted phase-type distribution
directly from Equation (5.13) (i.e. without using Equation ([5.3.2))), and compare it
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against the average end-to-end delay towards the rightmost vertex in the line graph.
Results are shown in Figure [B.7a]

2. We compare simulation output against an equivalent number of samples drawn the
predicted phase-type distribution by performing a two-sample, two-sided Kolmogorov-
Smirnov (K-S) test [92]. p-values for the 10 tests are shown in Figure [B.7h]

As a last piece of evidence, we plot the histogram of one of the simulation runs against
the PDF for the predicted phase-type distribution, computed using jPhase [82]. This is
shown in Figure [B.7c|

Given that averages seem to match quite well, and that the p-values for the K-S tests
are all below the 95% threshold, we conclude that there is enough evidence to say that

our model is correct.

B.3.3 Distributions of Delays Over Multiple Paths

Now that we know that path delays are phase-type distributed, we can apply a final
result [74] to obtain the distribution of Dy, ,. This result requires a special matrix

operation called Kronecker product, which we describe next.

Definition 2 (Kronecker Product). Let A be an m X n matriz and B a p X q matriz.
The Kronecker product A ® B is the mp X nq block matriz:

CLHB cee alnB
AB=| : . (B.6)

ClmlB s CLmnB
And the final theorem we need:

Theorem 5. Let X ~ PH(7,S) and Y ~ PH(a, T) be two phase-type distributed vari-
ables. Further, let 1o represent the identity matriz with the same dimensions as the square
matriz A, and let ® represent the Kronecker product. Then Z = min{X,Y} ~ PH(~,L),
and:

L = Selr+Is®T (B.7)
N = TR (B.8)

Which essentially allows us to compute the distribution for ﬁkuv This simple model
has, however, two significant limitations.
Inherent imprecision. As already discussed, assuming edge delay independence intro-
duces an inherent imprecision into the model. The upper bound property is lost, with

the approximation becoming lower bound for top-k delays instead. The less available the
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Figure B.7: Validation of path delay.
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sender or the receiver, the worst the imprecision. The fact that we have a lower bound
(E(f)kw)) for an upper bound on delay (E(Dy,,,)) can make the numbers we produced
by the model difficult to interpret. We evaluate model precision in Section [B.4l

Cost. The fact we need to perform a Kronecker product for each of the k paths means
that the number of rows and columns in the matrices grows exponentially with k. A path
of length n — 1 generates a matrix of size 3n x 3n. Assuming all paths have size at least
n — 1, the minimum of k paths, as for Theorem [f] generates a matrix of size:

I > (3n)F x (3n)F = (3n)* (B.9)

Assuming 64 bits per element and paths of length 1, a k& of 10 — which is what we have
been using — would require or 29.2 petabytes of RAM. In practice, however, our paths are
much longer than that: the average length from our sample 3.43, but some of them have
sizes as large as 17.

Computational costs are high, too: even if we settle for expected delay, Equation
says we need invert the matrix that comes out of the Kronecker product. Inverting
matrices with billions of elements is not cheap, and can quickly become more costly than
performing simulations. Fortunately, at least for costs, there is a way to mitigate the

issue.

B.3.4 A Refined Hybrid Analytical/Simulation Model

The cost perspective can be mitigated if, instead of attempting to obtain the distribution
of f);wﬂ, directly, we try to indirectly sample from it. Population parameters such as
mean delays can then be computed numerically by the use of point estimators.

This can be achieved as follows. Recall that [A)kﬂw =min{Dp,--- ,Dp,}. From m,
we know how to compute the parameters for the phase-type distributions for the path
delays Dp,, (1 < i < k). To generate a sample (variate) from f)k,u,v, therefore, all we
have to do is generate a sample from each of the Dp,, and then take the minimum. This
is illustrated in Algorithm every iteration of the loop in lines generates exactly
one sample for ]/jlw;u» which gets accumulated into variable s (line . The procedure is
repeated n times and, at the end, the algorithm returns the sample average (line .

The key to the complexity of Algorithmis function sampleFrom. Neuts and Pagano [73]
provide us with a way to generate samples from Dp: simply simulate the underlying
continuous-time Markov chain, and measure the time-to-absorption. The algorithm,
therefore, is effectively a simulation approach, except that simulating the underlying
CTMC is much cheaper than running full simulations over Gy, ,, for two reasons. First,
with a CTMC, there is no need to simulate up/down behavior of individual nodes. Second,
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Algorithm 8: EstimateMultipathDelay
Input: Number of samples n; phase-type distributions fi,--- , fi for path delays.

5+ 0 % Sum of all samples
for i + 1 ton do

m < 400

for j «+ 1 to k do

r < sampleFrom( f;)
m <— min{m,r}

[= L B VU VU

7 S Ss+m

0]

return s/n

and most importantly, there is no need to perform any burn-in since starting probabilities
for each state are computed analytically beforehand.

B.4 Validation

In this section, we evaluate our top-k vertex-disjoint model by: i) numerically quantifying
the magnitude of its inherent imprecision; i) measuring its usefulness by comparing it
against the remaining estimation techniques we have developed thus far, namely, the
single-path upper bounds of Section [4.4.2] and the full simulations over top-k graphs,
constructed both with edge and vertex-disjoint paths.

Since we will reference a large number of delay estimates, it is useful to recall the
notation. As before, we let aed, aed}, and aedj denote the average delay estimates
obtained by running full simulations over: ) the original graph (i.e. our “ground truth”
for end-to-end delay), ii) a top-k graph built with vertex-disjoint paths (i.e. approximates
E(Dg.u.v)), and iii) a top-k graph built with edge-disjoint paths.

Further, we define:

1. aed}™ to be the delay estimate produced by Algorithm (i.e. approximates E(f)kw)),
2. aed; to be the delay estimate produced by the single-path upper bound of Sec-
tion computed with Equation ([5.3.2]).

We evaluate delays over the same set of 137 260 source-destination pairs we have used
across this chapter. Simulations, when run, are repeated at most 100000 times, or until
we get a confidence interval that is wide by less than 5% of the sample average at 95%
confidence.
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Figure B.8: Multipath model plots.

B.4.1 Model Imprecision

The inherent imprecision of our model is quantified by comparing its estimate (aed}*)
against full simulations ran over the top-k graphs made from vertex disjoint paths (aedy).
First, we show in Figure a scatterplot of both aedi (dots) and aedy (black line),
ordered by their value of aed). We can see that our claim made in Equation (B.2]) —
namely that the model consistently underestimates aedy, bounding it from below — is
correct.

The magnitude of this imprecision is better quantified, instead, in Figure [B.8b] where

we take the ratio :‘:;i%, and plot it against the corresponding values for aedy. Model
predictions are rather erratic, with values that are can be off by factors of up to 6 774.
Predictions tend to fare slightly better in the higher delay range, but not by much. Com-
plementary statistics for the error are provided in Table[B.2} up until the 50% percentile,

predictions are rather reasonable, but quickly deteriorate as we move to higher percentiles.

B.4.2 Comparison with Other Estimation Approaches

Finally, we compare aed* with the remaining approaches. For each source-destination
pair and each delay estimate ¢, we compute a normalized error metric as follows. For aed;,
aedy, aed; — which are always larger than aed — we compute the metrics 7y, 7}, r; we

have already been using, i.e., for an estimate ¢, we take the error to be |$ — 1‘ = ﬁ —1.
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Underestimation
Average 26%
50" percentile 16%
75" percentile 571%
90" percentile 2576%
95" percentile 6384%
Maximum 6774%

Table B.2: Error statistics for the multipath model.

Statistic Ty Ty 71 T o

Average 2.6% 31% | 84% | 400 1654%
50" percentile | 1.3% 1.7% | 1.9% | 23% 25%
75t percentile | 2.5% 3.9% | 7.9% | 85% 571%

90" percentile | 4.7% 11% | 23% | 96% | 2397%

95" percentile | 8.3% 19.5% | 39% | 98% 6210%

99" percentile | 26.3% | 44.3% | 89% | 99% | 45989%
Maximum 128.3% | 158.6% | 191% | +o0 | 1.2 x 103%

Table B.3: Comparison among estimation approaches.

For aed}?, things are more complicated. Since it might underestimate aed, simply
aedp’
aed
most zero, there is less distance to “cover” when underestimating. To see why, imagine we

taking the normalized distance 7} = ‘ — 1| would not be fair: since delay can be at
had a trivial estimation method that always returns zero. The maximum error incurred
by this estimation method would be 100%, even though it is not even trying to estimate
anything.

What we want, one could argue, is a measure of how aedj* and aed are equal and, to
max{aed,aed}
min{aed",aed}
underestimation more than it penalizes overestimation: an estimate that is 100% larger

that end, the metric o' = could be better. The problem is that it penalizes
than aed will yield an error of 1, whereas an estimate 100% smaller will tend to infinity.
We therefore analyse both metrics.

Figure shows the cumulative distributions for all error metrics, with additional
statistics provided in Table[B.3] The curves for rq, 1}, 7 are rather similar, reflecting the
fact that we get progressively better approximations as we add more paths, with r{, being
the best performer. The multipath model, on the other hand, exhibits a somewhat erratic
behavior, with much larger error values even under r}*. Under o}, the error skyrockets,

also as a reflex of heavy underestimation.
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Figure B.9: Error metric distribution for all approaches.

B.5 Discussion and Outlook

In this chapter, we have shown the challenges of delay modelling over top-k graphs, and
presented our results on a partial model. The model has one major and one minor short-
coming. Respectively, it is inherently inaccurate due to the assumption of edge delay
independence, and, in its purest form, it has unreasonably large memory requirements.
The latter issue can be remedied by the adoption of the hybrid technique of Section [B.3.4]
though we intend to explore, as future work, the fact that acyclic phase-type distribu-
tions [53] like ours can be reduced, possibly leading to savings in memory consumption
and enabling instances combining more paths to be built.

The issue of model imprecision is more pressing, however, and the fact that its accuracy
remains low even with vertex-disjoint paths means that edge delay dependence has to be
accounted for somehow. Clearly, there is a Markov chain representation for the top-k
graph that takes dependence into account, and such chain will still be absorbing since
the process still “ends” as the message reaches the destination. As our next step, we
intend to explore how to explicitly build these chains, and analyse the resulting phase-
type distributions to assess the feasibility of the approach.
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